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The CCSK exam has recently been updated to version 4.0, which includes new content and exam questions. The new version of the
exam ensures that CCSK certified professionals are up-to-date with the latest trends and technologies in cloud security. CCSK
Exam covers topics such as cloud architecture, governance, compliance, risk management, data security, and infrastructure security.

Cloud Security Alliance Certificate of Cloud Security Knowledge v5
(CCSKv5.0) Sample Questions (Q274-Q279):

NEW QUESTION # 274
Which of the following is true about access policies in cybersecurity?

A. They provide data encryption protocols for secure commumication
B. They are used to monitor real-time network traffic

C. They are solely concerned with user authentication methods

D. They define permissions and network rules for resource access

Answer: D

Explanation:

Access policies in cybersecurity are critical for managing and controlling how users and devices access resources within a network
or cloud environment. These policies are primarily concerned with defining permissions and rules that govern access to resources.
They help organizations implement role-based access control (RBAC) or attribute-based access control (ABAC), which specify
who can access what resources and under what conditions.

In the context of cloud computing, access policies are typically enforced using Identity and Access Management (IAM) tools and
services, which allow admmistrators to define and manage the permissions associated with user identities. Access policies include
various rules that specify allowed or denied actions based on roles, user attributes, device types, or network conditions.

For exanple, in the AWS environment, access policies are written in JSON and define permissions for services like EC2, S3, or
RDS. Similarly, Azure uses Role-Based Access Control (RBAC) to manage resource access policies.

Access policies are not concerned with real-time monitoring (option A), user authentication methods (option B), or encryption
protocols (option C). Instead, they explicitly focus on defining access permissions and controlling how resources are utilized.
References:

CSA Security Guidance v4.0, Domain 12: Identity, Entitlement, and Access Management Cloud Computing Security Risk
Assessment (ENISA) - Identity and Access Management section Cloud Controls Matrix (CCM) v3.0.1 - IAM Domain

NEW QUESTION # 275
In the TaaS shared responsibility model, which responsibility typically falls on the Cloud Service Provider (CSP)?

A. Managing application code

B. Configuring firewall rules

C. Encrypting data at rest

D. Ensuring physical security of data centers

Answer: D

Explanation:

In the Infrastructure as a Service (IaaS) shared responsibility model, the Cloud Service Provider (CSP) is typically responsible for
securing the physical infrastructure, which includes the physical security of data centers, servers, networking hardware, and the
physical security controls that protect them from unauthorized access or damage.

Encrypting data at rest is typically the responsibility of the consumer, though the CSP may offer tools to help with this. Managing
application code is the responsibility of the consumer, as they control and deploy the applications on the infrastructure provided by
the CSP. Configuring firewall rules is also the responsibility of the consumer, as they manage the configuration of the virtual network,
including security rules like firewalls.

NEW QUESTION # 276
What is a key advantage of using Policy-Based Access Control (PBAC) for cloud-based access management?

e A. PBAC ensures that access policies are consistent across all cloud providers and platforms.
e B. PBAC allows enforcement of granular, context-aware security policies using multiple attributes.
e (. PBAC is easier to implement and manage compared to Role-Based Access Control (RBAC).
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¢ D. PBAC elimnates the need for defining and managing user roles and permissions.
Answer: B

Explanation:
PBAC enables highly specific access control based on muiltiple attributes, enhancing flexibility and security in cloud environments.
Reference: [CCSK v5 Curriculum, Domain 5 - IAM][167source].

NEW QUESTION # 277
Which of the following encryption methods would be utilized when object storage is used as the back-end for an application?

A. Client/application encryption
B. Asymmetric encryption

C. Media encryption

D. Object encryption

E. Database encryption

Answer: A

NEW QUESTION # 278
In the context of [aaS, what are the primary components included in infrastructure?

A. Network configuration tools, storage encryption, and virtualization platforms

B. Compute, network, and storage resource pools

C. User authentication systemns, application deployment services, and database management
D. Load balancers, firewalls, and backup solutions

Answer: B

Explanation:

Correct Option: B. Compute, network, and storage resource pools

In the Infrastructure as a Service (IaaS) model, the term "infrastructure" refers to the core physical and virtualized building blocks
that form the basis of a cloud environment. These components are abstracted and pooled to offer on-demand provisioning to cloud
CONSUIEs.

Fromthe CSA Security Guidance v4.0 - Domain 1: Cloud Computing Concepts and Architectures:

"Infrastructure: The core components of a computing system: compute, network, and storage. The foundation that everything else is
built on. The moving parts."

- Section 1.1.4 Logical Model, CSA Security Guidance v4.0

Furthermore:

"laaS consists of a facility, hardware, an abstraction layer, an orchestration (core connectivity and delivery) layer to tie together the
abstracted resources, and APIs to remotely manage the resources and deliver them to consumers."

- Section 1.1.3.1 Infrastructure as a Service, CSA Security Guidance v4.0 These are commonly referred to as resource pools, and
form the foundation of what IaaS delivers: virtual machines (compute), virtual networks (networking), and object/block storage
systems (storage).

Why the Other Options Are Incorrect:

* A. Network configuration tools, storage encryption, and virtualization platforns# These are supporting technologies and security
tools, not the actual infrastructure components that make up IaaS.

* C. User authentication systems, application deployment services, and database management# These fall under PaaS (Platform as a
Service) and SaaS. laaS does not manage applications or authentication; it provides the foundation upon which these services run.
* D. Load balancers, firewalls, and backup solutions# These are add-on services or features, not the core infrastructure components
of TaaS. While often used alongside IaaS, they are not the essential building blocks of infrastructure.

* Main Topic: Cloud Computing Concepts and Architectures

* Source: CSA Security Guidance v4.0, Domain 1, Sections 1.1.3.1 & 1.1.4

NEW QUESTION # 279
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