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Palo Alto Networks System Engineer - Cortex Professional Sample Questions
(Q161-Q166):

NEW QUESTION # 161
During the TMS instance activation, a tenant (Customer) provides the following information for the fields in the Activation - Step 2 of
2 window.

During the service instance provisioning which three DNS host names are created? (Choose three.)

A. cc-xnet.traps.paloaltonetworks.com
B. cc.xnet50traps.paloaltonetworks.com
C. he-xnet50.traps.paloaltonetworks.com
D. ch-xnet.traps.paloaltonetworks.com
E. cc-xnet50.traps.paloaltonetworks.com
F. xnettraps.paloaltonetworks.com

Answer: A.D.E

NEW QUESTION # 162
Which Cortex XDR Agent capability prevents loading malicious files from USB-connected removable equipment?

A. Agent Management
B. Device Control

C. Device Customization
D. Agent Configuration

Answer: B

Explanation:
https/live. paloaltonetworks.com/t5/blogs/cortex-xdr-features-introduced- in-december-2019/ba-p/30223 1

NEW QUESTION # 163
What is the primary purpose of Cortex XSIAM's machine learning led design?

A. To group alerts into incidents for manual analysis

B. To facilitate alert and log management without automation

C. To rely heavily on human-driven detection and remediation
D. To effectively handle the bulk of incidents through automation

Answer: D

NEW QUESTION # 164

An Administrator is alerted to a Suspicious Process Creation security event from multiple users.

The users believe that these events are false positives Which two steps should the administrator take to confirm the false positives
and create an exception? (Choose two )

A. With the Malware Security profile, disable the "Prevent Malicious Child Process Execution” module

B. Contact support and ask for a security exception.

C. In the Cortex XDR security event, review the specific parent process, child process, and command line arguments

D. Within the Malware Security profile add the specific parent process, child process, and command line argument to the
child process whitelist

Answer: C,D



NEW QUESTION # 165

The certificate used for decryption was installed as a trusted toot CA certificate to ensure communication between the Cortex XDR
Agent and Cortex XDR Management Console. What action needs to be taken if the administrator determines the Cortex XDR
Agents are not communicating with the Cortex XDR Management Console?

A. disable SSL decryption

B. enable SSL decryption

C. remstall the root CA certificate

D. add paloaltonetworks.comto the SSL Decryption Exclusion list

Answer: A

NEW QUESTION # 166
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