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CompTIA Cybersecurity Analyst (CySA+) Certification Exam Sample
Questions (Q240-Q245):

NEW QUESTION # 240
Which of the following responsibilities does the legal team have during an incident management event? (Select two).

A. Coordinate additional or temporary staffing for recovery efforts.

B. Conduct computer and network damage assessments for insurance.

C. Review and approve new contracts acquired as a result of an event.

D. Ensure all system security devices and procedures are in place.

E. Advise the incident response team on matters related to regulatory reporting,
F. Verify that all security personnel have the appropriate clearances.

Answer: C,E
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Explanation:

The legal team plays a crucial role in managing the legal and compliance aspects of incident response. They review and approve
contracts (B) for emergency services, like incident response firms, and provide guidance on regulatory reporting (C), ensuring the
organization meets compliance requirements. According to CompTIA Security+ guidelines, legal teams focus on regulatory and
contractual matters rather than operational aspects like staffing (A) or security procedures (D).

NEW QUESTION # 241
A laptop that is company owned and managed is suspected to have malware. The company implemented centralized security
logging. Which of'the following log sources will confirm the malware infection?

A. Firewall legs
B. MFA logs
C. IDS logs

D. XDR logs

Answer: D

Explanation:

XDR logs will confirm the malware infection because XDR is a system that collects and analyzes data from multiple sources, such as
endpoints, networks, cloud applications, and email security, to detect and respond to advanced threats12. XDR can provide a
comprehensive view of the attack chain and the context of the malware infection. Firewall logs, IDS logs, and MFA logs are not
sufficient to confirm the malware infection, as they only provide partial or indirect information about the network traffic, intrusion
attenpts, or user authentication.

NEW QUESTION # 242

A small company does no! have enough staff'to effectively segregate duties to prevent error and fraud in payroll management. The
Chief Information Security Officer (CISO) decides to maintain and review logs and audit trails to mitigate risk. Which of the
following did the CISO implement?

A. Conpensating controls
B. Admmnistrative controls
C. Corrective controls

D. Operational controls

Answer: A

NEW QUESTION # 243

You are a cybersecurity analyst tasked with interpreting scan data from Company As servers You must verify the requirements are
being met for all of the servers and recommend changes if you find they are not The company's hardening guidelines indicate the
following

* TLS 1 2 is the only version of TLS

running,

* Apache 2.4.18 or greater should be used.

* Only default ports should be used.

INSTRUCTIONS

using the supplied data. record the status of compliance With the company's guidelines for each server.

The question contains two parts: make sure you complete Part 1 and Part 2. Make recommendations for Issues based ONLY on
the hardening guidelines provided.

Part 1:

AppServl:

root@INFOSEC:~# curl --head appsrvi.fictionalorg.com:443

HTTP/1.1 268 OK



Date: Wed, 26 Jun 2819 21:15:15 GMT

Server: Apache/2.4.48 (Cent0S)
Last-Modified: Wed, 26 Jun 2019 21:10:22 M7
ETag: "13528-58c487930177d"

Accept-Ranges: bytes

Content-Length: 79136

Vary: Accept-Encoding

Cache-Control: max-age=36008

Expires: Wed, 26 Jun 2819 22:15:15 GMI
Content-Type: text/html

root@INFOSEC:~4t nmap --script ssl-enum-ciphers appsrvl.fictionalorg.com -p 443
Starting Nmap 6.48 ( http://mmap.org ) at 2819-06-26 16:67 (DI

Nmap scan report for AppSrvi.fictionalorg.com (10.21.4.68)
Host is up {9.842s latency).

rONS record for 10.21.4.68: inaddrArpa.fichionalorg.com
PORT STATE SERVICE

root@INFOSEC:~it nmap - -script Scl-enum-ciphers appsrvl.fictionalorg.com -p 443
Starting Nmap 6.48 ( http://mmap.org ) at 2019-06-26 16:07 (DI

Nmap scan report for AppSrvi.fictionalorg.com (10.21.4.68)
Host is up (0.842< latency).

R T e

t - 2= v
| TLS_RSA_WITH AES 256 _GCM SHA384 - strong
| COMPressors:

| NULL

| least strength: strong

Nmap done: 1 IP address (1 host up) scanned in 8.63 seconds

root@INFOSEC :~8 nmap --top-ports 10 appsrvi._fictionalorg.com

Starting Nmap 6.48 ( hittp://mmap.org ) at 2619-86-27 16:13 (DI

Nmap scan report for appsrvl.fictionalorg.com (10.21.4.68)
Host is up (9.155 latency).

rDNS record for 18.21.4.68: appsrvl.fictionalorg.com

PORT STATE SERVICE

Ba/tcp open http




AppServi AppServ2 AppSeny3 Ap3evE

HTTP/1.1 200 0K

Date: Wed, 26 Jun 2019 21:15:15 GMI
Server: Apache/2.3.48 (Cent0S)
Last-Modified: Wed, 26 Jun 2019 21:10:22 GMT
ETag: "13520-58c487930177d"
Accept-Ranges: bytes

Content-Length: 79136

Vary: Accept-Encoding

Cache-Control: max-age=3609

Expires: Wed, 26 Jun 2019 22:15:15 GMI
Content-Type: text/html

root@INFOSEC:~#t Rmaplsscript scl-enum-ciphers appsrv2.fictionalorg.com -p 443

Starting Nmap 6.49 ( http://nmap.org ) at 2019-86-26 16:97 (DT

Nmap scan report for AppSrv2.fictionalorg.com (10.21.4.69)
Host is up (©.842s latency).

rONS record for 18.21.4.69: inaddrArpa.fictionalorg.com
Not shown: 998 filtered ports

PORT STATE SERVICE

8a/tcp open http

AppServ3




HTTP/1.1 280 OK

Date: Wed, 26 Jun 2819 21:15:15 GMT
Server: Apache/2.4.48 (Cent(S)
Last-Modified: Wed, 26 Jun 2019 21:18:22 GMT
ETag: "13520-58c486780177e"
Accept-Ranges: bytes

Content-Length: 79136

Vary: Accept-Encoding

Cache-Control: max-age=3608

Expirec: Wed, 26 Jun 2019 22:15:15 GMI
Content-Type: text/hitml

root@INFOSEC:~# nmap - -script Ssl-enum-ciphers appsrv3.fictionalorg.com -p 443
Starting Nmap 6.48 ( hiip://mmap.org ) at 2619-86-26 16:07 (DT

Nmap scan report for AppSrvi.fictionalorg.com (10.21.4.70)

Host Is up (0.842s latency).

record for 18.21.4.79: inaddrArpa.fictionalorg.com
PORT STATE SERVICE
8@/tcp open  bittp
a43/tcp open htips

AppServ4:



AppServ1 AppServz AppServ3 AppServd
: ~. T oe
Last-Modified: Wed, 26 Jun 2019 21:10:22 GMI
ETag: "13520-58c496780177e"
Accept-Ranges: bytes
Content-Length: 79136
Vary: Accept-Encoding
Cache-Control: max-age=3600
Expires: Wed, 26 Jun 2019 22:15:15 GMI
Content-Type: text/html

root@INFOSEC:~# nmap script ssl-enum-ciphers appsrv4.fictionalorg.com
Starting Nmap 6.48 ( http://omapg.org ) at 2019-86-26 16:07 (DT

Nmap scan report for AppSrv4.fictionalorg.com (10.21.4.71)
Host is up (0.8425 latency).

rONS record for 18.21.4.71: inaddrArpa.fictionalorg.com
Not shown: 998 filtered ports

PORT STATE SERVICE

443 /tcp open htips

|  TLSv1.2:

| ciphers:
TLS_RSA_WITH_3DES_EDE_CBC_SHA - strong




Compliance Report

Fill out the following report based on your analysis of
the scan data

[ | Appservt is only using TLS 1.2

AppServ2 is only using TLS 1.2

D AppServ3 is only using TLS 1.2

(] appSehvatsonly using TLS 1.2
CompllA

D AppServ1 is using Apache 2.4.18 or greater

AppServ2 is using Apache 2 4.18 or greater

D AppServ3 is using Apache 2 4.18 or greater

|: AppServd |s|using Apache 2.4.18 or greater -

Part 2:




Conhgurahon Change Recommendahons

o Add Recommendalignifde ' : | AppStva v |

e ————— e —

| AppSv1 |
AppSv2
ADDSIv3

HTTPD Secuity
TELNET

i
| SsH 2
|
i
|

MYSQL
Apache Version

T E———— e

Config Change v

Move to Port 443
Restrict ToTLS 1.2

Upgrade Version
. Move to Port 22
| Remcve or Disable
CompllA

Answer:
Explanation:
check the explanation part below for the solution:
Explanation:

Part 1:



Comphance Report

Fili out the foliowing report based on your analysis of
the scan data

{ AppServtisonly using TLS 1.2

jIAppE-ervi' is only using TLS 1.2

l AppServd is only using TLS 1.2

_ l ADpServa IS only using TLS 1.2

i AppServi is using Apache 2.4.18 or greater
I AppServz is using Apache 2 4 18 or greater

I AppServ3 is using Apache 2.4 18 or greater

| AppServd -_siusm.g Apache 2 4 18 or greater

Part 2:

Based on the conpliance report, I recommend the following changes for each server:

AppServl: No changes are needed for this server.

AppServ2: Disable or upgrade TLS 1.0 and TLS 1.1 to TLS 1.2 on this server to ensure secure encryption and communication
between clients and the server. Update Apache from version 2.4.17 to version 2.4.18 or greater on this server to fix any potential
wvulnerabilities or bugs.

AppServ3: Downgrade Apache from version 2.4.19 to version 2.4.18 or lower on this server to ensure compatibility and stability
with the company's applications and policies. Change the port number from 8080 to either port 80 (for HTTP) or port 443 (for
HTTPS) on this server to follow the default port convention and avoid any confusion or conflicts with other services.

AppServ4: Update Apache from version 2.4.16 to version 2.4.18 or greater on this server to fix any potential vulnerabilities or bugs.
Change the port number from 8443 to either port 80 (for HTTP) or port 443 (for HTTPS) on this server to follow the default port
convention and avoid any confusion or conflicts with other services.

NEW QUESTION # 244
An MSSP received several alerts from custormer 1, which caused a missed incident response deadline for customer 2. Which of the
following best describes the document that was violated?

A SLO
B. MOU
C.KPI
D. SLA

Answer: D

Explanation:



An SLA, or Service Level Agreement, is a contract between a service provider and its customers that documents what services the
provider will furnish and defines the service standards the provider is obligated to meet. In the scenario described, the missed
incident response deadline is a clear indicator of an SLA violation. An SLA usually outlines the metrics by which service is measured
as well as remedies or penalties should agreed-upon service levels not be achieved. Unlike a KPI (Key Performance Indicator)
which is a quantifiable measure used to evaluate the success of an organization, employee, etc., in meeting objectives for
performance, or an MOU (Memorandum of Understanding) which is a formal agreement between two or more parties, an SLA is
focused on the performance and quality metrics applicable to the service provided. SLO (Service Level Objective) is related and
often part of an SLA, representing the specific measurable characteristics of the SLA such as availability, throughput, frequency,
response time, or quality.

NEW QUESTION # 245
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