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ISACA Certified in Risk and Information Systems Control 58 X CRISC & Bk
[ 8 (Q244-Q249):

H A #244
A risk owner has identified a risk with high impact and very low likelihood. The potential loss is covered by
insurance. Which of the following should the risk practitioner do NEXT?
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A. Update the risk register.

B. Evaluate outsourcing the process.

C. Validate the risk response with internal audit.
D. Recommend avoiding the risk.

EfE: A

R -

According to the CRISC Review Manuall, the risk register is a tool that records the results of risk
identification, analysis, evaluation, and treatment. The risk register should be updated whenever there is a
change in the risk profile, such as when a risk response is implemented or a new risk is identified. Updating
the risk register allows the organization to monitor the current status of risks and the effectiveness of risk
responses. Therefore, the next step for the risk practitioner after identifying a risk with high impact and very
low likelihood that is covered by insurance is to update the risk register with the new

information. References = CRISC Review Manuall, page 191.

M #245
Which of the following will be MOST effective to mitigate the risk associated with the loss of company data stored on personal
devices?

A. Enforced authentication and data encryption

B. An acceptable use policy for personal devices
C. Required user log-on before synchronizing data
D. Security awareness training and testing

Ef: A

H R #246
Which of'the following is MOST important when developing key risk indicators (KRIs)?

e A, Availability of qualitative data.

¢ B. Alignment with regulatory requirements.
¢ C. Alignment with industry benchmarks.

e D. Property set thresholds.

IEf#: B

iR
Section: Volume D

H #247
In addition to the risk exposure, which of the following is MOST important for senior management to understand prior to approving
the use of artificial ntelligence (Al) solutions?

A. Monitoring techniques required for Al solutions

B. Potential benefits fromuse of Al solutions

C. Changes to existing infrastructure to support Al solutions
D. Skills required to support Al solutions

Ef#: B

R #248
Which of the following is the MOST effective way to integrate business risk management with IT operations?

¢ A Provide security awareness training.
e B. Require a risk assessment with change requests.



Ef#:

C. Perform periodic risk assessments.
D. Perform periodic IT control self-assessments.

C

B #249
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