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Nutanix Certified Professional - Business Continuity (NCP-BC) 7.5 Sample
Questions (Q29-Q34):
NEW QUESTION # 29 
An administrator is tasked with verifying the cluster ' s disaster recovery capability. The administrator needs to validate the capability
without impacting the production VMs on the Source cluster and ensure that the destination cluster can bring up all the protected
VMs. How can the administrator perform a failover?

A. Perform a planned failover of the Recovery Plan.
B. Perform validation of the Recovery Plan.
C. Perform a test failover of the Recovery Plan.
D. Perform unplanned failover of the Recovery Plan.

Answer: C

Explanation:
Testing is the most vital component of a resilient BCDR strategy, as it proves that recovery objectives (RTO
/RPO) are achievable before a real emergency occurs. The Nutanix " Test Failover " feature is purpose-built for this requirement.
Unlike a Planned Failover (which shuts down production) or an Unplanned Failover (which assumes production is dead), a Test
Failover performs a non-disruptive validation.
During a Test Failover, the orchestration engine uses the most recent snapshots to power on VMs at the destination cluster. To
satisfy the " without impacting production " requirement, the test VMs are typically attached to an " Isolated " or " Test " network
segment that has no route to the live production network. This prevents IP address conflicts and service interference while allowing
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the administrator to log into the recovered VMs and verify that applications start correctly. Simple " Validation " (Option A) only
checks the configuration settings and connectivity but does not actually test the power-on sequence or application logic.
By executing a full Test Failover, the organization gains documented proof of its DR readiness, identifying potential issues like missing
dependencies or incorrect boot orders without causing any disruption to the users currently accessing the primary site.

NEW QUESTION # 30 
Two AHV clusters are 4 ms RTT apart. The business requires:
* 0 RPO
* Automatic failover
* No application performance degradation
* Hybrid HCI nodes with 100 TB capacity
What storage configuration must be validated before enabling synchronous replication?

A. Minimum one SSD per node
B. Only HDD capacity matters
C. Minimum two SSDs at 10% capacity per node
D. No SSD requirement for synchronous replication

Answer: A

Explanation:
Synchronous replication is a high-performance disaster recovery solution designed to provide a Zero Recovery Point Objective
(RPO) by mirroring every write operation in real-time between two clusters.
Because the system must wait for the remote site to acknowledge every write before confirming the operation to the application, the
underlying storage media must be capable of extremely low-latency I/O.
On hybrid clusters that utilize both Solid State Drives (SSDs) and Hard Disk Drives (HDDs), Nutanix mandates a minimum of one
SSD per node to support synchronous replication. The SSD tier is used to store metadata and provide the high-speed " Oplog "
where incoming writes are initially landed before being drained to the HDD tier. If a cluster were to attempt synchronous replication
using only HDDs (Option D), the mechanical latency of the spinning disks combined with the network Round Trip Time (RTT)
would cause severe application performance degradation, failing the business requirement. Even though the cluster has large capacity
requirements (100 TB), the presence of an SSD tier is a technical prerequisite for the software to even enable the synchronous
consistency feature. Therefore, ensuring at least one SSD exists in every node of the hybrid cluster is the critical storage validation
step required before implementation.

NEW QUESTION # 31 
Which port needs to be opened between two Prism Centrals to ensure a successful AZ pairing?

A. 0
B. 1
C. 2
D. 3

Answer: B

Explanation:
Disaster recovery orchestration in the Nutanix environment often involves the pairing of two separate Availability Zones (AZs), each
managed by its own Prism Central instance. For these two management planes to communicate, exchange metadata, and
synchronize Protection Policies and Recovery Plans, specific firewall ports must be open between them.
Port 9440 is the standard port used for all Prism Central and Prism Element web interface and API traffic.
During the AZ pairing process, the primary Prism Central must reach the recovery Prism Central ' s API to establish the trust
relationship and pair the sites. Other ports mentioned, such as 2009 (Option A) and 2020 (Option B), are used for data replication
between Controller VMs (CVMs) but are not used for the initial management-plane pairing between Prism Central instances. Port
2074 (Option C) is typically used for Nutanix Guest Tools (NGT) communication with the cluster. Therefore, ensuring port 9440 is
open between the two Prism Central instances is a mandatory prerequisite for successful disaster recovery site pairing.

NEW QUESTION # 32 
An administrator configures a protection policy that replicates workloads to two different recovery AZs (multisite deployment).



Replication to both recovery AZs is successful. However, when attempting to perform failover to the second recovery AZ, the
administrator cannot select it as a failover target.
Which setup step was most likely missed?

A. Configuring static IP mapping
B. Enabling synchronous replication
C. Increasing the snapshot retention count for both AZs
D. Creating a separate recovery plan for the second AZ

Answer: D

Explanation:
A multisite deployment in Nutanix Disaster Recovery allows a single primary cluster to replicate its workloads to multiple destination
availability zones (AZs) for increased resilience. While a single " Protection Policy " can define the replication schedules to both
recovery sites, the " Recovery Plan " is the separate object responsible for the actual orchestration of the failover.
A Recovery Plan is fundamentally a point-to-point object; it defines how to move workloads from Site A to Site B. If an
administrator wants the ability to failover to either of two different recovery AZs, they must create two distinct Recovery Plans: one
for AZ1 and another for AZ2. Each plan will contain the site-specific network mappings, boot sequences, and IP mappings relevant
to that specific destination. If the administrator has only created a recovery plan for the first AZ, they will be able to see recovery
points at both locations but will only have a " target " defined for the first site. The second AZ will not appear as a valid destination in
the failover menu until its specific Recovery Plan is built and validated. This modular design ensures that each DR site can have its
own customized networking and application orchestration logic.

NEW QUESTION # 33 
An administrator plans to configure Cross Hypervisor Disaster Recovery (CHDR) to replicate VMs from an ESXi cluster to an
AHV cluster using an Asynchronous replication schedule. Which component must be installed on the VMs to ensure successful
migration and driver configuration during recovery?

A. VMware Tools only
B. VirtIO Drivers manually installed
C. Nutanix Guest Tools (NGT)
D. Pre-freeze scripts

Answer: C

Explanation:
Cross-Hypervisor Disaster Recovery (CHDR) allows for the seamless replication and failover of workloads between different
hypervisor platforms, such as moving from VMware ESXi to Nutanix AHV. The primary technical challenge in CHDR is ensuring
that the virtual machine has the correct storage and network drivers to boot on the new hypervisor. For instance, a VM running on
ESXi uses VMware-specific drivers, while AHV requires Nutanix VirtIO drivers.
Nutanix Guest Tools (NGT) is the mandatory component that handles this translation process automatically.
When NGT is installed on a VM running on ESXi, it includes the necessary Nutanix drivers in a dormant state. During a failover to
an AHV cluster, the Nutanix orchestration engine uses the NGT hooks to inject and activate these drivers, ensuring the VM can
successfully recognize its virtual disks and network adapters upon power-on at the recovery site. Without NGT, the VM would
likely suffer a " Blue Screen of Death " (BSOD) on Windows or a kernel panic on Linux due to the missing boot drivers. While
manual VirtIO installation (Option A) is possible, NGT provides the integrated orchestration required for a reliable, automated
BCDR workflow, making it the essential component for CHDR success.

NEW QUESTION # 34
......
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