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FRE #114
‘When assessing organizational structures, it is MOST helpful when subcriteria for each criterion are defined and linked to:

¢ A performance metrics.
¢ B. capability levels.
¢ C. job descriptions.
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Explanation

‘When assessing organizational structures, it is most helpful when subcriteria for each criterion are defined and linked to capability
levels. Organizational structures are the arrangements of roles and responsibilities that enable the enterprise to achieve its objectives.
Organizational structures can be assessed using six criteria:

clarity, comprehensiveness, integration, alignment, authority, and accountability. Each criterion can be further divided into subcriteria
that describe the specific aspects or attributes of the criterion. Capability levels are the measures of how well a process or activity is
performed in terms of effectiveness, efficiency, completeness, reliability, etc. Capability levels can range from 0 (incomplete) to 5
(optimizing). Defining and Iinking subcriteria to capability levels helps to evaluate the current and desired state of organizational
structures, as well as to identify gaps and improvement opportunities. 123 COBIT 2019 Framework:
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Introduction and Methodology, COBIT 2019 Design Guide: Designing an Information and Technology Governance Solution,
COBIT 2019 Framework: Roles, Responsibilities & RACI Charts

Fi 8 #115
When reviewing the risk profile of an enterprise during the governance design phase, what MUST be established prior to conducting
a high-level risk analysis?

A. Enterprise's risk appetite

B. Risk response strategy

C. Risk management framework
D. Key risk indicators (KRIs)
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Explanation

The risk profile of an enterprise is a design factor that describes how an enterprise identifies, assesses, responds to, monitors, and
reports on information and technology risks. The risk profile helps to determine the level of risk appetite and tolerance that an
enterprise has for its information and technology activities, as well as the level of control and assurance that is required for its
governance framework. When reviewing the risk profile of an enterprise during the governance design phase, one of the
prerequisites that must be established prior to conducting a high-level risk analysis is the enterprise's risk appetite. The risk appetite
is the amount and type of risk that an enterprise is willing to accept in pursuit of its objectives. The risk appetite provides a basis for
defining the risk criteria, thresholds, indicators, and responses that will be used in the risk analysis process. The risk appetite also
helps to align the governance framework with the enterprise's strategy and objectives.References: : COBIT 2019 Design Guide,
page 41-43 : COBIT 2019 Framework: Introduction and Methodology, page 28-29

8 #116
When tailoring a governance system for an enterprise, which of the following is MOST important to consider for an operating
environment with a high compliance requirement?

A. Enterprise goals

B. Threat landscape

C. Enterprise strategy
D. Geopolitical situation

E%: B
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The threat landscape is a design factor that describes the types and levels of threats that an enterprise faces from internal and
external sources that could compromise its information and technology assets. The threat landscape helps to determine the level of
security and resilience that an enterprise needs to protect its information and technology assets from unauthorized access, use,
disclosure, modification, destruction, or disruption. When tailoring a governance system for an enterprise, one of the most important
factors to consider for an operating environment with a high compliance requirement is the threat landscape. The compliance
requirenment is another design factor that describes the extent and nature of laws, regulations, standards, guidelines, contracts, or
agreements that an enterprise must comply with regarding its information and technology activities. The compliance requirement
influences the level of control and assurance that an enterprise needs to demonstrate its adherence to the applicable rules and
obligations. By considering the threat landscape in relation to the compliance requirement, an enterprise can ensure that its
governance system is appropriate for its risk profile and context, and that it can effectively manage the potential impacts of threats on
its conpliance status34 References: 3: COBIT 2019 Design Guide: page 41-43 4: COBIT 2019 Design Guide: page 47-48

P RE #117
What is the PRIMARY role of business leadership when defining the future state in a business case?

A. Assess proposed solutions against goals.
B. Review compliance with legal issues.

C. Determine capabilities required from IT.
D. Verify the as-is assessment results.
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The primary role of business leadership when defining the future state in a business case is to determine the capabilities required from
IT. This is accomplished by assessing the proposed solutions against the goals of the organization, reviewing compliance with legal
issues, and verifying the as-is assessment results. This is outlined in the COBIT 2019 Framework, which provides guidance on
enterprise governance of information and technology (EGIT). This includes determining the IT capabilities needed to meet the
organization's objectives and assessing the proposed solutions against those needs [1]. Additionally, the framework provides
guidance on how to review compliance with legal issues and verify the as-is assessment results.

According to ISACA COBIT 2019, the primary role of business leadership in defining the future state of a business case is to assess
the proposed solutions against the defined goals and ensure alignment with the overall business strategy. This involves evaluating the
feasibility and viability of the proposed solutions and ensuring that they support the achievement of the organization's objectives.
Business leaders are responsible for ensuring that the solutions proposed are in line with the organization's strategy, mission, and
vision, and that they are adequately supported by the necessary resources.

FRE #118
Once IT governance is implemented, what is the NEXT phase in the life cycle of governance?

¢ A. Measuring objectives

¢ B. Updating the program
¢ C. Initiating improvements
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Explanation

Measuring objectives is the next phase in the life cycle of governance after IT governance is implemented.

The life cycle of governance is a continuous process that involves designing, implementing, evaluating, and improving the I'T
governance system. Measuring objectives is the phase that involves assessing and monitoring the performance and outcomes of the
IT governance system against predefined metrics and targets. Measuring objectives is the next phase after IT governance is
implemented because it helps to determine whether the IT governance system is effective, efficient, and aligned with the enterprise
goals. 13 References: COBIT 2019 Framework: Introduction and Methodology, COBIT 2019 Implementation Guide: Implementing
an Information and Technology Governance Solution
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