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%| Al Digital Forensics GCTI 2 MEE2A (Q37-Q42):

AE #37
Which of'the following file types are often analyzed for malware content?
Response:

A. .docx
B. xlsx
C. pdf
D. .exe
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HE #38
What is the primary finction of threat hunting in cyber threat intelligence?
Response:

A. Encrypting sensitive data

B. Increasing network speed

C. Developing new malware detection algorithms
D. Continuously collecting and analyzing threat data
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HEE #39
Why is it important to cross-reference data from multiple sources when conducting attribution?
Response:

A. To reduce analysis time

B. To avoid errors due to incomplete data

C. To increase the storage capacity of threat intelligence platforms
D. To focus on only one potential threat actor
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HAE #40

You are tasked with integrating threat intelligence from multiple external sources with your organization's internal logs. The data
formats differ, and some feeds are outdated. What steps should you take to ensure proper integration?

(Select three)

Response:

A. Normalize the data formats across all sources

B. Ignore data formats to speed up the integration

C. Only focus on the most recent external feeds

D. Use automation to streamline data collection and integration
E. Validate the relevance and timeliness of the external feeds
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AE #41
Which two elements are part of the Diamond Model of Intrusion Analysis?
Response:

A. Infrastructure
B. File hashing
C. Adversary
D. Encryption
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