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Netskope Certified Cloud Security Architect Sample Questions (Q51-Q56):

NEW QUESTION # 51

Youare architecting a Netskope steering configuration for devices that are not owned by the organization The users could be either
on-premises or off-premises and the architecture requires that traffic destined to the company's instance of Microsoft 365 be steered
to Netskope for inspection.

How would you achieve this scenario fiom a steering perspective?

A. Use explicit proxy and the Netskope Client
B. Use DPoP and Secure Forwarder

C. Use reverse proxy.

D. Use IPsec and GRE tunnels.

Answer: C
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NEW QUESTION # 52

You recently began deploying Netskope at your company. You are steering all traffic, but you discover that the Real-time Protection
policies you created to protect Microsoft OneDrive are not being enforced.

Which default setting in the Ul would you change to solve this problem?

A. Remove the default steering exception for domains.

B. Disable the default Microsoft appsuite SSL rule.

C. Remove the default steering exception for Cloud Storage.
D. Disable the default certificate-pinned application

Answer: A

Explanation:

‘When deploying Netskope and steering all traffic, if you find that the Real-time Protection policies for Microsoft OneDrive are not
being enforced, the likely issue is with the default steering exceptions. To resolve this, you should remove the default steering
exception for domains . This is because the default exceptions may include domains related to Microsoft services, which could
prevent the Real-time Protection policies from being applied to traffic directed towards OneDrive. By removing these exceptions,
you ensure that all traffic, including that to OneDrive, is subject to the policies you have set up.

This recommendation is based on best practices for configuring Real-time Protection policies in Netskope, as outlined in their
documentation, which suggests that exceptions should be carefully managed to ensure that security policies are enforced as intended

NEW QUESTION # 53
Review the exhibit.
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.
You installed Directory Importer and configured it to import specific groups ot users into your Netskope tenant as shown in the
exhibit. One hour after a new user has been added to the domain, the user still has not been provisioned to Netskope.




What are three potential reasons for this failure? (Choose three.)

A. Active Directory integration is not enabled on your tenant.

B. Directory Importer does not support ongoing user syncs; you must manually provision the user.

C. The default collection interval is 180 minutes, therefore a sync may not have run yet.

D. The server that the Directory Importer is installed on is unable to reach Netskope's add-on endpont.
E. The user is not a member of the group specified as a filter

Answer: C,D,E

Explanation:

The three potential reasons for the failure of a new user not being provisioned to Netskope an hour after being added to the domain
could be:

* B. The server that the Directory Importer is installed on is unable to reach Netskope's add-on endpoint:

Ifthe server cannot connect to Netskope's endpoint, it cannot sync the user data. This could be due to network issues, incorrect
configuration, or firewall restrictions].

* C. The user is not a member of the group specified as a filter: The Directory Importer may be configured to import users from
specific groups only. If the new user is not a member of these groups, they will not be imported nto Netskopel.

* E. The default collection interval is 180 minutes, therefore a sync may not have run yet: The Directory Importer may be scheduled
to sync every 180 minutes. If only an hour has passed, the sync process might not have occurred yet, and the user would not be
provisioned until the next sync intervall.

These potential reasons are based on the standard operation and configuration of the Netskope Directory Importer as described in
the Netskope Knowledge Portal and documentation

NEW QUESTION # 54
You want to verify that Google Drive is being tunneled to Netskope by looking in the nsdebuglog file. You are using Chrome and the
Netskope Client to steer traffic. In this scenario, what would you expect to see in the log file?

o A

Answer: A

Explanation:

When verifying that Google Drive traffic is being tunneled to Netskope using Chrome and the Netskope Client, you would expect to
see log entries indicating that the traffic is being directed through Netskope's proxy. Specifically, Option A is correct as it shows the
process "google drive" being tunneled tonsProxy. The log entry for Option A indicates that a TLS tunneling flow from a local address
and process (Google Drive) is being directed to a host (play.googleapis.com) and then to Netskope's proxy (nsProxy). This is
consistent with how Netskope tunnels specified traffic for security and policy enforcement!.

The expected log entries are based on the standard operation of Netskope Client and how it steers traffic to Netskope's cloud
services, as detailed in Netskope's documentationl.

NEW QUESTION # 55
Users in your network are attempting to reach a website that has a self-signed certificate using a GRE tunnel to Netskope. They are
currently being blocked by Netskope with an SSL error. How would you allow this traffic?

e A. Configure a Real-time Protection policy with the action set to Allow.
e B. Set the No SNI setting in Netskope to Bypass.



e C. Configure a Do Not Decrypt SSL Decryption rule to allow traffic to pass.
¢ D. Ensure that the users add the self-signed certificate to their local certificate store.

Answer: C

Explanation:

To allow traffic from a website with a self-signed certificate that is being blocked by Netskope with an SSL error, the correct action
is to configure a Do Not Decrypt SSL Decryption rule. This rule will allow the traffic to pass without being decrypted, thus
bypassing the SSL error caused by the self-signed certificate. This is a common practice for handling traffic from trusted internal
applications or specific external sites that use self-signed certificates].

NEW QUESTION # 56
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