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ISA/IEC 62443 Cybersecurity Fundamentals Specialist Sample Questions
(Q206-Q211):

NEW QUESTION # 206
What must be established as part of the risk assessment process?

A. Total elimination of risks

B. New technology implementation
C. Target Security Level (SL-Ts)
D. Increased budget allocation

Answer: C

Explanation:

The ISA/IEC 62443-3-2 standard specifies that a key output of the risk assessment process is the establishment of Target Security
Levels (SL-Ts) for each security zone or conduit. These target levels define the minimum cybersecurity requirements necessary to
mitigate identified risks to an acceptable level. Total risk elimnation is generally not possible; instead, setting SL-Ts allows for
structured, risk-based implementation of security controls.

Reference: ISA/IEC 62443-3-2:2020, Section 5.4.4 ("Assignment of Target Security Levels").

NEW QUESTION # 207
What is the formula for calculating risk?

A. Risk = Threat * Vulnerability * Consequence
B. Risk = Threat + Vulnerability + Consequence
C. Risk = Threat - Vulnerability * Consequence
D. Risk = Likelihood + Consequence

Answer: A

Explanation:

The formula for risk in ISA/IEC 62443 is typically expressed as:

Risk = Threat x Vulnerability x Consequence

This means that risk is a product of the likelihood that a threat will exploit a vulnerability and the impact (consequence) if that event
occurs. This formula is consistently used in both the general information security domain and explicitly referenced in the ISA/IEC
62443-3-2 standard in the context of IACS risk assessments.

Reference: ISA/IEC 62443-3-2:2020, Section 5.2 ("Risk is typically calculated as Threat x Vulnerability x Consequence");
ISA/IEC 62443-2-1:2009, Section 5.2.4.

NEW QUESTION # 208
What does the abbreviation CSMS round in ISA 62443-2-1 represent?
Available Choices (select all choices that are correct)

A. Control System Monitoring System
B. Control System Management System
C. Cyber Security Management System
D. Cyber Security Monitoring System

Answer: C

NEW QUESTION # 209
Which of the following is a recommended default rule for IACS firewalls?
Available Choices (select all choices that are correct)

e A Allow all traffic by defautt.
¢ B. Block all traffic by default.



e C. Allow IACS devices to access the Internet.
e D. Allow traffic directly from the TACS network to the enterprise network.

Answer: B

Explanation:

A recommended default rule for IACS firewalls is to block all traffic by default, and then allow only the necessary and authorized
traffic based on the security policy and the zone and conduit model. This is also known as the principle of least privilege, which
means granting the minimum access required for a legitimate purpose. Blocking all traffic by default provides a higher level of security
and reduces the attack surface ofthe IACS network. The other choices are not recommended defautlt rules for IACS firewalls, as
they may expose the IACS network to unnecessary risks. Allowing all traffic by default would defeat the purpose of a firewall, as it
would not filter any malicious or unwanted traffic. Allowing IACS devices to access the Internet would expose them to potential
cyber threats, such as malware, phishing, or denial-of-service attacks.

Allowing traffic directly from the IACS network to the enterprise network would bypass the demilitarized zone (DMZ), which is a
buffer zone that isolates the IACS network from the enterprise network and hosts services that need to communicate between them
References:

ISA/TEC 62443 Standards to Secure Your Industrial Control System training coursel ISA/IEC 62443 Cybersecurity Fundamentals
Specialist Study Guide2 Using the ISA/IEC 62443 Standard to Secure Your Control Systenms3

NEW QUESTION # 210
Which is a role of the application layer?
Available Choices (select all choices that are correct)

A. Includes protocols specific to network applications such as email, file transfer, and reading data registers in a PLC

B. Delivers and formats information, possibly with encryption and security

C. Provides the mechanism for opening, closing, and managing a session between end-user application processes

D. Includes user applications specific to network applications such as emmail, file transfer, and reading data registers in a PLC

Answer: A,B

Explanation:

The application layer is the topmost layer of the OSI model, which provides the nterface between the user and the network. It
includes protocols specific to network applications such as email, file transfer, and reading data registers in a PLC. These protocols
deliver and format information, possibly with encryption and security, to ensure reliable and meaningful communication between
different applications. The application layer does not include user applications, which are separate fiom the network protocols. The
application layer also does not provide the mechanism for opening, closing, and managing a session between end-user application
processes, which is the fimction of the session layer. References:

* ISA/IEC 62443 Cybersecurity Fundamentals Specialist Study Guide, page 181

* Using the ISA/IEC 62443 Standards to Secure Your Control System, page 82 The application layer in network protocols, such
as n the OSI model or the TCP/IP protocol suite, is primarily responsible for providing services directly to user applications. This
layer is involved in:

* Option A: Including protocols specific to network applications such as email, file transfer, and industrial protocols like reading data
registers in a Programmable Logic Controller (PLC). This is a core function of the application layer as it facilitates specific high-level
networking capabilities.

* Option D: Delivering and formatting information, which can include encryption and ensuring the security of data as it is transmitted
across the network. This includes protocols like HTTP for web browsing which can encrypt data via HTTPS, SMTP for secure
email transmission, and FTP for secure file transfer.
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