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=HA 21

e Admmnistration: This section evaluates the ability of network and security analysts to configure

administrative access and manage Administrative Domains (ADOMS). It covers tasks such as setting user
FH 1 permissions, managing backups, and disk quotas, and ensuring secure and efficient management of
administrative privileges within FortiAnalyzer systens.

¢ Device Management: Here, Fortinet network and security analysts are evaluated on their ability to handle
devices linked to FortiAnalyzer. This ncludes adding new devices, managing them efficiently, and

FH 2 . N
troubleshooting commumication issues.
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¢ System Configuration: This section assesses the capabilities of network and security analysts in managing
FortiAnalyzer systens. It includes tasks like performing initial configurations, setting up high-availability

A3 .
systemrs, and configuring RAID for storage.
¢ Logs and Reports Management: This part of the exam measures the candidate's ability to handle log data
and generate reports using FortiAnalyzer. Network and security analysts must show proficiency in
=M 4 managing, analyzing, and reviewing logs to ensure effective system monitoring and auditing processes are in

place.

Z| &l Fortinet Network Security Expert FCP_FAZ AD-74 R 2EMEEA|
(Q155-Q160):

BB #155
What does the disk status Degraded mean for RAID management?

A. The hard drive is no longer being used by the RAID controller.

B. FortiAnalyzer determined that the parity data in the disk is not valid.

C. The device is writing data to the disk to restore the volume to an optimal state.
D. One or more drives are missing from the FortiAnalyzer unit.

HE: A

Y.

‘When the RAID status is Degraded, it typically indicates that one or more drives in the RAID array have failed or are missing,
causing the RAID array to operate with reduced redundancy. In this state, the array is still functioning, but it's at risk because the
fault tolerance provided by RAID is compromised.

EE #156
Refer to the exhibit.
What does the data point at 14:55 tell you?

A. Raw logs are reaching FortiAnalyzer faster than they can be indexed
B. The sqlplugind daemon is behind in log indexing by two logs

C. The received rate is almost at its maximum for this device

D. Logs are being dropped

(1]
m

: A

HEE #157
Which two of the following must you configure on FortiAnalyzer to email a FortiAnalyzer report externally?
(Choose two.)

A. SFTP server

B. Report scheduling
C. Mail server

D. Output profile

: CD

02
m

EHE #158

Refer to the exhibit.

The exhibit shows "remoteservergroup" is an authentication server group with LDAP and RADIUS servers.

Which two statements express the significance of enabling "Match all users on remote server" when configuring a new administrator?
(Choose two.)



A. Use remoteadmin from LDAP and RADIUS servers will be able to log in to FortiAnalyzer at anytime.
B. It allows admumnistrators to use two-factor authentication.

C. Administrator can log in to FortiAnalyzer using their credentials on remote servers LDAP and RADIUS.
D. It creates a wildcard admnistrator using LDAP and RADIUS servers.

d¥d: CD

Y.
Reference: https:/docs.fortinet.com/document/fortimanager/7.0. 1/administration-guide/85835 1 /creating- administrators

HE #159
A play book contains five tasks in total. An administrator executed the playbook and four out of five tasks finished successfully, but
one task failed. What will be the status of the playbook after its execution?

A. Upstream failed
B. Failed

C. Running
D. Success

HE: B

L

Playbook jobs that include one or more failed tasks are labeled as Failed in Playbook Monitor.

FortiAnalyzer 7.0 Study Guide page No: 247

Playbook jobs that include one or more failed tasks are labeled as Failed in Playbook Monitor. A failed status, however, does not
mean that all tasks failed. Some individual actions may have been completed successfully.
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