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Google Associate Google Workspace Administrator Sample Questions (Q79-
Q84):
NEW QUESTION # 79 
Per regulatory requirements, your company is required to keep the data of employees located in Germany within Europe and the
data of employees located in the US within the US. The employees in Germany are in a separate organizational unit (OU) than
employees in the US. You need to ensure that where employee data is stored is in compliance with the location regulations.
What should you do?
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A. Navigate to the Data Regions function in the Admin console. Select 'No preference.'
B. Navigate to the Data Regions function in the Admin console. Select the Europe region for employees in Germany, and
select the US region for US employees.
C. Create two Groups. Assign employees into the Germany or US Group based on their location. Use Google Drive trust
rules to prevent sharing between the Groups.
D. Instruct employees to use Drive for desktop to keep documents on their corporate computers.

Answer: B

Explanation:
Using the Data Regions function in the Google Admin console, you can specify where data is stored for different organizational units
(OUs) based on their geographical location. This ensures that employee data for those in Germany is stored within Europe, while
data for US employees is stored within the US, meeting the regulatory requirements for data locality. This approach automates
compliance and eliminates the need for manual tracking or additional configurations.

NEW QUESTION # 80 
Several employees at your company received messages with links to malicious websites. The messages appear to have been sent by
your company's human resources department. You need to identify which users received the emails and prevent a recurrence of
similar incidents in the future. What should you do?

A. Search the sender's email address by using Email Log Search. Identify the users that received the messages. Instruct them
to mark them as spam in Gmail, delete the messages, and empty the trash.
B. Collect a list of users who received the messages. Search the recipients' email addresses in Google Vault. Export and
download the malicious emails in PST file format. Add the sender's email address to a quarantine list setting in Gmail to
quarantine any future emails from the sender.
C. Search for the sender's email address by using the security investigation tool. Mark the messages as phishing. Add the
sender's email address to the Blocked senders list in the Spam, Phishing and Malware setting in Gmail to automatically reject
future messages.
D. Search for the sender's email address by using the security investigation tool. Delete the messages. Turn on the safety
options for spoofing and authentication protection in Gmail settings.

Answer: C

Explanation:
The security investigation tool in Google Workspace allows you to identify the impacted users and messages. By marking the
messages as phishing, you acknowledge their malicious nature, helping to protect the users. Adding the sender's email address to the
Blocked senders list ensures that future messages from this sender will be automatically blocked, preventing recurrence of similar
incidents.

NEW QUESTION # 81 
Your organization has detected a significant rise in unauthorized access to applications from personal devices. This poses a critical
security risk and could lead to data loss. To mitigate this risk, you must immediately restrict user access to these applications. What
should you do?

A. Configure apps data access to Limited to only allow access to unrestricted services.
B. Enable data loss prevention rules.
C. Enable multi-factor authentication for application access.
D. Limit apps access to company-issued devices by using context-aware access.

Answer: D

Explanation:
The problem states a "significant rise in unauthorized access to applications from personal devices," posing a "critical security risk"
and potential "data loss." The immediate goal is to "immediately restrict user access to these applications" from personal devices.
Context-Aware Access (CAA) is specifically designed to control access to Google Workspace applications based on the "context"
of the user and their device. This includes whether the device is managed (company-issued) or unmanaged (personal), its security
posture, IP address, and location. By configuring CAA policies, you can enforce that users can only access specific applications if
they are using a company-issued device.
Here's why the other options are less effective or not the primary solution for this immediate restriction:



B . Enable multi-factor authentication for application access. MFA is a crucial security layer, but it authenticates the user, not the
device. A disgruntled employee could still use their personal device with MFA enabled to download data if no device-based
restriction is in place. It prevents unauthorized users but not authorized users on unauthorized devices.
C . Enable data loss prevention rules. DLP rules are excellent for preventing sensitive data from leaving the organization (e.g., by
blocking sharing of files containing credit card numbers). However, they don't restrict access to applications based on the device
type. An employee could still access and potentially download non-DLP-sensitive data from a personal device if only DLP is
enabled. The immediate risk is access from personal devices, not just content-based data loss.
D . Configure apps data access to Limited to only allow access to unrestricted services. This option typically refers to allowing
specific APIs or services to be accessed by third-party apps, or perhaps limiting access within a highly restricted environment. It's
not a direct control mechanism for user access from personal vs. company-issued devices to core Google Workspace applications.
Reference from Google Workspace Administrator:
Protect your business with Context-Aware Access: This is the primary documentation for Context-Aware Access, explicitly
mentioning its use case for "Allow access to apps only from company-issued devices." Reference:
About Context-Aware Access: Provides an overview of how CAA works and its capabilities, including controlling access based on
device security status (e.g., managed vs. unmanaged).

NEW QUESTION # 82 
Your organization acquired a small agency. You need to create user accounts for these new employees. The new users must be able
to use their new organization's email address and their email address with the sub-agency domain name. What should you do?
Your organization acquired a small agency. You need to create user accounts for these new employees. The new users must be able
to use their new organization's email address and their email address with the sub-agency domain name. What should you do?

A. Redirect the acquired domain to Google's MX records and add the account as a "send as" address.
B. Set up the acquired agency as a secondary domain from the Manage domains page.
C. Set up the acquired agency as a user alias domain from the Manage domains page.
D. Set up the acquired agency as a secondary domain and swap it to the primary domain.

Answer: C

Explanation:
Setting up the acquired agency as a user alias domain allows users to have their new organization's email address while still being
able to send and receive emails using their previous email address with the sub-agency domain. This approach efficiently ensures
they can use both email addresses without requiring additional configuration for separate accounts.

NEW QUESTION # 83 
Your organization needs an approval application for purchases where a user can enter information on the purchase required and then
submit it for management approval. You need to suggest a solution to create the application that must be available on both the web
and mobile devices. Your organization does not have software developers or the budget to hire a third party. What should you do?

A. Suggest that the organization develop an application internally with a database, a backend service for data retrieval, and a
frontend service for the application's user interface.
B. Suggest the organization use AppSheet to create the application.
C. Suggest that the organization use AppScript to create forms linked to a Google Sheet to store the purchase data.
D. Suggest that the organization continue to approve requests manually until budget is available to use a third-party application
provider.

Answer: B

Explanation:
AppSheet is a no-code platform that allows users to create custom applications without the need for software development skills. It
is capable of building applications that can be used both on the web and mobile devices. AppSheet would allow the organization to
create the approval application efficiently, meeting the requirements of the purchase process, and would be a cost-effective solution
that does not require hiring developers or using a third-party application provider.

NEW QUESTION # 84
......
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