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Fortinet FCP - FortiAnalyzer 7.4 Analyst Sample Questions (Q18-Q23):

NEW QUESTION # 18

You created a playbook on FortiAnalyzer that uses a FortiOS connector.

When configuring the FortiGate side, which type of trigger must be used so that the actions in an automation stich are available in the
FortiOS connector?

A. FortiAnalyzer Event Handler
B. Incoming webhook

C. FortiOS Event Log

D. Fabric Connector event

Answer: B

Explanation:

‘When using FortiAnalyzer to create playbooks that interact with FortiOS devices, an Incoming Webhook trigger is required on the
FortiGate side to make the actions in an automation stitch accessible through the FortiOS connector. The incoming webhook trigger
allows FortiAnalyzer to initiate actions on FortiGate by sending HTTP POST requests to specified endpoints, which in turn trigger
automation stitches defined on the FortiGate.

Here's an analysis of each option:

Option A: FortiAnalyzer Event Handler

This is incorrect. The FortiAnalyzer Event Handler is used within FortiAnalyzer itself for handling log events and alerts, but it does
not trigger automation stitches on FortiGate.

Option B: Fabric Connector event

This is incorrect. Fabric Connector events are related to Fortinet's Security Fabric integrations but are not specifically used to trigger
FortiGate automation stitches from FortiAnalyzer.

Option C: FortiOS Event Log

This is incorrect. While FortiOS event logs can be used for monitoring, they are not designed to trigger automation stitches directly
from FortiAnalyzer.

Option D: Incoming webhook

This is correct. The Incoming Webhook trigger on FortiGate enables it to receive requests from FortiAnalyzer, allowing playbooks
to activate automation stitches defined on the FortiGate device. This method is commonly used to integrate actions from
FortiAnalyzer to FortiGate via the FortiOS connector.

NEW QUESTION # 19
Which two statements about exporting and importing playbacks are true? (Choose two.)

A. You can import a playbook even if there is another one win the same name in the destination

B. Playbooks can so imported 10 a different FortiAnayzer device, but only if the connectors already exist
C. You can export only one playbook at a time.

D. A playbook that was disabled when it was exported mil be disabled when it is imported.

Answer: A,C

NEW QUESTION # 20
Which statement about sending notifications with incident update is true?

¢ A Notifications can be sent only when an incident is updated or deleted.
¢ B. Ifyou use multiple fabric connectors, all connectors must have the same settings.
¢ C. You can send notifications to multiple external platforms.
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¢ D. Notifications can be sent only by email.
Answer: C

Explanation:

In FortiOS and FortiAnalyzer, incident notifications can be sent to muiltiple external platforns, not limited to a single method such as
email. Fortinet's security fabric and integration capabilities allow notifications to be sent through various fabric connectors and third-
party integrations. This flexibility is designed to ensure that incident updates reach relevant personnel or systems using preferred
commumnication channels, such as email, Syslog, SNMP, or integration with SIEM platforms.

Let's review each answer option for clarity:

* Option A: You can send notifications to multiple external platforms

* This is correct. Fortinet's notification system is capable of sending updates to muiltiple platforms, thanks to its support for fabric
connectors and external integrations. This includes options such as email, Syslog, SNMP, and others based on configured
connectors.

* Option B: Notifications can be sent only by email

* This is incorrect. Although email is a common method, FortiOS and FortiAnalyzer support multiple notification methods through
various connectors, allowing notifications to be directed to different platforns as per the organization's setup.

* Option C: If you use muiltiple fabric connectors, all connectors must have the same settings

* This is incorrect. Each fabric connector can have its unique configuration, allowing different connectors to be tailored for specific
notification and integration requirements.

* Option D: Notifications can be sent only when an incident is updated or deleted

* This is incorrect. Notifications can be sent upon the creation of incidents, as well as upon updates or deletion, depending on the
configuration.

* According to FortiOS and FortiAnalyzer 7.4.1 documentation, notifications for incidents can be configured across various
platforms by using multiple connectors, and they are not limited to email alone. This capability is part of the Fortinet Security Fabric,
allowing for a broad range of ntegrations with external systems and platforms for effective incident response.

NEW QUESTION # 21
Which statements are correct regarding FortiAnalyzer reports? (Choose two)

A. FortiAnalyzer glows you to schedule reports to run.

B. FortiAnalyzer provides the ability to create customreports.
C. FortiAnalyzer allows reporting for FortiGate devices only.
D. FortiAnalyzer includes pre-defined reports only.

Answer: A,B

NEW QUESTION # 22

You created a playbook on FortiAnalyzer that uses a FortiOS connector.

‘When configuring the FortiGate side, which type of trigger must be used so that the actions in an automation stich are available in the
FortiOS connector?

A. FortiAnalyzer Event Handler
B. Incoming webhook

C. FortiOS Event Log

D. Fabric Connector event

Answer: B

Explanation:

When using FortiAnalyzer to create playbooks that interact with FortiOS devices, an Incoming Webhook trigger is required on the
FortiGate side to make the actions in an automation stitch accessible through the FortiOS connector. The incoming webhook trigger
allows FortiAnalyzer to initiate actions on FortiGate by sending HTTP POST requests to specified endpoints, which in turn trigger
automation stitches defined on the FortiGate.

Here's an analysis of each option:

* Option A: FortiAnalyzer Event Handler

* This is incorrect. The FortiAnalyzer Event Handler is used within FortiAnalyzer itself for handling log events and alerts, but it does
not trigger automation stitches on FortiGate.

* Option B: Fabric Connector event



* This is incorrect. Fabric Connector events are related to Fortinet's Security Fabric integrations but are not specifically used to
trigger FortiGate automation stitches from FortiAnalyzer.

* Option C: FortiOS Event Log

* This is incorrect. While FortiOS event logs can be used for monitoring, they are not designed to trigger automation stitches directly
from FortiAnalyzer.

* Option D: Incoming webhook

* This is correct. The Incoming Webhook trigger on FortiGate enables it to receive requests from FortiAnalyzer, allowing playbooks
to activate automation stitches defined on the FortiGate device. This method is commonly used to integrate actions from
FortiAnalyzer to FortiGate via the FortiOS connector.

* According to FortiOS and FortiAnalyzer documentation, when integrating FortiAnalyzer playbooks with FortiGate automation
stitches, the recommended trigger type on FortiGate is an Incoming Webhook, allowing FortiAnalyzer to interact with FortiGate's
automation framework through the FortiOS connector.

NEW QUESTION # 23
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