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Fortinet FCSS_LED_AR-7.6 Exam Syllabus Topics:

Topic Details

¢ Authentication: This domain covers advanced user authentication using RADIUS and LDAP, two-factor
authentication with digital certificates, and configuring syslog and RADIUS single sign-on on
FortiAuthenticator.

Topic 1

¢ Monitoring and Troubleshooting: This section covers configuring quarantine mechanisms, managing
FortiAIOps, troubleshooting FortiGate commumication with FortiSwitch and FortiAP, and using monitoring

Topic 2
P tools for wireless connectivity.

¢ Central Management: This section addresses managing FortiSwitch via FortiManager over FortiLink,
implementing zero-touch provisioning, configuring VLAN:Ss, ports, and trunks, and setting up FortiExtender

Topic 3
ope and FortiAP devices.

e Zero-Trust LAN Access: This domain covers machine authentication, MAC Authentication Bypass, NAC
policies for wireless security, guest portal deployment, and advanced solutions like FortiLink NAC,

Topic 4
op dynamic VLAN, and VLAN pooling,
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Fortinet FCSS - LAN Edge 7.6 Architect Sample Questions (Q80-Q85):

NEW QUESTION # 80
You configure FortiAuthenticator syslog to a remote FortiAnalyzer. What additional feature becomes available with this integration?
Response:

A. Certificate Authority Management
B. RADIUS Dictionary Customization
C. Local Authentication Proxy

D. Log Analytics and Reports

Answer: D

NEW QUESTION # 81

What logs or tools can be used to troubleshoot wireless AP communication issues in FortiGate?
(Choose two)

Response:

A. CAPWAP logs

B. Application control profiles
C. VLAN trunk statistics

D. Event Logs > WiFi Events

Answer: A,D

NEW QUESTION # 82

A conference center wireless network provides guest access through a captive portal, allowing unregistered users to self-register and
comnect to the network. The IT team has been tasked with updating the existing configuration to enforce captive portal authentication
over a secure HTTPS connection. Which two steps should the administrator take to implement this change? (Choose two.)

A. Disable HTTP administrative access on the guest SSID to enforce HTTPS connection.
B. Update the captive portal URL to use HTTPS on FortiGate and FortiAuthenticator.

C. Create a new SSID with the HTTPS captive portal URL.

D. Enable HTTP redirect in the user authentication settings.

Answer: B,D

Explanation:

Goal: enforce captive portal authentication overHTTPSfor guests.

On FortiGate/FortiAuthenticator captive portal setups:

* HTTP redirectis used so that when a guest browses to any HTTP site, their request is redirected to the portal URL.

* Theportal URLitself must beHTTPSif you want a secure login page.

FortiOS captive portal and firewall authentication guidelines recommend:

* EnablingHTTP redirectso unauthenticated HTTP traffic is transparently sent to the portal.

* Configuring theportal URL with HTTPS, often referencing a certificate on FortiGate or FortiAuthenticator.

Therefore:

* A. Enable HTTP redirect in the user authentication settings.#This ensures unauthenticated HTTP requests are redirected to the
(now HTTPS) portal.

* D. Update the captive portal URL to use HTTPS on FortiGate and FortiAuthenticator.#This makes the login itself secure (TLS-
protected).

Incorrect:

* B- You don't need a new SSID; the same SSID can use HTTPS portal.

* C- Disabling HTTP admin access on the SSID doesn't control the captive portal scheme; HTTPS enforcement is done by the
portal configuration and redirect, not by admin-access flags.

NEW QUESTION # 83
‘Which command enables dynamic VLAN assignment under a FortiSwitch interface policy?



Response:

A. set vlan-policy dynamic

B. config switch-controller port-policy
C. set auth-mode radius

D. set dynamic-vlan enable

Answer: A

NEW QUESTION # 84
In a Windows environment using AD machine authentication, how does FortiAuthenticator ensure that a previously authenticated
device is maintaining its network access once the device resumes operating after sleep or hibernation?

A. It uses machine authentication based on the device IP address.

B. It caches the MAC address of authenticated devices for a configurable period of time.
C. It sends a wake-on-LAN packet to trigger reauthentication.

D. It temporarily assigns the device to a guest VLAN until full reauthentication is completed.

Answer: B

Explanation:

WithAD machine authenticationvia FortiAuthenticator:

* When a machine successfully authenticates, FortiAuthenticator records:

* Machine account / identity

* MAC addressof the device

* Associated IP and session info

To handle sleep/hibernation:

* FortiAuthenticator keeps acache of authenticated MAC addressesfor a configured timeout.
* When the device wakes up and sends traffic again, FortiAuthenticator/FSSO can still treat it as authenticated as long as its MAC
is in cache, so access is maintained without forcing a full machine re- auth immediately.

This matches optionD.

* A(guest VLAN) is not the standard behavior here.

* B(WoL) is unrelated.

* C(IP-based) would break as IPs can change; MAC-based caching is what's used.

NEW QUESTION # 85
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