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R #112
You develop and deploy the following staticwebapp.config.json file to the app_location value specified in the workflow file of an

Aazure Static Web app.

‘route”: Taaf/*,

"nethdds™! T"GET"],

‘allodedRoles*: [“regisierecusers™]
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tmtervents
Unauthenticsted users are chalienged to suthenticate with GitHub

& nor-wastent file in the / {nages / folder wil generate a<0d response code

HTTP GET method requests from authenbated sérs i the role named
rogistorerizeors are tent to the AP folder

Authenticated users that are not i the role named registeradusers and
unauthenticated users are served .l l-ﬂ‘m-: when accessin ?& A

fokier ro S

HTTP GET method requests from authenhcited users in the role named
ragisteradusers arc cent to the AP folder -

{m users that are not in the role named registeradusers and 1o |

Statements Tes No
Unauthenticated users are challenged to suthenticate with GitHub L _1
| ki |
A non-existent fle in the /{nages/ folder wil generate a 404 response code i
J

) KO 2 401 HTTP ervor when accessingthe A2~ — =

Explanation
Graphical user mterface, text, application, letter, email Description automatically generated

g VIICrOSOTt

Unauthenticated uiers are chalenged 1o suthenticate with GatHubie
A non-existent file in the /Inages / lolder wil generaiea 404 ppeponse cde

HTTR GET method reguests from suthenticsted dgems in the role named
registeredusers are sent to the AP fofder

Authentcated users that ardihol m.the role named reghroredesars ano
unauthenticated wiers are SefVed & 401 HTTP error when sccessing the AP
folder.
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You plan to deploy a web app to App Service on Linux. You create an App Service plan. You create and push a custom Docker
image that image that contains the web app to Azure Container Registry.

You need to access the console logs generated from inside the container in real-time.

How should you complete the Azure CLI command? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

az webapp log ¥ --name ContosoWeb --resource-group ContosoDevRG

config
download
show

tail

w filesystem

--web-server-logging
--docker-container-logging
--application-logging

w log ivl -—-name ContosoWeb --resource-group ContosoDevRG

webapp “conjgi
acr d(lmlgad
show

wi e Microsoft

aks




fiE 2

az webapp log ¥ --name ContosoWeb --resource-group ContosoDevRG

onfig
download
show
tail

v filesystem

--web-server-logging
--docker-container-logging
--application-logging

az v log ¥ --name ContosoWeb ==Iresource-group ContosoDevR!(
webapp coniig
acr download
tail
Reference:

httpsv/docs.microsoft.com/en-us/cli/azure/webapp/log
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You develop an Azure solution that uses Cosmos DB.

The current Cosmos DB container must be replicated and must use a partition key that is optimized for queries.

You need to implement a change feed processor solution.

‘Which change feed processor components should you use? To answer, drag the appropriate components to the correct
requirements. Each component may be used once, more than once, or not at all. You may need to drag the split bar between panes
or scroll to view the content.

NOTE: Each correct selection is worth one point.

Components Answer Area
Host Requirement Component
rDieIegate Store the data from which the change feed is

generated.

Lease container Coordinate processing of the change feed

across multiple-workers.

Monitored container

Use the change feed processor to listen for
changes.

Handlée each.batch of changes.




Components 2a ® f

MCLCII:GQ S 0 t Component
' ] Store the data from which the chanige feed is |Momtored container |

| | generated. —— - i

Coofdinaté pracessing of the change feed

across multipleworkers.

Use the change feed processor to listen for .

changes.

|Mon|’tored container |

Handle each batch of changes. Delegate

Reference:
https:/docs.microsoft.com/en-us/azure/cosmos-db/change- feed-processor
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You need to add code at line AMO9 to ensure that users can review content using ContentAnalysisService.
How should you complete the code? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

v,

“allowPublicClient™true
“‘oauth2Permissions”: [‘login”]
“oauth2AllowUrlPathMatching™tr
“oauth2AllowldTokenimplicitElow*true

m Microsoft

o =

R v

“oauth2AllowimplicifFlow”™: true
'oauchRequ\Eﬁ:tResponse'ztrue
“‘preAuthorizedApplications™ [ SPA]

“knownClientApplications” [ ContentAnalysisService]

Ef#:
L

“allowPublicClient” true

“oauth2Permissions”™ ["Iogln"].
“oauth2AllowUrIPathMatching™ true
“‘oauth2AllowldTokenimplicitFlow™:true

v

“oauth2AllowimpliGitFiow” true |
oathRequ:redPostResmnse ‘true
“preAuthorizedApplications™ [ 'SPA]
“knownClientApplications’; [ ContentAnalysisService']

Explanation




m Microsoft -

“allowPublicClient"true
“oauth2Permissions™ [login] "
“oauth2AllowUrlPathMatching” true
“oauth2AllowldTokenimplicitRlow" true

o\ v
[Foauth2AllowimplicitFlow”: true
‘oauth2RequiredPostResponse”true
“preAuthorizedApplications™['SPA’]

“knownClientApplications™[ ContentAnalysisService”]

Box 1: "oauth2Permissions": ["login"]

oauth2Permissions specifies the collection of OAuth 2.0 permission scopes that the web API (resource) app exposes to client apps.
These permission scopes may be granted to client apps during consent.

Box 2: "oauth2 AllowlmplicitFlow"true

For applications (Angular, Ember.js, React.js, and so on), Microsoft identity platform supports the OAuth 2.0 Implicit Grant flow.
Reference:

httpsv/docs.microsoft.conven-us/azure/active-directory/develop/reference-app-manifest
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Youneed to implement the Log policy.

How should you conplete the Azure Event Grid subscription? To answer, drag the appropriate JSON segments to the correct
locations. Each JSON segment may be used once, more than once, or not at all. You may need to drag the split bar between panes
to view content.

NOTE:Each correct selection is worth one point.

Code segment Answer Area
T

Al || O\ |

: "name" S Hewlogs",
[WebHook \ "properties": {
’ ‘ "topic”: "/subscriptions/, . .fpgoviders/Microsoft.EventGrid/topics/. . .",
‘EventHub ‘ "destination": { ey

5 5 ] "endpointType" segment ™ ¥y

‘subjectEndsWuh \ wtitter*: L& O €F et
\Mictosoft.Storage ‘ Sode segment i": "/blobServices/default/containers/logdrop/",
'subjectBeginsWith \ P NygeBtvent Types™: [ " | code 1%

; 1
‘ Microsoft.Storage.BlobCreated | “febels": [],
™ " - S— ReventDeliverySchema": "EventGridSchema"
EfE:



Code segment

Answer Arg__a

WL L.

' A rlewfeg.fv" .

ﬁNebHook : noroperties”: {
s e "topic": "/subscriptions/. . .Wpceviders/Microsoft.EventGrid/topics/. . .",
|EventHUb ! "destination": { - e e Ey
= gk T WebHgok vy,
r_ubjectEndsth | Sert et '{ Vil . !
Iy'ﬁto_so_ftéto_rage_ T _f Sijbjectﬁeglns_\JVI_th_ s s ! "/blobServices/default/containers/logdrop/",
isubjectBeglnsWRh —l P 1 ledEvent Ty [Microsoft.Storage.BlobCreated:" 1%
‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘ %
J‘Mlcrosoft Storage. BIobCreated Llgbels”: [],
--------------- WeventDeliverySchema": "EventGridSchema"
Explanation
{
"name" : "neu'-r;s#
"properti€s : {

"topic": "/subscriptions/. ./providers/Microsoft /EventGrid/topics/. . .",

"destination": {

"endpointType" : ™ WebHook 7

"filter": { ;

" SUbJECtBEQInSWIth "/blobServices/default/containers/logdrop/",
"includedEventTypes" ;. [&8 ‘Microsoft_Storage_BIobCreated " 1%

}’ - . 4

“labels": [],

"eventDeliverySchema": "EventGridSchema"

Box 1:WebHook

Scenario: If an anomaly is detected, an Azure Function that emails administrators is called by using an HTTP WebHook.
endpointType: The type of endpoint for the subscription (webhook/HT TP, Event Hub, or queue).

Box 2: SubjectBeginsWith

Box 3: Microsoft. Storage. BlobCreated

Scenario: Log Policy

All Azure App Service Web Apps must write logs to Azure Blob storage. All log files should be saved to a container named
logdrop. Logs must remain in the container for 15 days.

Example subscription scherma

{

"properties": {

"destmation'™ {

"endpointType": "webhook",

"properties": {

"endpointUrl":

"httpsv/exanple.azurewebsites.net/api/Http TriggerCSharp 1 2code=VXbGWceS53U8Mt8wuotrOGPmy) mDT4hgd
}

}s

"filter": {

"includedEventTypes": [ "Microsoft. Storage.BlobCreated", "Microsoft. Storage. BlobDeleted" |,
"subjectBeginsWith": "blobServices/default/containers/mycontainer/log”,

"subjectEndsWith'™ " jpg’,

"isSubjectCaseSensitive ": "true"

§

§

}
Reference:

https7/docs.microsoft.conven-us/azure/event-grid/subscription-creation-schema
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