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HME #21
Which tool is most commonly used for Active Directory enumeration?
Response:

A. Nessus

B. Wireshark
C. BloodHound
D. Nmap

Ef#: C

HP #22
In the context of Windows environments, what tool is commonly used to perform privilege reconnaissance remotely?
Response:

e A Nessus
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¢ B. BloodHound
e C.Nmap
¢ D. Metasploit
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HF #23
‘Which of'the following is an effective method for ensuring the delivery of a malicious payload via email?
Response:

A. Sending the email to as many recipients as possible within the organization
B. Attaching a large file to avoid detection

C. Crafting the email to appear as a legitimate and urgent request

D. Using a well-known sender's email address
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H #24
What is the primary purpose of using a domain generation algorithm (DGA) in creating an attack ifrastructure?
Response:

A. To automate the encryption of malicious payloads

B. To mprove the efficiency of brute-force attacks

C. To increase the speed of the network reconnaissance

D. To generate a large number of domain names for command and control servers

Ef#: D

R #25
What is the purpose of using "let's encrypt" in setting up an adversary domain?
Response:

A. To create secure email servers for phishing campaigns

B. To encrypt DNS queries and responses

C. To generate and manage fiee SSL/TLS certificates for HTTPS encryption
D. To provide secure shell access to compromised systems

IEfE: C
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