CKA Lernressourcen - CKA Vorbereitungsfragen

Set configuration context:

Task
Check 1o see how many nodes are ready (not including nodes
tainted NoSchedule ) and write the number Lo
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13. Frage
Create 2 nginx image pods in which one of them is labelled with env=prod and another one labelled with env=dev and verify the
same.

Antwort:

Begrindung;

kubectl run --generator=run-pod/v1 --image=nginx -- labels=env—=prod nginx-prod --dry-run -0 yaml > nginx- prodpod.yaml Now,
edit nginx-prod-pod.yaml file and remove entries like "creationTimestamp: null"

"dnsPolicy: ClusterFirst"

vim nginx-prod-pod.yaml

apiVersion: vl

kind: Pod

metadata:

labels:
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env: prod

name: nginx-prod

spec:

containers:

- image: nginx

name: nginx-prod

restartPolicy: Always

# kubectl create -f nginx-prod-pod.yaml
kubectl run --generator=run-pod/v1 --image=nginx --
labels=env=dev nginx-dev --dry-run -o yaml > nginx-dev-pod.yaml
apiVersion: vl

kind: Pod

metadata:

labels:

env: dev

name: nginx-dev

spec:

containers:

- image: nginx

name: nginx-dev

restartPolicy: Always

# kubectl create -fnginx-prod-dev.yaml
Verify :

kubectl get po --show-labels

kubectl get po -1 env=prod

kubectl get po -1env=dev

14. Frage
You have a Deployment running on a Kubernetes cluster with limited resources. How can you adjust the Deployment to use
resources more efficiently and prevent resource contention?

Antwort:

Begrindung;

See the solution below with Step by Step Explanation.

Explanation:

Solution (Step by Step) :

1. Define Resource Requests and Limits:

- Set 'requests’ and 'limits' for CPU and memory for the containers in the Deployment.

- This helps in specifying the minimum resources required by the pods and the maximum resources that they can consume.



apiVersion: apps/vl
kind: Deployment
metadata:
name: my-deployment
spec:
replicas: 5
template:
metadata:
labels:
app: my-app
spec:
containers:
- name: my-app
image: my-image-fepository/my-app:latest
resources:

requests; am P TEOTR o
cpu: Agpm I LINUX
memory: 100Mi I - A

limits:

cpu: 208m

memory: 200Mi
# ... other deployment configurations
2. Optimize Container Images: - Use smaller and more efficient container images to reduce the resource footprint of the pods. 3.
Use Resource Quotas: - Apply resource quotas at the namespace level to control the resource consumption of the pods within a
namespace. 4. Consider Pod Disruption Budgets (PDB): - Implement PDBs to control the maximum number of pods that can be
unavailable during a rolling update or pod deletion. - This ensures that the application remains available during resource-intensive
events. 5. Utilize Node Affinity and Tolerations: - Configure node affinity and tolerations to schedule pods on specific nodes that
have the required resources. 6. Monitor Resource Utilization: - Regularly monitor the resource utilization of the cluster and the pods.
- Use tools like 'kubectl top pods', 'kubectl top nodes', and 'kubectl describe nodes' to gather resource utilization data. - Adjust
resource requests and limits accordingly based on the monitoring data.

15. Frage

You have a Deployment named 'api-server' with 4 replicas of an API server container. You need to implement a rolling update
strategy that allows for a maximum of 2 pods to be unavailable at any given time. You also want to ensure that the update process is
triggered automatically whenever a new image is pushed to the Docker Hub repository "my.org/api-server:latest'. Furthermore, you
want to ensure that the update process is completed within a specified timeout of 5 minutes. If the update fails to complete within the
timeout, the deployment should revert to the previous version.

Antwort:

Begriindung;

See the solution below with Step by Step Explanation.

Explanation:

Solution (Step by Step) :

1. Update the Deployment YAML.:

- Update the 'replicas' to 4.

- Define 'maxUnavailable: 2' and maxSurge: in the 'strategy.rollingUpdate' section to control the rolling update process.
- Configure a 'strategy.type' to to trigger a rolling update when the deployment is updated.

- Set 'spec.tenplate.spec.containers[0].imagePullPolicy: Always' to ensure that the new image is pulled even if it exists in the pod's
local cache.

- Add a 'spec.progressDeadlineSeconds: 300" to set a timeout of 5 minutes for the update process.



apiVersion: apps/vl
kind: Deployment
metadata:
name: api-server
spec:
By replicas: 4
58 Iag Bols
matchLabels:
app: apl-server
template:
metadata:
labels:

appi~api-sefver
spec:
containers:
- name;: apl-server
image: my-org/api-server:latest
imagePullPolicy: Always
strategy:
type: RollinglUpdate
rollingUpdate:
maxUnavailable: 2
maxSurge: @
progréssDeadlineSeconds: 380

2. Create the Deployment: - Apply the updated YAML file using 'kubectl apply -f api-server.yam!' 3. Verify the Deployment: -
Check the status of the deployment using "kubectl get deployments api-server' to confirm the rollout and updated replica count. 4.
Trigger the Automatic Update: - Push a new image to the 'my.org/api-server:latest' Docker Hub repository. 5. Monitor the
Deployment: - Use Vxubectl get pods -1 app=api-server' to monitor the pod updates during the rolling update process. 6. Observe
Rolback if Timeout Exceeds: - If the update process takes longer than 5 minutes to complete, the deployment will be rolled back to
the previous version. This can be observed using 'kubectl describe deployment api-server' and checking the "updatedReplicas' and
'availableReplicas' fields.

16. Frage
Scale the deployment webserver to 6 pods.

Antwort:

Begrindung;
solution

B Readme > Web Terminal 1 THELINUX FOUNDATION

replicas=6

AVAILABLE AGE
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17. Frage

You are managing a Kubernetes cluster with several namespaces. You need to restrict access to the 'production’ namespace,
ensuring only authorized users can access resources within that namespace. Create a Role and RoleBinding that allows users in the
'developers' group to access pods and deployments within the "production’ namespace.

Antwort:

Begriindung;

See the solution below with Step by Step Explanation.

Explanation:

Solution (Step by Step) :

Step 1: Create a Role

Create a Role named 'production-access' with the following permissii)gs:

| kubectl create role production-access --namespace=production - _verbegetilist, watch,create. update,patch, delete ——resource—pods, deployments |
Step 2: Create a RoleBinding Create a RoleBinding named production-developers' that binds the 'production-access' role to the
'developers' group:

N kubectl create rolebinding production-developers - -nameipace=productic ~ole=production-access group=developers |
Step 3: Verlfy Verify the role and rolebinding have been created correctly kubectl get role - -namespace=production kubectl get
rolebinding - -namespace=production
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