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HM #135

Universal containers (UC) is concerned that having a self-registration page will provide a means for "bots" or unintended audiences
to create user records, thereby consumng licences and adding dirty data. Which two actions should UC take to prevent
unauthorised form submissions during the self-registration process? Choose

2 answers
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A. Use open-ended security questions and complex password requirements

B. Use hidden fields populated via java script events in the self-registration page.
C. Primarily use lookup and picklist fields on the self registration page.

D. Require a captcha at the end of the self-registration process.

Eﬁ: B\ D

R -

Explanation

To prevent unauthorized form submissions during the self-registration process, UC should require a captcha at the end of the self-
registration process and use hidden fields populated via JavaScript events in the self-registration page. These methods will help to
verify that the user is a human and not a bot, and also to validate the user's input against some predefined values. Option A is not a
good choice because open-ended security questions and complex password requirements may frustrate the user and reduce the
conversion rate.

Option B is not a good choice because lookup and picklist fields may not prevent bots from submitting the form, as they can be
easily automated or bypassed.

References: Single Sign-On Implementation Guide, Customizing User Authentication with Login Flows

M #136
How should an Architect automatically redirect users to the login page of the external Identity provider when using an SP-Initiated
SAML flow with Salesforce as a Service Provider?

A. Use visualforce as the landing page for My Domain to redirect users to the Identity Provider login Page.

B. Set the Identity Provider as default and enable the Redirect to the Identity Provider setting on the SAML Configuration.
C. Enable the Redirect to the Identity Provider setting under Authentication Services on the My domain Configuration.

D. Remove the Login page from the list of Authentication Services on the My Domain configuration.

Ef#: B

R :

Setting the IdentityProvider as default and enabling the Redirect to the Identity Provider setting on the SAML Configuration will
automatically redirect users to the login page of the external Identity Provider when using an SP-Initiated SAML flow with
Salesforce as a ServiceProvider1. Option A is incorrect because Visualforce is not a supported method for redirecting users to the
Identity Provider login page2. Option B is incorrect because enabling the Redirect to the Identity Provider setting under
Authentication Services on the My Domain Configuration will only redirect users to the Identity Provider login page when using an
IdP-Initiated SAML flow3. Option C is incorrect because removingthe Login page from the list of Authentication Services onthe My
Domain configuration will not affect the SP-Initiated SAML flow, and may cause other issues with authenticationd.

References: SAML SSO Flows, Set up a Service Provider initiated login flow, Configure SAML single sign- on with an identity
provider, SAML Identity Provider Configuration Settings

R #137

A third-party app provider would like to have users provisioned via a service endpoint before users access their app from
Salesforce.

‘What should an identity architect recommend to configure the requirement with limited changes to the third- party app?

A. Use Salesforce identity with Security Assertion Markup Language (SAML)for provisioning users.
B. Redirect users to the third-party app for registration.

C. Create Canvas app in Salesforce for third-party app to provision users.

D. Use a connected app with user provisioning flow.

IEf@E: D
il e«

To have users provisioned via a service endpoint before users access their app from Salesforce, the identity architect should
recommend using a connected app with user provisioning flow. A connected app is a framework thatenables an external application
to integrate with Salesforce using APIs and standard protocols.

A user provisioning flow is a custom post-authentication process that can be used to create or update users in the external
application using a service endpoint when users access the connected app from Salesforce. This approach can provide autormatic
user provisioning with limited changes to the third-party app. References:



Connected Apps, User Provisioning for Connected Apps

HA #138

Universal Containers (UC) has built a custom token-based Two-factor authentication (2FA) system for their existing on-premise
applications. They are now implementing Salesforce and would like to enable a Two-factor login process for it, as well. What is the
recommended solution as Architect should consider?

¢ A Replace the custom 2FA system with Salesforce 2FA for on-premise applications and Salesforce.

¢ B. Use the custom 2FA system for on-premise applications and native 2FA for Salesforce.

¢ C. Replace the custom 2FA system with an AppExchange App that supports on premise application and salesforce.
¢ D. Use Custom Login Flows to connect to the existing custom 2FA system for use in Salesforce.

Ef#: A

fEEH -

Explanation

The recommended solution for UC to enable a two-factor login process for Salesforce and their existing on-premise applications is
to replace the custom 2F A system with Salesforce 2FA for on-premise applications and Salesforce. Salesforce 2FA is a feature that
requires users to verify their identity with a second factor, such as a verification code or a mobile app, after entering their username
and password. Salesforce 2FA can be enabled for both Salesforce and on-premise applications by using one of the following
methods:

Use Salesforce Authenticator, a mobile app that generates verification codes or sends push notifications to users' devices.

Use a third-party authenticator app, such as Google Authenticator or Microsoft Authenticator, that generates verification codes
based on a shared secret key.

Use a verification code sent by email or SMS to users' registered email address or phone number.

Use a U2F security key, such as YubiKey, that plugs into users' devices and provides a physical token.

By replacing the custom 2FA system with Salesforce 2FA, UC can benefit from the following advantages:

Improved security and compliance by using a standard and proven 2FA solution that protects against phishing, credential theft, and
brute force attacks.

Reduced complexity and cost by eliminating the need to maintain a custom 2FA system and integrating it with Salesforce.
Enhanced user experience and convenience by providing multiple options for verifying identity and allowing users to remember
trusted devices or browsers.

The other options are not recommended solutions for this scenario. Using the custom 2FA system for on-premise applications and
native 2FA for Salesforce would create inconsistency and confusion for users who have to use different methods of verification for
different applications. Replacing the custom 2FA system with an AppExchange app that supports on-premise applications and
Salesforce would require UC to find an app that meets their specific needs and pay for its license and maintenance. Using custom
login flows to connect to the existing custom 2FA system for use in Salesforce would require UC to write custom code and logic to
mnvoke the custom 2FA system from Salesforce, which could introduce security and performance issues. References: [ Two-Factor
Authentication], [Salesforce Authenticator], [Third-Party Authenticator Apps], [Verification Code via Email or SMS], [U2F
Security Keys], [Custom Login Flows]

B #139

Universal Containers (UC) uses Active Directory (AD) as their identity store for employees and must continue to do so for network
access. UC is undergoing a major transformation program and moving all of their enterprise applications to cloud platforms including
Salesforce, Workday, and SAP HANA. UC needs to implement an SSO solution for accessing all of the third-party cloud
applications and the CIO is inclined to use Salesforce for all of their identity and access management needs.

Which two Salesforce license types does UC need for its employees'

Choose 2 answers

A. Identity and Identity Connect licenses

B. Chatter Only and Identity licenses

C. Salesforce and Identity Connect licenses
D. Company Community and Identity licenses

EME: AL C

A -
The two Salesforce license types that UC needs for its employees are Identity and Identity Connect licenses.
According to the Salesforce documentation, "Identity licenses let your employees access any app that supports standards-based



single sign-on (SSO). Identity Connect licenses let you integrate your Active Directory with Salesforce." Therefore, option B and D
are the correct answers. References: [Identity Licenses]

B #140
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