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8 #73

Universal Container's (UC) is using Salesforce Experience Cloud site for its container wholesale business.
The identity architect wants to use an authentication provider for the new site.

‘Which two options should be utilized in creating an authentication provider?

Choose 2 answers

A. A customerror URL can be set.

B. A custom registration handler can be set.

C. The default authentication provider certificate can be set.
D. The default login user can be set.

ZX: AB
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‘When creating an authentication provider in Salesforce, architects can configure operational settings that shape the user experience
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and downstream provisioning behavior. A custom error URL is supported so failed sign-ins can be routed to a branded or
informative destination. A custom registration handler is also supported, giving the org control over how incoming identities are
mapped to Salesforce users and related records. By contrast, options like a "default login user" or a generic default certificate setting
do not describe the primary provider-creation controls in the same way. The important architecture concept is that an authentication
provider defines both the trust with the external source and the user-lifecycle handling logic inside Salesforce. This is why options B,
D work together as the correct solution.

=8 #74

A multinational industrial products manufacturer is planning to implement Salesforce CRM to manage their business. They have the
following requirements:

1. They plan to implement Partner commumities to provide access to their partner network .

2. They have operations in multiple countries and are planning to implement multiple Salesforce orgs.

3. Some of their partners do business in multiple countries and will need information from multiple Salesforce commumities.

4. They would like to provide a single login for their partners.

How should an Identity Architect solution this requirement with limited custom development?

A. Consolidate Partner related information in a single org and provide access through Salesforce community.

B. Register partners in one org and access information from other orgs using APIs.

C. Allow partners to choose the Salesforce org they need information from and use login flows to authenticate access.
D. Create a partner login for the country of their operation and use SAML federation to provide access to other orgs.

ZX: D
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Universal Containers (UC) is rolling out its new Customer Identity and Access Management Solution built on top of its existing
Salesforce instance. UC wants to allow customers to login using Facebook, Google, and other social sign-on providers.

How should this functionality be enabled for UC, assuming ail social sign-on providers support OpenlD Connect?

A. Configure a single sign-on settingand a registration handler for each social sign-on provider.

B. Configure a single sign-on setting and a JIT handler for each social sign-on provider.

C. Configure an authentication provider and a Just-In-Time (JIT) handler for each social sign-on provider.
D. Configure an authentication provider and a registration handler for each social sign-on provider.

ZX: D
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To allow customers to login using Facebook, Google, and other social sign-on providers, the identity architect should configure an
authentication provider and a registration handler for each social sign-on provider.

Authentication providersare configurations that enable users to authenticate with an external identity provider and access Salesforce
resources. OpenID Connect is a protocol that allows users to sign in with an external identity provider, such as Facebook or
Google, and access Salesforce resources. To enable this, the identity architect needs to configure an OpenID Connect
Authentication Provider in Salesforce and link it to aconnected app. A registration handler is a class that implements the
Auth.RegistrationHandler interface and defines how to create or update users in Salesforce based on the information from the
external identity provider. The registration handler can also be used to link the user's social identity with their Salesforce identity and
prevent duplicate accounts.References: OpenlD Connect Authentication Providers, Social Sign- On with OpenID Connect, Create
a Custom Registration Handler

P& #76

Universal Containers (UC) uses middleware to integrate mutltiple systems with Salesforce. UC has a strict, new requirement that
usernames and passwords cannot be stored in any UC system How can UC's middleware authenticate to Salesforce while adhering
to this requirement?

A. Create a Connected App that supports the User-Agent OAuth Flow.

B. Create a Connected App that supports the JWT Bearer Token OAuth Flow.
C. Create a Connected App that supports the Web Server OAuth Flow.

D. Create a Connected App that supportsthe Refresh Token OAuth Flow



£%: B
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A'is correct because creating a connected app that supports the JWT Bearer Token OAuth Flow allows the middleware to
authenticate to Salesforce without storing usernames and passwords. The JWT Bearer Token OAuth Flow uses a certificate and a
private key to sign a JSON Web Token (JWT) that contains information about the user identity andrequested access. The
middleware sends the JWTto Salesforce, which verifies it using the certificate and grants an access token2.

B is incorrect because creatinga connected app that supports the Refresh Token O Auth Flow requires storing usernames and
passwords in the middleware. The Refresh Token OAuth Flow uses a username-password authentication flow to obtain an access
token and a refresh token. The middleware can use the refresh token to obtain new access tokens without user interaction, but it still
needs to store the username and password for the initial authentication3.

C is incorrect because creating a connected app that supports the Web Server OAuth Flow requires user interaction to authenticate
to Salesforce. The Web Server OAuth Flow redirects the user to a Salesforce login page, where they enter their credentials and
grant access to the middleware. The middleware then receives an authorization code that it can exchange for an access token and a
refresh tokerd.

D is incorrect because creating a connected app that supports the User- Agent OAuth Flow also requires user interaction to
authenticate to Salesforce. The User- Agent OAuth Flow is similar to the Web Server OAuth Flow, except that it does not return a
refresh token. The middleware can only use the access token until it expiresS.

References: 2: Accessing Salesforce with JWT OAuth Flow 3: OAuth Authorization Flows - Salesforce 4: OAuth Authorization
Flows - Salesforce 5: OAuth Authorization Flows - Salesforce

PR #77

The executive sponsor for an organization has asked if Salesforce supports the ability to embed a login widget into its service
providers in order to create a more seamless user experience.

‘What should be used and considered before recommending it as a solution on the Salesforce Platform?

¢ A. Embedded Logn. Identify what level of Ul customization will be required to make it match the service providers look and
feel

¢ B. Salesforce REST apis. Ensure that Secure Sockets Layer (SSL) connection for the integration is used.

e C. OpenlD Connect Web Server Flow. Determine if the service provider is secure enough to store the client secret on.

¢ D. Embedded Login. Consider whether or not it relies on third party cookies which can cause browser compatibility issues.

ZX: D
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Explanation

Embedded Login is a feature that allows Salesforce to embed a login widget into any web page, such as a service provider's site, to
enable users to log in with their Salesforce credentials. However, Embedded Login relies on third-party cookies, which can cause
browser compatibility issues and require users to adjust their browser settings. Therefore, this should be considered before
recommending it as a solution on the Salesforce Platform. References: Embedded Login, Embedded Login Implementation Guide
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