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M #354

An application team tells the Cisco ACI network administrator that it wants to monitor the statistics of the unicast and BUM traffic
that are seen in a certain EPG. Which statement describes the collection statistics?

e A EPQG statistics can be collected only for VMM domains. Ifa physical domain exists, statistics are not collected.
¢ B. Al EPGs in the Cisco ACI tenant object must be enabled for statistics to be collected.
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¢ C. The collection of statistics is enabled on the EPG level by enabling the statistics for unicast and BUM traffic.
¢ D. Cisco ACI does not capture statistics at the EPG level. Only statistics that pass through ACI contracts can be monitored.

IEf: C
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https//www.cisco.comy/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-

x/Operating ACl/guide/b_Cisco_Operating ACI/b_Cisco_Operating ACI_chapter 0101 1.html
EPG Level Statistics

The application owner would like to be able to monitor network-related.information for their application, such as the aggregate amount of traffic to
a specific tier. As an example, we will monitor the amount of traffic te,the web tier of a given application. In this example, the default monitoring
policies are appropriate, and they are simply extracting them frommthe system to be consumed externally. This information is useful in scenarios
such as a new release being pushed, and to make sure that no trafii¢ anomalies are created after the push

M #355

A Cisco ACI fabric has three different endpoints S1, S2, and S3. These endpoints must communicate with each other without
contracts. These objects have been created in APIC:

- Two EPGs named DNS_EPG and Database EPG

- Two application profiles. PROD App and Data App

- Two bridge domains DNS BD and Database BD

- PROD_APP and Database BD mapped to Tenant PROD

- Data_ App and DNS BD mapped to Tenant Data

Which set of actions completes the fabric configuration?

e A AddSl, S2, S3 under DNS EPG.
MAP DNS_EPG to Data_App.
Associate DNS EPG with Database BD.

e B. Add S1, S2, S3 under Database EPG.
MAP Database EPG under PROD _ App.
Associate Datbase EPG with DNS_BD.

e (. AddSl, S2, S3, under DNS_EPG.
MAP DNS EPG to Data App.
Associate DNS_EPG with Dns BD.

e D. Add S1, S2, S3 under Database EPG.
MAP Database EPG under Data_App.
Associate Datbase EPG with Database BD.

EfE: C
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A data center administrator is upgrading an ACI fabric. There are 3 APIC controllers in the fabric and all the servers are dual-
homed to pairs of leaf switches configured in VPC mode. How should the fabric be upgraded to minimize possible traffic impact

during the upgrade?

e A 1. Create two maintenance groups for the leaf switches: VPC left and VPC right.
2. Upgrade the APIC controllers.
3. Upgrade the first group of leaf switches.
4. Upgrade the second group of leaf switches.
B. 1. Create two maintenance groups for the APIC controllers: VPC left and VPC right.
2. Upgrade the first group of controllers.
3. Upgrade the second group of controllers.
4. Upgrade the leaf switches.
e C. 1. Create two maintenance groups for APIC controllers: VPC left and VPC right.
2. Upgrade the leaf switches.
3. Upgrade the first group of controllers.
4. Upgrade the second group of controllers.
e D. 1. Create two maintenance groups for the leaf switches: VPC left and VPC right.
2. Upgrade the first group of switches.



3. Upgrade the second group of switches.
4. Upgrade the APIC controllers.

EfE: A
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You need to upgrade the APIC first and group of switches.

At a high level, steps to upgrade or downgrade the Cisco ACI fabric are as follows:

The procedure or steps for upgrade and downgrade are the same unless stated otherwise in the release notes of a specific release.
Ensure that you have the required CIMC version required for Cisco APIC upgrade. See the Cisco APIC Release Notes for the
supported CIMC versions and Upgrading the CIMC Software for the procedures for upgrading the CIMC software, if necessary.
Download the Cisco ACI Controller image (Cisco APIC image) into the repository.

Download the Cisco ACI switch image into the repository.

Upgrade the cluster of Application Policy Infrastructure Controllers (Cisco APICs).

Verify that the fabric is operational and the APIC cluster is "Fully Fit" before proceeding.

Divide the switches into multiple groups, and upgrade the switches by group, verifying that the fabric is operational between switch
group upgrades. For example, assume that you divided the switches into two groups - red and blue. You could then go through the
following upgrade process:

1. Upgrade the red group of switches.

2. Verify that the fabric is operational.

3. Upgrade the blue group of switches.

4. Verify that the fabric is operational.

https7//www.cisco.convc/en/us/td/docs/switches/datacenter/aci/apic/sw/all/apic-installation- upgrade-downgrade/Cisco- APIC-
Installation-Upgrade- Downgrade-Guide/Cisco- APIC- Installation- Upgrade-Downgrade-Guide chapter 011.htmi#id 48185

H I #357
‘Which endpoint learning operation is completed on the egress leaf switch when traffic is received from an L30ut?

e A The source MAC address of'the traffic is learned as a remote endpoint.

¢ B. The source IP address of the traffic is learned as a remote endpoint.

e C. The source MAC and IP address of the traffic is learned as a local endpoint.
e D. No source MAC or IP address of'the traffic is learned as a remote endpoint.

1IEf#: B
fRE
Reference:

https//www.cisco.comvc/en/us/solutions/collateral/data-center-virtualization/application-centric- infrastructure/white-paper-c11-
739989.html

R #358

Refer to the exhibit. A tenant is configured with a single L30ut and a single-homed link to the core router called Core-1. An
engineer must add a second link to the L3Out that connects to the Core-2 router. Which action allows traffic from Core-2 to BL-
1002 to have the same connectivity as the traffic from Core-1 to BL-1001?



ACI Fabric

BL-1001 BL-1002

a—— P

=8 Kol

Core-1 Core-2

A. Add a second path to the logical interface profile of the existing L3Out.
B. Add a second subnet to the external EPG to the existing L3Out.

C. Add a second OSPF interface profile to the logical interface profile.

D. Add a second interface to the external domain to the existing L30ut.

EfE: A
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