Palo Alto Networks XDR-Analyst&EfJ b L —VY > 7 &
XDR-Analyst2 >~ R —% > b

#/» paloalto’

XDR ANALYST

CERTIFIED

v

XDR-Analyst b L —=>7 7 A s DBEANEEBETIE DY £ ¢ A . Palo Alto NetworksEIWL4DDRA T v 7' HBdH Y %

To BAIC BDBECHLTHBTEIN—Ya v #BRTELT, KW ELWA—LVT FLAZANT ZLE
BHYET. £l ZOBODY Y —RAT2—H—RBA—WEEEL 2BEE . It-Passports x — )L & FH ¥ 3 b
BRAHYET. W 2—F—GHEANT 2720 1 XDR-AnalystE E HM O IO R—P AN BZLERD Y £ ¢,
BB X S100ARIE . ¥ A 7 Al HEIIIC Palo Alto Networks XDR Analyst® XDR-Analyst®# ¥ &} %

2=HF—D A=W T FLRAZERFBLET. ZL T, FCUEXDR-AnalystiABRC ML TR T 22 &3 T & &

B

EEORBICISL Ty EERO 129 12 BT O XDR-AnalysERB X > 7 £ R4t L £ . HH O XDR-Analyst7 2 + D
BeEEHT2E. TAMDEERCHROWERE T2 EBNTEET. 61 R ODVTOERTZVELH D
Fth. SHEA—FF—Y oy 73RO0, FEMREOER 7y 77— b2 RMLET. Chik. 204
FeR&zt) EFTv. 8XAVE. EFHS N2 XDR-Analystik B 2 ¢ CWCEEL £ 3. FFHCHE T 2 R
b 25H 1 XDR-AnalystiRBED BRJIC A v £ — Y #FRL TS W,

>> Palo Alto Networks XDR-Analyst® [ b L —Y > 7 <<

EB-EMER % XDR-AnalystB 9 b L — Y > 7 B -3 Bk D ¥4 5 ¥ XDR-
Analysta > R — 3 > b

HHOHMBE . BRECBCHET 2EMMNBOBERETT. —#UISNL T, 8EFO=_—X &b+t TXDR-
Analysti 4 B2 4 RORINC BT 22 OEMIFERBA W E§, XDR-Analystb L —=> 7 BED TR TORE
E. BEANCTERTHBR3DTUELL. COFFHFOLY— b Eo THERENTHET. BHDEF LAV AA—E

FRMBEBMT INEHANOZEE S 2 ) —XF 7 BB >THEL £ D, L WERD
i&+ XDR-AnalystZ 4 X4 A K CHIRL £ .

Palo Alto Networks XDR Analyst 52 5 XDR-Analyst &% B 7 (Q49-Q54):
R #49


https://www.passtest.jp/XDR-Analyst-mondaishuu.html
https://www.xhs1991.com/XDR-Analyst.html
https://www.it-passports.com/XDR-Analyst.html
https://www.it-passports.com/XDR-Analyst.html

Which search methods is supported by File Search and Destroy?

¢ A File Seek and Repair

¢ B. File Search and Destroy
¢ C. File Seek and Destroy
¢ D. File Search and Repair

IEf#: B
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File Search and Destroy is a feature of Cortex XDR that allows you to search for and remove malicious files from endpoints. You
can use this feature to find files by their hash, full path, or partial path using regex parameters. You can then select the files from the
search results and destroy them by hash or by path. When you destroy a file by hash, all the file instances on the endpoint are
removed. File Search and Destroy is useful for quickly responding to threats and preventing further damage. Reference:

Search and Destroy Malicious Files

Cortex XDR Pro Admmnistrator Guide
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In Windows and macOS you need to prevent the Cortex XDR Agent from blocking execution of a file based on the digital signer.
What is one way to add an exception for the singer?

¢ A. Add the signer to the allow list under the action center page.

¢ B. Create a new rule exception and use the singer as the characteristic.

e (. Add the signer to the allow list in the malware profile.

¢ D. Inthe Restrictions Profile, add the file name and path to the Executable Files allow list.

Ef#: C
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To prevent the Cortex XDR Agent from blocking execution of a file based on the digital signer in Windows and macOS, one way to
add an exception for the signer is to add the signer to the allow list in the malware profile. A malware profile is a profile that defines
the settings and actions for malware prevention and detection on the endpoints. A malware profile allows you to specify a list of files,
folders, or signers that you want to exclude from malware scanning and blocking. By adding the signer to the allow list in the
malware profile, you can prevent the Cortex XDR Agent from blocking any file that is signed by that signer1.

Let's briefly discuss the other options to provide a comprehensive explanation:

A . Inthe Restrictions Profile, add the file name and path to the Executable Files allow list: This is not the correct answer. Adding the
file name and path to the Executable Files allow list in the Restrictions Profile will not prevent the Cortex XDR Agent from blocking
execution of a file based on the digital signer. A Restrictions Profile is a profile that defines the settings and actions for restricting the
execution of files or processes on the endpoints. A Restrictions Profile allows you to specify a list of executable files that you want to
allow or block based on the file name and path. However, this method does not take into account the digital signer of the file, and it
may not be effective if the file name or path changes?.

B. Create a new rule exception and use the signer as the characteristic: This is not the correct answer. Creating a new rule exception
and using the signer as the characteristic will not prevent the Cortex XDR Agent from blocking execution of a file based on the digital
signer. A rule exception is an exception that you can create to modify the behavior of a specific prevention rule or BIOC rule. A rule
exception allows you to specify the characteristics and the actions that you want to apply to the exception, such as file hash, process
name, IP address, or domain name. However, this method does not support using the signer as a characteristic, and it may not be
applicable to all prevention rules or BIOC rules3.

D . Add the signer to the allow list under the action center page: This is not the correct answer. Adding the signer to the allow list
under the action center page will not prevent the Cortex XDR Agent from blocking execution of a file based on the digital signer.
The action center page is a page that allows you to create and manage actions that you can perform on your endpoints, such as
isolating, scanning, collecting files, or executing scripts. The action center page does not have an option to add a signer to the allow
list, and it is not related to the malware prevention or detection fnctionality4.

In conclusion, to prevent the Cortex XDR Agent from blocking execution of a file based on the digital signer in Windows and
macOS, one way to add an exception for the signer is to add the signer to the allow list in the malware profile. By using this method,
you can exclude the files that are signed by the trusted signer from the malware scanning and blocking,

Reference:

Add a New Malware Security Profile

Add a New Restrictions Security Profile

Create a Rule Exception

Action Center
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What is the difference between presets and datasets in XQL?

A. A dataset is a third-party data source; presets are built-in data source.

B. A dataset is a database; presets is a field.

C. A dataset is a Cortex data lake data source only; presets are built-in data source.
D. A dataset is a built-in or third-party source; presets group XDR data fields.

IEf#: D
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The difference between presets and datasets in XQL is that a dataset is a built-in or third-party data source, while a preset is a
group of XDR data fields. A dataset is a collection of data that you can query and analyze using XQL. A dataset can be a Cortex
data lake data source, such as endpoints, alerts, incidents, or network flows, or a third-party data source, such as AWS CloudTrall,
Azure Activity Logs, or Google Cloud Audit Logs. A preset is a predefined set of XDR data fields that are relevant for a specific
use case, such as process execution, file operations, or network activity. A preset can help you simplify and standardize your XQL
queries by selecting the most important fields for your analysis. You can use presets with any Cortex data lake data source, but not
with third-party data sources. Reference:

Datasets and Presets

XQL Language Reference
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As a Malware Analyst working with Cortex XDR you notice an alert suggesting that there was a prevented attempt to open a
malicious Word document. You learn from the WildFire report and AutoFocus that this document is known to have been used in
Phishing campaigns since 2018. What steps can you take to ensure that the same document is not opened by other users in your
organization protected by the Cortex XDR agent?

A. No step is required because the malicious document is already stopped.

B. Create Behavioral Threat Protection (BTP) rules to recognize and prevent the activity.

C. Enable DLL Protection on all endpoints but there might be some false positives.

D. No step is required because Cortex shares IOCs with our fellow Cyber Threat Alliance members.
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The correct answer is B, create Behavioral Threat Protection (BTP) rules to recognize and prevent the activity. BTP rules are a
powerful feature of Cortex XDR that allow you to define custom rules to detect and block malicious behaviors on endpoints. You
canuse BTP rules to create indicators of compromise (IOCs) based on file attributes, registry keys, processes, network
connections, and other criteria. By creating BTP rules, you can prevent the same malicious Word document from being opened by
other users in your organization, even if the document has a different name or hash value. BTP rules are updated through content
updates and can be managed from the Cortex XDR console.

The other options are incorrect for the following reasons:

A is incorrect because enabling DLL Protection on all endpoints is not a specific or effective way to prevent the malicious Word
document. DLL Protection is a feature of Cortex XDR that prevents the loading of unsigned or untrusted DLLs by protected
processes. However, this feature does not apply to Word documents or macros, and may cause false positives or compatibility
issues with legitimate applications.

C is incorrect because relying on Cortex to share IOCs with the Cyber Threat Alliance members is not a proactive or sufficient way
to prevent the malicious Word document. The Cyber Threat Alliance is a group of cybersecurity vendors that share threat
mtelligence and best practices to improve their products and services. However, not all vendors are members of the alliance, and not
all IOCs are shared or updated i a timely manner. Therefore, you cannot assume that other users in your organization are protected
by the same IOCs as Cortex XDR.

D is incorrect because doing nothing is not a responsible or secure way to prevent the malicious Word document. Even though
Cortex XDR agent prevented the attempt to open the document on one endpoint, it does not mean that the document is no longer a
threat. The document may still be circulating in your network or email system, and may be opened by other users who have different
agent profiles or policies. Therefore, you should take steps to identify and block the document across your organization.

Reference:

Cortex XDR Agent Admmnistrator Guide: Behavioral Threat Protection

Cortex XDR Agent Administrator Guide: DLL Protection

Palo Alto Networks: Cyber Threat Alliance
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Which statement regarding scripts in Cortex XDR is true?

A. The level of risk is assigned to the script upon import.

B. Any version of Python script can be run.

C. Any script can be imported including Visual Basic (VB) scripts.

D. The script is run on the machine uploading the script to ensure that it is operational.

EfE: A
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The correct answer is B, the level of risk is assigned to the script upon import. When you import a script to the Agent Script Library
in Cortex XDR, you need to specify the level of risk associated with the script. The level of risk determines the permissions and
restrictions for running the script on endpoints. The levels of risk are:

Low: The script can be run on any endpoint without requiring approval from the Cortex XDR administrator. The script can also be
used in remediation suggestions or automation actions.

Medium: The script can be run on any endpoint, but requires approval from the Cortex XDR administrator. The script can also be
used in remediation suggestions or automation actions.

High: The script can only be run on isolated endpoints, and requires approval from the Cortex XDR administrator. The script cannot
be used in remediation suggestions or automation actions.

The other options are incorrect for the following reasons:

A is incorrect because not any version of Python script can be run in Cortex XDR. The scripts must be written in Python 2.7, and
nust follow the guidelines and limitations described in the Cortex XDR documentation. For example, the scripts must not exceed 64
KB m size, must not use external libraries or modules, and must not contain malicious or harmful code.

C is incorrect because not any script can be imported to Cortex XDR, including Visual Basic (VB) scripts. The scripts must be
written in Python 2.7, and must follow the guidelines and limitations described in the Cortex XDR documentation. VB scripts are not
supported by Cortex XDR, and will not run on the endpoints.

D is incorrect because the script is not run on the machine uploading the script to ensure that it is operational. The script is only
validated for syntax errors and size limitations when it is imported to the Agent Script Library. The script is not executed or tested on
the machine uploading the script, and the script may still fail or cause errors when it is run on the endpoints.

Reference:

Agent Script Library

Import a Script

Run Scripts on an Endpoint
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