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EMC Dell NIST Cybersecurity Framework 2.0 Sample Questions (Q122-
Q127):
NEW QUESTION # 122 
What is used to identify critical systems, networks, and data based on their criticality to business operations?

A. Business Impact Analysis
B. Business Organization Analysis
C. Incident Response Plan
D. Business Continuity Plan

Answer: A

NEW QUESTION # 123 
How does COBIT 2019 enhance the implementation of the NIST Cybersecurity Framework?
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A. By defining specific recovery processes
B. By offering a governance structure for managing risks
C. By aligning with external vendor practices
D. By providing detailed technical configurations

Answer: B

NEW QUESTION # 124 
What is the purpose of a baseline assessment?

A. Determine costs
B. Enhance data integrity
C. Determine risk
D. Reduce deployment time

Answer: C

NEW QUESTION # 125 
The network security team in your company has discovered a threat that leaked partial data on a compromised file server that
handles sensitive information. Containment must be initiated and addresses by the CSIRT. Service disruption is not a concern
because this server is used only to store files and does not hold any critical workload.
Your company security policy required that all forensic information must be preserved. Which actions should you take to stop data
leakage and comply with requirements of the company security policy?

A. Create a firewall rule to block all external connections for this file server and keep it powered on for further analysis.
B. Shut down the server to stop the data leakage and power it up only for further forensic analysis.
C. Restart the server to purge all malicious connections and keep it powered on for further analysis.
D. Disconnect the file server from the network to stop data leakage and keep it powered on for further analysis.

Answer: C

NEW QUESTION # 126 
The Disaster Recovery Plan must document what effort in order to address unrecoverable assets?

A. RTO savings
B. Recovery resources
C. Recovery priority
D. Recovery resources

Answer: D

NEW QUESTION # 127
......
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