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Microsoft Security Compliance and Identity Fundamentals Sample Questions
(Q117-Q122):
NEW QUESTION # 117 
Select the answer that correctly completes the sentence.

Answer:

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/microsoft-365-compliance-center?view=o365-worldwide MIP
capabilities are included with Microsoft 365 Compliance and give you the tools to know your data, protect your data, and prevent
data loss.
https://docs.microsoft.com/en-us/microsoft-365/compliance/information-protection?view=o365-worldwide

NEW QUESTION # 118 
Which score measures an organization's progress in completing actions that help reduce risks associated to data protection and
regulatory standards?
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A. Microsoft Secure Score
B. Compliance score
C. Secure score in Azure Security Center
D. Productivity Score

Answer: B

Explanation:
The Compliance score in Microsoft Purview Compliance Manager is a measurement tool that evaluates an organization's progress
toward meeting data protection and regulatory compliance requirements. It is specifically designed to help organizations reduce risks
related to data governance, privacy, and compliance with various standards such as GDPR, ISO 27001, NIST 800-53, and
Microsoft Data Protection Baselines.
According to Microsoft's official documentation on Compliance Manager, the Compliance score "helps organizations track,
improve, and demonstrate their compliance posture by providing a quantifiable measure of compliance with regulations and
standards." Each action within Compliance Manager contributes a certain number of points to the overall score. These points are
weighted based on risk, meaning that actions with a greater impact on reducing compliance risk contribute more significantly to the
total score.
The score is not an absolute measure of legal compliance but rather an indicator of progress toward implementing recommended
controls and risk-reducing actions. Microsoft emphasizes that Compliance score
"assists organizations in identifying areas of improvement, prioritizing compliance tasks, and maintaining an auditable record of their
compliance activities." By contrast, Microsoft Secure Score measures security posture related to identity, device, and application
protection, while Productivity Score evaluates collaboration and technology experience. Thus, the metric that specifically assesses
data protection and regulatory compliance progress is the Compliance score in Microsoft Purview Compliance Manager.
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-score-calculation?view=o365- worldwide

NEW QUESTION # 119 
Select the answer that correctly completes the sentence.

Answer:

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender/threat-analytics?view=o365-worldwide

NEW QUESTION # 120 
Match the Microsoft 365 insider risk management workflow step to the appropriate task.
To answer, drag the appropriate step from the column on the left to its task on the right. Each step may be used once, more than
once, or not at all.
NOTE: Each correct match is worth one point.

Answer:

Explanation:
Explanation
Graphical user interface, text, application, email Description automatically generated

NEW QUESTION # 121 
What can you use to provide a user with a two-hour window to complete an administrative task in Azure?

A. conditional access policies
B. Azure Active Directory (Azure AD) Identity Protection
C. Azure Active Directory (Azure AD) Privileged Identity Management (PIM)
D. Azure Multi-Factor Authentication (MFA)

Answer: C



Explanation:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-configure
Privileged Identity Management provides time-based and approval-based role activation to mitigate the risks of excessive,
unnecessary, or misused access permissions on resources that you care about. Here are some of the key features of Privileged
Identity Management: Provide just-in-time privileged access to Azure AD and Azure resources Assign time-bound access to
resources using start and end dates Require approval to activate privileged roles Enforce multi-factor authentication to activate any
role Use justification to understand why users activate Get notifications when privileged roles are activated Conduct access reviews
to ensure users still need roles Download audit history for internal or external audit Prevents removal of the last active Global
Administrator role assignment
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