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Cisco Certified Support Technician (CCST) Cybersecurity Sample Questions
(Q358-Q363):
NEW QUESTION # 358 
Which compliance framework lays out guidelines for protecting the privacy of student education records in educational institutions?

A. HIPAA
B. PCI-DSS
C. GDPR
D. FERPA

Answer: D

Explanation:
The Family Educational Rights and Privacy Act (FERPA) is a compliance framework that safeguards the privacy of student
education records in educational institutions. FERPA provides guidelines for the control and release of these records, ensuring that
students' personally identifiable information (PII) is protected and not disclosed without consent.

NEW QUESTION # 359 
What type of information can be found in cybersecurity reports?

A. Sensitive encryption algorithms used by government agencies.
B. Detailed analysis of exploit techniques and tools.
C. Attackers' personally identifiable information (PII).
D. Country-specific hacking techniques.

Answer: B

Explanation:
Cybersecurity reports usually contain detailed analysis of exploit techniques and tools used by attackers. These reports help security
professionals understand the latest threats, attack vectors, and vulnerabilities. By studying these reports, organizations can strengthen
their defenses and develop countermeasures against known attack methods.

NEW QUESTION # 360 
What is the primary function of a server in a network infrastructure?

A. Filter incoming and outgoing traffic
B. Detect and prevent intrusions
C. Store and manage files
D. Monitor network traffic

Answer: C

Explanation:
A server is a computer or system that is dedicated to serving the needs of other computers (clients) on a network. A primary
function of a server is to store and manage files, applications, and other resources that can be accessed by clients over the network.

NEW QUESTION # 361 
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Which of the following features of the Cisco Identity Services Engine (ISE) allows network administrators to define policies for
controlling access to network resources based on user identities and user or group attributes?

A. Identity Firewall
B. Network Access Profiles
C. Profiling
D. TrustSec

Answer: C

Explanation:
Option 1: Network Access Profiles: Network Access Profiles in Cisco ISE define the behavior of network devices when they are
accessed by authenticated users. They are a set of policies that determine how network resources are allocated to users or user
groups, and what level of access they have.
Option 2: Identity Firewall: Cisco ISE's Identity Firewall feature enables network administrators to apply firewall policies based on
user identities. It allows for granular control over network access and can enforce allow, deny, or redirect actions based on user
attributes.
Option 3: Profiling: This is the correct answer. Cisco ISE's Profiling feature is used to dynamically classify endpoints connecting to
the network based on their characteristics, such as their MAC addresses, IP addresses, and DHCP options. This information is then
used to enforce access policies.
Option 4: TrustSe TrustSec is a Cisco security solution that provides secure access control across the network infrastructure. While
TrustSec is related to identity and access management, it is not a feature of Cisco ISE specifically.

NEW QUESTION # 362 
What is the purpose of a Virtual Private Network (VPN)?

A. To protect against viruses and malware.
B. To monitor and analyze network traffic for potential security threats.
C. To secure wireless networks from unauthorized access.
D. To provide secure and encrypted remote access to a private network over a public network, such as the internet.

Answer: D

Explanation:
A Virtual Private Network (VPN) is a network technology that allows users to securely connect to a private network from a remote
location over a public network, such as the internet. It establishes a secure tunnel between the user's device and the private network,
encrypting the data and ensuring confidentiality and integrity.
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