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H #74
Which of the following describes a key component of Linux memory management?
Response:

A. Encryption of kernel memory
B. Static code analysis
C. Buffer allocation

D. Paging
Ef#: D
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HE #75

‘Which two benefits does fuzzing provide during vulnerability assessment?
(Choose Two)

Response:

A. Testing a broad range of input combinations

B. Discovery of vulnerabilities that require detailed manual analysis
C. Automation of vulnerability discovery

D. Improving network traffic analysis

iEﬁ: A\ C

R #76
In the context of Linux, what is a common characteristic of shellcode?
Response:

A. Tt is usually written in Java

B. It is executed in the user space of the OS
C. It often includes zero bytes

D. It is predominantly GUI-based

Ef#: B
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You are analyzing the memory layout of a Linux program and want to inspect the stack to identify potential buffer overflow
vulnerabilities. Which tool would you use, and how would you proceed?

Response:

A. Use Burp Suite to analyze the memory layout
B. Use GDB to inspect the stack during runtime
C. Use Nmap to scan the process for open ports
D. Use Wireshark to capture memory packets

IEf#: B
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You are exploiting a stack overflow vulnerability in a vulnerable program. Which approach would you take to successfully exploit the
vulnerability?

Response:

A. Perform a brute-force attack to guess the return address

B. Inject SQL commands directly into the stack

C. Overwrite the return address with the address of your shellcode
D. Modify the heap to execute arbitrary code
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