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Fortinet FCP_FWB_AD-7.4 Exam Syllabus Topics:

Topic Details

¢ Deployment and Configuration: This section of the exam measures the skills of Network Security Engineers
and covers the ability to identify FortiWeb deployment requirements and configure essential system
settings. Candidates are expected to set up server pools, security policies, and protected hostnames to
ensure seamless deployment. To maintain operational efficiency, they must also configure FortiWeb high
availability (HA) for fault tolerance and troubleshoot deployment or system-related issues.

Topic 1

¢ Machine Learning (ML): This section tests the skills of Application Security Engineers in leveraging
machine learning to enhance web application security. Candidates will configure machine learning
algorithis to detect anomalies, mitigate bot-based threats, and secure APIs through Al-driven analysis.
Understanding how to fine-tune these ML-based security measures is crucial for ensuring robust
application protection against evolving cyber threats.

Topic 2

¢ Web Application Security: This domain evaluates the ability of Cybersecurity Specialists to implement
advanced threat mitigation strategies using FortiWeb. Candidates must configure the systemto block
known attacks, ensure comprehensive web application protection, and troubleshoot threat detection or
mitigation-related issues. Additionally, they are expected to set up API protection mechanisis to secure
web-based interactions from potential threats.

Topic 3

¢ Encryption, Authentication, and Compliance: This section of the exam assesses the expertise of Security
Analysts in mitigating web application vulnerabilities through encryption and authentication mechanisirs.
Candidates must configure various access control methods, track user authentication, and prevent attacks
targeting authentication systers. They must also implement SSL inspection and offloading techniques to
enhance security and troubleshoot encryption or authentication-related issues effectively.

Topic 4
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Fortinet FCP - FortiWeb 7.4 Administrator Sample Questions (Q32-Q37):

NEW QUESTION # 32

You are using HTTP content routing on FortiWeb. Requests for web app A should be forwarded to a cluster of web servers which
all host the same web app. Requests for web app B should be forwarded to a different, single web server.

Which is true about the solution?

e A The server policy applies the same protection profile to all its protected web apps.

e B. Static or policy-based routes are not required.

¢ C. To achieve HTTP content routing, you must chain policies: the first policy accepts all traffic, and forwards requests for web
app A to the virtual server for policy A. It also forwards requests for web app B to the virtual server for policy B. Policy A
and Policy B apply their app-specific protection profiles, and then distribute that app's traffic among all members of the server
farm

¢ D. Younust put the single web server into a server pool in order to use it with HTTP content routing.

Answer: C

NEW QUESTION # 33
Refer to the exhibits.

MName server-pooll
Protocol HTTP

Type

Offiine Protection

True Transparent Proxy
Transparent Inspection

WCCP
Single Server/Server Balance  Single Server
Server Health Check availability-check1 -
Load Balancing Algorithm Round Robin -
Persistence session-pemiﬁlence—cooktﬂ -
Comments

+CrcateNcw [ tlat

0 IP/Domain Slatus  Port  HTTP2  inherit Health Check
1 100121 B0 [xsabie Yes
2 10.0.1.22 80 Desable Yes
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Edit Virtual Server

Name vserveri

Use Interface |IP »

IPv4 Address 10.0.14.8/255.255.255.0

==RTINET. ~%
IPv6 Address ::/0

Interface port1

FortiWeb is configured in reverse proxy mode and it is deployed downstreamto FortiGate. Based on the configuration shown in the
exhibits, which of the following statements is true?

e A. Younust disable the Preserve Client IP setting on FotriGate for this configuration to work.
¢ B. The configuration is incorrect. FortiWeb should always be located upstream to FortiGate.
e C. FortiGate should forward web traffic to the server pool IP addresses.

e D. FortiGate should forward web traffic to virtual server IP address.

Answer: D

NEW QUESTION # 34
Refer to the exhibit.



Model Settings LG EESEITS

Edit Model Settings
2 Sampling Settings

Client Identification Method
Sampling Time per Vector
Sample Count per Client per Hour
Sample Count

& Hocb Bk Sehings

Model Type

£ Anomaly Detection Settings

Anomaly Count
Bot Confirmation
Dynamically Update Maodel
& Action Settings
Action
Block Period

Seventy

Trigger Policy

IP and User-Agent A

5 - Minutes (1-10)
3 . _(1:80)

1000 *. 110 -10000)

(1-65535)

Deny (no log) -
Seconds (1 - 3600)
ngh -

Please Select

Many legitimate users are being identified as bots. FortiWeb bot detection has been configured with the settings shown in the exhibit.
The FortiWeb administrator has already verified that the current model is accurate.
What can the administrator do to fix this problem, making sure that real bots are not allowed through FortiWeb?

A. Enable Bot Confirmation

B. Disable Dynamically Update Model

C. Change Action under Action Settings to Alert
D. Change Model Type to Strict

Answer: A

NEW QUESTION # 35

You are using HTTP content routing on FortiWeb. You want requests for web application A to be forwarded to a cluster of web
servers, which all host the same web application. You want requests for web application B to be forwarded to a different, single
web server.

Which statement regarding this solution is true?

A. Youmust create static routes on the FortiWebto allow these requests.

B. You nust chain policies so that all requests go to the virtual server for policy A first, and then redirect requests for web
application B to go to the virtual server for policy B

e C. The server policy always applies the same web protection profile to both web application A and web application B.

e D. Younust put the single web server for application B into a server pool and use it with HTTP content routing,

Answer: D

Explanation:

To forward requests for web application B to a single web server, you would configure FortiWeb to use HTTP content routing and
create a server pool specifically for web application B. In FortiWeb, server pools are used to group servers together based on
application requirements, and you can configure the pool to contain only a single web server for application B.



NEW QUESTION # 36

Examine the following code snippet:
servers:

- url: 'httpz/petstore.swagger.io/v1'
paths:

/pets:

get:

summary: List all pets
operationld: listPets

tags:

- pets

parameters:

- name: limit

n: query

description: How many itens to return at one time (max 100)
required: true

schema:

$ref "#/components/schemas/ref

What is this a snippet from?

A. An API machine learning (ML) configuration file
B. An API schenn file

C. An XML schemna file

D. An HTTP request restriction file

Answer: B

NEW QUESTION # 37
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