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Fortinet NSE6_FSR-7.3 Exam Syllabus Topics:

Topic Details
¢ Security Management: This section covers how Security Engineers implement role-based access control
Topic 1 (RBAC) and set up team structures within FortiSOAR to streamline security management.
¢ System Monitoring and Maintenance: For FortiSOAR Administrators, this domain covers using various
Topic 2 tools for system monitoring to ensure consistent performance. This includes how to regularly oversee
FortiSOAR processes, along with other critical functions.
¢ System Operation: For System Engineers, this section covers Elasticsearch data management that may
Topic 3 need to be externalized or migrated to accommodate system needs. Additionally, this section covers
configuring the recommendation engine and utilizing the war room functionality.
¢ System Configuration: FortiSOAR requires careful setup of applications for FortiSoar System
Topic 4 Administrators. It covers system fixtures, and proxy settings to function optimally.
e SOC and SOAR Overview: Security Engineers can gain an understanding of SOC and SOAR deployment
Topic 5 requirements, including licensing management for FortiSOAR.

Fortinet NSE 6 - FortiSOAR 7.3 Administrator Sample Questions (Q31-Q36):

NEW QUESTION # 31
An admmnistrator wants to collect and review all FortiSOAR log tiles to troubleshoot an issue. Which two methods can they use to
accomplish this? (Choose two.)

A. Download the logs from the GUL

B. Enter the caacta log -collect directory command.

C. Review the contents of /var/log/messages.

D. Enter the csacta services -status command, and then copy the output.

Answer: A,B

Explanation:

Administrators can collect and review FortiSOAR logs for troubleshooting in two primary ways. First, they can download logs
directly from the GUI, which provides access to various logs through an intuitive interface. Secondly, using the command-line
interface, the csacta log --collect command can be used to gather all logs within a specified directory, enabling more detailed offline
analysis. Both methods offer comprehensive log collection to aid in diagnosing and resolving issues.

NEW QUESTION # 32
View the exhiit:
What does the command output mean?

A. The configuration to enable database externalization has not been completed.

B. The local PostgreSQL database is configured on the FortiSOAR instance.

C. The local PostgreSQL database is disabled on the FortiSOAR instance.

D. There is no connectivity between the PostgreSQL databases of the primary and secondary FortiSOAR instances.

Answer: A

NEW QUESTION # 33
Which statement about licensing on FortiSOAR is true? (Choose one answer)
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A. The evaluation license has an expiry date but no limit on user count.3

B. A FortiSOAR VM with a perpetual license needs access to update. fortiguard.net. 1

C. The subscription license requires connectivity to globalupdate.fortinet.net to retrieve mformation.
D. The perpetual trial license has a limit on actions per day but no limit on user count.2

Answer: C

Explanation:

Comprehensive and Detailed Explanation From FortiSOAR 7.3 Exact Extract study guide:

According to the FortiSOAR 7.3 Deployment and Administration Guide under the "Licensing FortiSOAR" section:

* Connectivity Requirements:For the FortiSOAR license deployment and validation process to succeed, the instance must have
outbound commectivity tohttps7/globalupdate. fortinet.net. This URL is specifically used by the FortiSOAR license manager to fetch
entitlerments, verify the subscription status, and retrieve product information from the Fortinet licensing servers. If this connectivity is
blocked (and a FortiManager is not being used as a local FDN proxy), the license deployment will fail.4

* License Limits:Every FortiSOAR license-whether Perpetual, Subscription, or Trial-strictly enforces amaximum number of active
users(concurrent or named) and offen a limit on the number of automation actions per day.5

* Perpetual Trial Licenses(often called "Free Trial") are restricted to a specific user count (typically 2 or 3) and a daily action limit
(e.g, 200 or 1000 actions). Therefore, options C and D are incorrect as they suggest "no limit on user count."

* URL Clarification:While update. fortiguard.net is a common Fortinet endpoint for security signatures (IPS/AV), FortiSOAR's
specific licensing and entitlement commumication is directed to the globalupdate. fortinet.netservice.

NEW QUESTION # 34
Refer to the exhibit.

Why is this user’s account nactive? (Choose one answer)

A. The user has exceeded the maximum number of authentication tries for a one-hour period.
B. The user does not have a valid email ID for the account.

C. The user has exceeded the maximum number of allowed user accounts.

D. The user has not reset the password for the account.

Answer: C

Explanation:

Comprehensive and Detailed Explanation From FortiSOAR 7.3 Exact Extract study guide:

According to the FortiSOAR 7.3 Admunistration and Deployment Guides, specifically in the "Licensing FortiSOAR" and "Security
Management" sections:

* Licensing Enforcement:FortiSOAR strictly enforces the number of active users based on the installed license. The license specifies
themaximum number of active usersallowed in the system at any given point in time.

* User Status (Active vs. Inactive):When the number of active users reaches the limit defined by the license, any additional users
created or imported will be set to anlnactivestatus by default. An administrator cannot change their status to "Active" until an existing



active user is deactivated or deleted, or the license is upgraded to support more users.

* Locked Status (Option A)It is important to distinguish between "nactive” and "Locked." Users becometemporarily lockedout of
FortiSOAR when they exceed the configured number of authentication attempts (defaulting to 5 times) within a specific period. A
locked user profile will typically display a "Locked" indicator or a checkbox to "Unlock" rather than a simple "Inactive" status.

* Other Options:While an email ID is required for account creation, its validity does not automatically trigger an "Inactive" status
(Option B). Similarly, a required password reset (Option C) forces a password change upon login but does not disable the account.

NEW QUESTION # 35
Several users have informed you that the FortiSOAR GUI Is not reachable. When troubleshooting, which step should you take first?

A. Review the connecters.log file to see what is happening to the HTTPS connections.

B. Enter the csadm license --show-details command to check if there is a duplicate license.
C. Enter the systemct] status nginx command to gather more information.

D. Enter the csadm services --restart ngiax command to restart only the Nginx process.

Answer: C

Explanation:

‘When troubleshooting the issue of the FortiSOAR GUI not being reachable, the first step should be to check the status of the nginx
service, which is responsible for managing web requests. Using the command systemctl status nginx will provide mformation on
whether the service is running and any potential issues or errors related to it. This approach is more efficient as it directly addresses
the service responsible for the web interface, making it possible to diagnose and resolve common issues such as service failure,
configuration errors, or connectivity problems.

NEW QUESTION # 36

The Fortinet NSE 6 - FortiSOAR 7.3 Admmnistrator (NSE6_FSR-7.3) certification helps you advance your career and even secure
a pay raise. Today, the Fortinet certification is an excellent choice for career growth, and to obtain it, you need to pass the

NSE6 FSR-7.3 exam which is a time-based exam. To prepare for the NSE6_FSR-7.3 Exam successfully in a short time, it's
essential to prepare with real NSE6 FSR-7.3 exam questions. If you don't prepare with NSE6 FSR-7.3 updated dumps, you will
fail and lose time and money.
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