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HM #13
How is scan caching used in agentless implementations of Deep Security?

¢ A. Scan caching enhances the performance of the Deep Security Virtual Appliance in that files scanned for malware on a
virtual machine that appear on other virtual machines may not need to be scanned again.

¢ B. Scan caching manages resource usage by staggering the launch of malware scans to prevent scan storms

¢ (. Scan caching maintains the Inclusions and Exclusions lists from the Malware Scan Configuration in memory to improve
performance.

¢ D. Scan caching is used in Agent-based installations only and is not supported in an agentless implementation.

EfE: A

H #14
Your organization stores PDF and Microsoft Office files within the SAP Netweaver platform and requires these documents to be
scanned for malware. Which Deep Security component is required to satisfy this requirement?

A. Deep Security Scanner is required.

B. The Netweaver plug-in must be installed on the Deep Security Agent.

C. A Smart Protection Server must be installed and configured to service the SAP Netweaver platform

D. No extra components are required, this can be done by enabling the AntiMalware Pro-tection Module on the SAP
Netweaver server.

Ef: A

L2

Deep Security Scanner provides integration with the SAP NetWeaver platform and performs an-timalware scans and reviews the
mformation to identify potential threats in SAP systers.

Note: Deep Security Scanner is not supported on computers where the Deep Security Agent is enabled as a Relay.

Explication: Study Guide - page (26)

R #15
The maximum disk space limit for the Identified Files folder is reached. What is the expected Deep Security Agent behavior in this
scenario?

A. Any existing files are in the folder are compressed and forwarded to Deep Security Manager to free up disk space.
B. Files will no longer be able to be quarantined. Any new files due to be quarantined will be deleted instead.

C. Deep Security Agents will delete the oldest files in this folder until 20% of the allocated space is available.

D. Deep Security Agents will delete any files that have been in the folder for more than 60 days.

EfE: C
R

Ifthe limit is reached, the oldest files will be deleted first until 20% of allocated space is freed up.
Explication: Study Guide - page (203)

HH #16
Which of the following statements is true regarding the Intrusion Prevention Protection Module?

e A The Intrusion Prevention Protection Module analyzes the payload within incoming and outgoing data packets to identify



content that can signal an attack.

¢ B. The Intrusion Prevention Protection Module blocks or allows traffic based on header information within data packets.

¢ (. The Intrusion Prevention Protection Module can identify changes applied to protected objects, such as the Hosts file, or
the Windows Registry.

¢ D. The Intrusion Prevention Protection Module can prevent applications from executing, allowing an organization to block
unallowed software.

Ef#: A

fR e«
deep-security-protection-modules

HMA #17

An admmnistrator attempts to activate the Deep Security Agent installed on a server by typing the following command in the
Command Prompt on the Deep Security Agent computer:

dsa_control -a dsm//serverl.acme.com4120

The Agent does not activate as expected. What is a valid reason for this issue?

e A Deep Security Agents can not be activated through the Command Prompt. They must be activated through the Deep
Security Manager Web console or through a deployment script.

¢ B. "Allow Agent-Initiated Activation” is currently not enabled in Deep Security Manager.

e C. The incorrect port was used. The correct command would be: dsa_control -a dsm/serverl.acme.com4118

¢ D. The command listed can only executed from the Command Prompt on the Deep Security Manager computer.

Ef#: B

fERL:

dsa_control -a dsmy//<host or IP>:<port>/

For the command-line Agent activation option to work, Deep Security Manager must be set to ac-cept Agent-Initiated Activations
(AIA) commands. This method is particularly useful when using scripts or in Cloud environments like Amazon Web Services where
Deep Security Manager can not typically connect to Deep Security Agents to activate them, but the Agents can connect to Deep
Security Manager.

Explication: Study Guide - page (90)
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