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Fortinet NSE5 FNC_AD 7.6 Exam Syllabus Topics:

Topic Details

¢ Concepts and Initial Configuration: This domain covers organizing infrastructure devices within FortiNAC-
F and understanding isolation networks for quarantining non-compliant devices. It includes using the
configuration wizard for initial system setup and deployment.

Topic 1

e Network Visibility and Monitoring: This domain covers managing guest and contractor access, utilizing
logging options for tracking network events, configuring device profiling for automatic device identification

Topic 2
P and classification, and troubleshooting network device connection issues.

¢ Integration: This domain addresses connecting FortiNAC-F with other systems using Syslog and SNMP
. traps, managing multiple instances through FortiNAC-F Manager, and integrating Mobile Device
Topic 3 Management for extending access control to mobile devices.

¢ Deployment and Provisioning; This domain focuses on configuring security automation for automatic event
responses, implementing access control policies, setting up high availability for system redundancy, and

Topic 4
P creating security policies to enforce network security requirements.

Fortinet NSE 5 - FortiNAC-F 7.6 Administrator Sample Questions (Q19-
Q24):

NEW QUESTION # 19

An administrator wants to build device profiling rules based on network traffic, but the network session view is not populated with
any records.

Which two settings can be enabled to gather network session information? (Choose two.)

A. Layer 3 polling on the infrastructure devices

B. Netflow setting on the FortiNAC-F interfaces

C. Firewall session polling on modeled FortiGate devices

D. Network traffic polling on any modeled infrastructure device

Answer: B,C

Explanation:

In FortiNAC-F, the Network Sessions view provides a real-time and historical log of traffic flows, including source/destination IP
addresses, ports, and protocols. This data is essential for building Device Profiling Rules that rely on "Traffic Patterns" or "Network
Footprints" to identify devices (e.g,, an IP camera communicating with its specific NVR). If the network session view is empty, the
system is not receiving the necessary flow or session data fiom the network infrastructure.

According to the ForttNAC-F Administration Guide, there are two primary methods to populate this view:

NetFlow/sFlow/IPFIX (C): FortiNAC-F can act as a flow collector. By enabling NetFlow settings on the FortiNAC-F service
mterface (port2/ethl) and configuring your switches or routers to export flow data to the FortiNAC IP, the system can parse these
packets and record sessions.

Firewall Session Polling (B): For environments with FortiGate firewalls, FortiNAC-F can proactively poll the FortiGate via the
REST API to retrieve its current session table. This is particularly useful as it provides session visibility without requiring the
overhead of configuring NetFlow on every access layer switch.

Settings like Layer 3 Polling (D) only provide ARP table mappings (IP to MAC correlation) and do not provide the detailed flow
information required for the session view.

"The Network Sessions view displays information regarding active and inactive network traffic sessions... To populate this view,
FortiNAC nust receive data through one of the following methods: * NetFlow/sFlow Support: Configure network devices to send
flow data to the FortiNAC service interface. * Firewall Session Polling: Enable session polling on modeled FortiGate devices to
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retrieve session information via API. These records are then used by the Device Profiler to match rules based on traffic patterns." -
FortiNAC-F Admmistration Guide: Network Sessions and Flow Data Collection.

NEW QUESTION # 20
An admmnistrator wants FortiNAC-F to return a group of user-defined RADIUS attributes in RADIUS responses.
‘Which condition nwst be true to achieve this?

A. Inbound RADIUS requests must contain the Calling-Station-1D attribute.

B. RADIUS accounting must be enabled on the FortiNAC-F RADIUS server configuration.
C. The device models in the inventory view must be configured for proxy-based authentication.
D. The requesting device must support RFC 5176.

Answer: A

Explanation:

In FortiNAC-F, the RADIUS Attribute Groups feature allows administrators to return customized RADIUS attributes (such as
specific VLAN IDs, filter IDs, or vendor-specific attributes) in an Access-Accept packet sent back to a network device. This is
particularly useful for supporting "Generic RADIUS" devices that are not natively supported but can be managed using standard
AVPairs.

According to the FortiNAC-F Generic RADIUS Wired Cookbook and the RADIUS Attribute Groups section of the
Admmistration Guide, there is one critical prerequisite for this feature to function: the imbound RADIUS request must contain the
Calling-Station-1D attribute. The Calling-Station-ID typically contains the MAC address of the connecting endpoint. Because
FortiNAC-F is a host-centric systemny, it uses the MAC address as the unique identifier to look up the host record, evaluate the
associated Network Access Policy, and determine which Logical Network (and thus which Attribute Group) should be applied. If
the incoming request lacks this attribute, FortiNAC-F cannot reliably identify the host and, as a safety mechanism, will not include
any user-defined RADIUS attributes in the response. This ensures that unauthorized or unidentifiable devices do not receive
privileged access through misapplied attributes.

"Configure a set of attributes that must be included in the RADIUS Access-Accept packet returned by FortiNAC... Requirement:
Inbound RADIUS request must contain Calling-Station-1d. Otherwise, FortiNAC will not include the RADIUS attributes. This
attribute is used to identify the host and its current state within the FortiNAC database." - FortiNAC-F 7.6.0 Generic RADIUS
Wired Cookbook: Configure RADIUS Attribute Groups.

NEW QUESTION # 21
Refer to the exhibit.
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‘What would FortiNAC-F generate if only one of the security fitters is satisfied?

A. A security alarm
B. A security event
C. A normal alarm
D. A normal event

Answer: D

Explanation:
In FortiNAC-F, Security Triggers are used to identify specific security-related activities based on incoming data such as Syslog
messages or SNMP traps from external security devices (like a FortiGate or an IDS). These triggers act as a filtering mechanism to



determine if an incoming notification should be escalated froma standard system event to a Security Event.

According to the FortiNAC-F Administrator Guide and relevant training materials for versions 7.2 and 7.4, the Filter Match setting
is the critical logic gate for this process. As seen in the exhibit, the "Filter Match" configuration is set to "All". This means that for the
Security Trigger named "Infected File Detected" to "fire" and generate a Security Event or a subsequent Security Alarm, every single
filter listed in the Security Filters table must be satisfied simultaneously by the incoming data.

In the provided exhibit, there are two filters: one looking for the Vendor "Fortinet" and another looking for the Sub Type "virus". If
only one of these filters is satisfied (for example, a message from Fortinet that does not contain the "virus" subtype), the logic for the
Security Trigger is not met. Consequently, FortiNAC-F does not escalate the notification. Instead, it processes the incoming data as
a Normal Event, which is recorded in the Event Log but does not trigger the autormated security response workflows associated with
security alarms.

"The Filter Match option defines the logic used when multiple filters are defined. If'All' is selected, then all filter criteria must be met
in order for the trigger to fire and a Security Event to be generated. If the criteria are not met, the incoming data is processed as a
normal event. If' Any' is selected, the trigger fires if at least one of the filters matches." - FortiNAC-F Administration Guide: Security
Triggers Section.

NEW QUESTION # 22
A user was attempting to register their host through the registration captive portal. After successfully registering, the host remained in
the registration VLAN. Which two conditions would cause this behavior? (Choose two.)

A. The wrong agent s installed.

B. The port default VLAN is the same as the Registration VLAN.
C. There is no agent installed on the host.

D. There is another unregistered host on the same port

Answer: B,D

Explanation:

The process of moving a host from a Registration VLAN to a Production VLAN (Access VLAN) is a findamental part of the
FortiNAC-F "VLAN steering" workflow. When a host successfully registers via the captive portal, ForiNAC-F evaluates its
Network Access Policies to determine the correct VLLAN. If the host remains stuck in the Registration VLLAN despite a successful
regjstration, it is typically due to port-level restrictions or the presence of other unregistered devices.

The two most common reasons for this behavior as per the documentation are:

The port default VLAN is the same as the Registration VLAN: If the "Default VLAN" field in the switch port's model configuration
is set to the same ID as the Registration VLAN, the port will not change state because FortiNAC-F believes it is already in its
"normal” or "forced" state.

There is another unregistered host on the same port: FortiNAC-F maintains the security posture of the physical port. If multiple hosts
are connected to a single port (e.g., via a hub or unmanaged switch) and at least one host remains "Rogue" (unregistered),
FortiNAC-F will generally keep the entire port in the isolation/registration VLAN to prevent the unregistered host from gaining
unauthorized access to the production network.

Issues with agents (A, B) typically prevent a host from completing compliance or registration but do not usually result in a "stuck"
status after registration has already been marked as successful in the system.

"Ifa port is identified as having Multiple Hosts, and those hosts require different levels of access, FortiNAC remains in the most
restrictive state (Registration or Isolation) until all hosts on that port are authorized... Additionally, verify the Default VLLAN setting
for the port; if the Default VLAN and Registration VLLAN match, the system will not trigger a VLAN change upon registration." -
FortiNAC-F Administration Guide: Troubleshooting Host Management.

NEW QUESTION # 23
When creating a device profiling rule, what are two advantages of registering the device in the host view? (Choose two.)

A. The devices will have connection logs.

B. The devices can be associated with a user.

C. The devices can be managed as a generic SNMP device.
D. The devices can be polled for connection status.

Answer: A,B

Explanation:
In FortiNAC-F, the Device Profiler is a rule-based engine that evaluates unknown "rogue" devices and classifies them based on
fingerprints and behavior. When a profiling rule matches a device, the administrator can configure the rule to automatically register



that device. The registration process can place the device record in two primary locations: the Topology View (as a device) or the
Host View (as a registered host).

According to the FortiNAC-F Administration Guide, regjstering a device in the Host View provides significant advantages for
identity management and historical tracking. First, the devices can be associated with a user (C). In the FortiNAC database
architecture, the Host View is the primary repository for endpoint identity; placing a profiled device here allows the system to link
that hardware (MAC address) to a specific user account, whether that user is an employee, guest, or a systemlevel "owner". This
association is essential for Role-Based Access Control (RBAC) and for tracking accountability across the network fabric.

Second, devices registered in the Host View will have connection logs (B). FortiNAC-F maintains a detailed operational history for
all host records, including every instance of the device connecting to or disconnecting froma port, its IP address assignments, and
the specific policies applied during each session. These logs are nvaluable for troubleshooting connectivity issues and for security
forensic audits, as they provide a clear timeline of the device's lifecycle on the network. In contrast, devices managed only in the
Topology View are typically treated as infrastructure components where the focus is on device availability rather than individual
session history.

"Devices that are registered and associated with a user are placed in the Host View and removed from the Profiled Devices
window... Placing a device in the Host View allows for the tracking of connection history and the association of the device with a
specific identity or user record within the FortiNAC database." - FortiNAC-F Administration Guide: Device Profiler How it Works.

NEW QUESTION # 24
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