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¢ WLAN Security Design and Architecture: This part of the exam focuses on the abilities of a Wireless
Security Analyst in selecting and deploying appropriate WLAN security solutions in line with established
policies. It includes implementing authentication mechanisis like WPA2, WPA3, 802.1X

¢ EAP, and guest access strategies, as well as choosing the right encryption methods, such as AES or
VPNs. The section firther assesses knowledge of wireless monitoring systems, understanding of AKM

FH1 processes, and the ability to set up wired security systens like VLANSs, firewalls, and ACLs to support

wireless infrastructures. Candidates are also tested on their ability to manage secure client onboarding,

configure NAC, and implement roaming technologies such as 802.11r. The domain finishes by evaluating

practices for protecting public networks, avoiding common configuration errors, and mitigating risks tied to

weak security protocols.
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o Security Lifecycle Management: This section of the exam assesses the performance of a Network
Infrastructure Engineer in overseeing the full security lifecycle—from identifying new technologies to
ongoing monitoring and auditing. It examines the ability to assess risks associated with new WLAN
implementations, apply suitable protections, and perform compliance checks using tools like STEM.

Z=A 2 Candidates must also demonstrate effective change management, maintenance strategies, and the use of

audit tools to detect vulnerabilities and generate insightful security reports. The evaluation includes tasks

such as conducting user interviews, reviewing access controls, performing scans, and reporting findings in
alignment with organizational objectives.

¢ Security Policy: This section of the exam measures the skills of a Wireless Security Analyst and covers how
WLAN security requirements are defined and aligned with organizational needs. It emphasizes evaluating
regulatory and technical policies, involving stakeholders, and reviewing infrastructure and client devices. It
also assesses how well high-level security policies are written, approved, and maintained throughout their
lifecycle, including training initiatives to ensure ongoing stakeholder awareness and compliance.

FH 3

¢ Vuherabilities, Threats, and Attacks: This section of the exam evaluates a Network Infrastructure Engineer
n identifying and mitigating vulnerabilities and threats within WLAN systems. Candidates are expected to
use reliable information sources like CVE databases to assess risks, apply remediations, and implement
quarantine protocols. The domain also focuses on detecting and responding to attacks such as

=M 4 eavesdropping and phishing, It includes penetration testing, log analysis, and using monitoring tools like
SIEM systens or WIPS

e WIDS. Additionally, it covers risk analysis procedures, including asset management, risk ratings, and loss
calculations to support the development of informed risk management plans.

Z| &l CWNP CWSP CWSP-208 S EMEEZ A (Q99-Q104):

EE #99

You must support a TSN as you have older wireless equipment that will not support the required processing of AES encryption.
‘Which one of the following technologies will you use on the network so that a TSN can be implemented that would not be required
in a network compliant with 802.11-2012 non-deprecated technologies?

A. RC4
B. CCMP
C. WEP
D. WPA2

HE: A

Y.

A Transitional Security Network (TSN) allows legacy stations to interoperate by using older encryption methods. If AES (CCMP)
is unsupported by older equipment, the network can fall back to TKIP, which uses RC4 as its encryption algorithm. TKIP enables
AES encryption on newer devices while accommodating legacy clients.

Options A, C, D are current or deprecated standards with AES; only RC4 matches the transitional need.

References:

CWSP#207 Study Guide, Chapter 3 (TSN, TKIP, AES-CCMP)

EAE #100
Wireless Intrusion Prevention Systens (WIPS) provide what network security services? (Choose 2)

A. Configuration distribution for autonomous APs
B. Policy enforcement and compliance management
C. Analysis and reporting of AP CPU utilization

D. Application-layer traffic inspection

E. Wireless vulnerability assessment

He. BE



Y.

WIPS systenrs provide proactive security by continuously scanning for threats and ensuring WLAN policy compliance. Their
capabilities include:

B). Wireless vulnerability assessment: Scanning for misconfigured APs, weak encryption, and unauthorized devices.

E). Policy enforcement and compliance: Ensuring security settings adhere to enterprise or regulatory requirements and alerting on
deviations.

Other options like application-layer inspection and AP CPU monitoring are outside the WIPS function scope.

References:

CWSP-208 Study Guide, Chapter 7 - WIPS Services and Capabilities

CWNP CWSP-208 Objectives: "WIPS Threat Mitigation and Enforcement”

HEE #101
‘When monitoring APs within a LAN using a Wireless Network Management System (WNMS), what secure protocol may be used
by the WNMS to issue configuration changes to APs?

A. IPSec/ESP
B. SNMPv3

C. PPTP

D. 802.1X/EAP
E. TFTP

He: B

MY

A Wireless Network Management System (WNMS) often uses SNMP to manage APs. SNMPV3 is the secure version of SNMP
because it supports authentication, encryption, and message integrity. Unlike SNMPv1 and SNMPv2c, which transmit data
(including community strings) in plaintext, SNMPV3 provides secure management communications.

References:

CWSP-208 Study Guide, Chapter 8 - Secure WLAN Management

CWNP CWSP-208 Objectives: "WLAN Management Security Protocols”

EE #102
Given: You are using WEP as an encryption solution. You are using VLLANSs for network segregation.
Why can you not establish an RSNA?

A. RSNA connections do not work in conjunction with VLANS.

B. RSNA connections require BIP and do not support TKIP, CCMP or WEP.
C. RSNA connections require CCMP and do not support TKIP or WEP.

D. RSNA connections require TKIP or CCMP.

4

o
m

: D

dE:

RSNA (Robust Security Network Association), as defined by 802.111, requires:

TKIP (WPA) or CCMP (WPA2) for encryption.

WERP is deprecated and not supported for RSNA since it does not meet RSN standards.

Incorrect:

B & C. BIP is not required for RSNA formation-it is used for management frame protection (802.11w).
D). VLAN:S are orthogonal to RSNA-network segmentation does not interfere with RSNA formation.
References:

CWSP-208 Study Guide, Chapter 3 (RSNA Formation and Key Hierarchy)

IEEE 802.11iand 802.11-2012 Standards

EE #103

You have an AP implemented that functions only using 802.11-2012 standard methods for the WLAN communications on the RF
side and implementing multiple SSIDs and profiles on the management side configured as follows:

1. SSID: Guest - VLAN 90 - Security: Open with captive portal authentication - 2 current clients



2. SSID: ABCData - VLAN 10 - Security: PEAPVO/EAP-MSCHAPV2 with AES-CCMP - 5 current clients

3. SSID: ABCVoice - VLAN 60 - Security: WPA2-Personal - 2 current clients Two client STAs are connected to ABCData and
can access a media server that requires authentication at the Application Layer and is used to stream multicast video streams to the
clients.

‘What client stations possess the keys that are necessary to decrypt the multicast data packets carrying these videos?

A. Only the members of the executive team that are part of the multicast group configured on the media server
B. All clients that are associated to the AP with a shared GTK, which includes ABCData and ABCVoice.

C. All clients that are associated to the AP using any SSID

D. All clients that are associated to the AP using the ABCData SSID

HE: D

MY

The GTK (Group Temporal Key) is used to encrypt multicast/broadcast traffic.

Each SSID has a unique GTK.

Only clients on the same SSID (ABCData) will receive and be able to decrypt muilticast traffic encrypted with ABCData's GTK.
Incorrect:

A). Application-layer authentication does not affect GTK distribution.

C). Clients on other SSIDs (e.g., Guest, ABCVoice) have different GTKs and cannot decrypt ABCData's muilticast traffic.
D). Each SSID uses a unique GTK; GTKSs are not shared across SSIDs.

References:

CWSP-208 Study Guide, Chapter 3 (GTK Usage in Multicast)

IEEE 802.11iand CCMP Specifications
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