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NEW QUESTION # 294

Consider a complex incident where multiple XSOAR playbooks are executing in parallel, triggered by various incident types (e.g,,
'Phishing, 'Malware', 'DLP"). An incident commander needs to quickly understand the current state of all ongoing automated tasks,
identify any bottlenecks or failed automation steps, and potentially intervene by re-running specific playbook tasks or injecting
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manual commands. How can the War Room facilitate this granular level of operational oversight and intervention across multiple
concurrent automated processes?

e A. The War Roomi's "Playbook Tasks' section provides real-time status updates (running, completed, failed) for each task of
every active playbook. Failed tasks can be re-run directly from this view, and the commander can inject ad-hoc commands
into the War Room's command line, which may trigger new playbook paths or retrieve specific data points.

¢ B. The War Room has a dedicated 'Orchestration Dashboard' that displays a visual workflow of all concurrent playbooks. To
intervene, the commander clicks on specific nodes in the workflow to re-run tasks or add 'manual intervention' steps, which
prompts for user input within the War Room.

¢ (. The War Room automatically aggregates all playbook outputs into a single, unformatted log stream. The incident
commander must manually parse this stream to identify task statuses and failures. Intervention requires pausing the entire
incident and manually executing individual commands.

¢ D. The War Room generates an 'Autormtion Summary Report' every hour, detailing all playbook executions and their
statuses. Intervention is limited to stopping the entire incident and starting a new one with modified parameters.

¢ E. The incident commander must navigate to the 'Playbook Designer' for each active playbook to check its execution status.
For mtervention, they need to modify the playbook and redeploy it. The War Room itself offers only a high-level overview,
not granular task control.

Answer: A

Explanation:

Option B best describes the powerful operational oversight and intervention capabilities provided by the War Room. The 'Playbook
Tasks' section within the War Room is specifically designed to provide a real-time, granular view of all executing playbook tasks,
including their status (running, completed, failed). This allows incident commanders to immediately identify bottlenecks or failures.
Crucially, XSOAR enables direct nteraction: failed tasks can often be re-run directly from this mnterface, and the War Roont's
command line is a dynamic environment where analysts can inject ad-hoc commands. These commands can trigger specific actions,
retrieve data, or even influence ongoing playbook logic, providing critical flexibility during complex incidents. While E mentions an
'Orchestration Dashboard', the "Playbook Tasks' section within the War Room is the direct, integrated view for this granular control.

NEW QUESTION # 295

A key feature of Cortex XSIAM Playbooks is their ability to leverage context from incidents and indicators. An incident is triggered
based on a 'Rare Login from New Geo' alert. The associated playbook needs to: 1) Enrich the incident with user HR data (e.g,,
department, manager), 2) Check if the user is currently on approved travel to that geo, and 3) If not, initiate a multi-factor
authentication (MFA) challenge. Which of the following code snippets and conceptual approaches correctly illustrate how to achieve
the enrichment and conditional MFA challenge within a Cortex XSIAM Playbook, assuming appropriate integrations are

configured?
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Answer: A

Explanation:

Option B correctly conceptualizes the approach. Enrichment often involves HTTP requests to internal systems (like HR APIs) or
dedicated integrations. Crucially, a 'Conditional Branching' or 'Conditional Task' is needed to evaluate if the user is NOT on
approved travel (based on enriched data) before mitiating the MFA challenge. This ensures the MFA challenge is only sent when
suspicious activity is detected, preventing unnecessary interruptions. Option A misses the conditional aspect for MFA. Option C
focuses on endpoint details, not user travel. Option D is entirely manual, defeating automation. Option E focuses on IP threat intel,
not user travel status.

NEW QUESTION # 296

An incident response teamis investigating a sophisticated, fileless malware attack observed on several Windows servers protected
by Cortex XDR. The attack leverages PowerShell for execution and memory-resident techniques to evade traditional file-based
detection. The team needs to rapidly collect detailed forensic artifacts, including process memory dumps, PowerShell command
history, and network connection data from the affected servers, without requiring manual intervention on each server. Which Cortex
XDR agent capability, combined with a specific action in the console, would be most effective for this scenario?



A. Leverage the Cortex XDR 'Exclusions' feature to temporarily allow the malware to operate, then use a third-party forensic

tool deployed via GPO to collect artifacts.

¢ B. Initiate a 'Live Terminal' session to each affected server and manually execute forensic collection scripts to gather the
required artifacts.

¢ C. Execute an 'Action Center' response action, specifically 'Collect Forensic Data' or a custom "Response Script' tailored for
memory and PowerShell artifacts, then retrieve the collected data from the console.

e D. Enable 'Data Loss Prevention' and "Host Insights' modules on the affected servers, then run a 'Scan Now' action to collect
all relevant data.

¢ E. The Cortex XDR agent automatically captures all necessary forensic data for fileless attacks and stores it locally; the team

only needs to access the local log files.

Answer: C

Explanation:

For rapid, remote forensic data collection in response to an incident, Cortex XDR's 'Action Center' with 'Collect Forensic Data' or
'Response Scripts' is purpose-built. C: Action Center - Collect Forensic Data / Response Script: This is the most effective approach.
Cortex XDR's 'Collect Forensic Data' action allows administrators to define and collect specific types of data (e.g., memory dumps,
process lists, network connections, file system activity, event logs) from an endpoint remotely. For highly specific needs like
PowerShell history, a 'Response Script' could be uploaded and executed via the Action Center to gather custom artifacts. The
collected data is then securely uploaded to the Cortex XDR console for analysis. A: DLP/Host Insights and Scan Now: DLP is for
data exfiltration prevention. Host Insights provides telemetry, but 'Scan Now' is for malware scanning, not comprehensive forensic
collection. B: Live Terminal: While possible, 'Live Terminal' requires manual interaction per server, which is inefficient for multiple
affected machines and doesn't provide a structured way to upload collected data back to the console. D: Exclusions and third-party
tools: Temporarily disabling protection is highly risky during an active incident. Deploying third-party tools is a slower, less integrated
process. E: Automatic local storage: While agents log activity, they don't automatically capture and store large forensic artifacts like
full memory dumps locally for easy remote retrieval in the required format. Remote collection is needed.

NEW QUESTION # 297

A large software development company is migrating its critical applications to a cloud-native architecture, leveraging Kubernetes
clusters and serverless finctions. They use Cortex XDR for threat detection and response. An attacker attempts to exploit a
misconfiguration in a Kubernetes pod to achieve container escape and then escalate privileges on the host node. Which of the
following statements accurately describes how Cortex XDR's Log Stitching benefits this cloud-native environment investigation,
specifically considering the ephemeral nature of containers?

¢ A Log Stitching in cloud environments is primarily used for cost optimization by identifying underutilized cloud resources.

¢ B. Log Stitching automates the deployment of new, hardened container images to replace compromised ones immediately
upon detecting an anomaly.

e C. Cortex XDR agents, leveraging Log Stitching, provide visibility only into the host OS, as container logs are too volatile to
be stitched effectively.

e D. Log Stitching effectively correlates forensic data (e.g., process execution within containers, host-level process spawns,
network traffic from the node, Kubernetes API calls) from both the ephemeral container and its underlying host, even after the
compromised container has termmnated, maintaining a persistent attack storyline across the cloud environment.

¢ E. It translates all container-specific logs into a generic syslog format, making them easier for traditional SIEMs to ingest.

Answer: D

Explanation:

The ephemeral nature of containers poses a significant challenge for incident response. Log Stitching in Cortex XDR is critical here
because it can collect and correlate data not just from the host, but also from within the containers themselves, and crucially, maintain
this stitched storyline even if the container is terminated. This persistent visibility across host and container boundaries, linking
Kubernetes API calls, container process activities, and host-level actions, allows security teans to reconstruct the full attack chain,
from the mitial pod compromise to host privilege escalation, even after the evidence inside the container is gone.

NEW QUESTION # 298

A Security Operations Center (SOC) using Palo Alto Networks XSOAR for incident management receives a high volume of alerts
daily. An analyst is tasked with prioritizing incidents related to potential data exfiltration. Which of the following incident
categorization criteria, when combined, would MOST effectively facilitate accurate prioritization for data exfiltration incidents,
considering both technical indicators and business impact?



A. Source IP Geolocation and Destination Port. While useful, these alone may not capture the full context of data exfiltration.
B. Time of Day and User Department. These are primarily contextual and less indicative of immediate threat severity.

C. File Hash Reputation (WildFire) and Endpoint OS Version. File hash is good for malware, but OS version isn't a primary
exfiltration indicator.

D. Alert Volume from a specific sensor and Protocol Used. Alert volume can be misleading, and protocol alone might not
signify exfiltration.

E. Threat Intelligence Feed Match (e.g., C2 IP from Unit 42) and Affected Asset Criticality (e.g., Crown Jewel Asset). This
combines technical indicators with business impact for effective prioritization.

Answer: E

Explanation:

Effective incident prioritization for data exfiltration requires a combination of strong technical indicators and an understanding of the
business impact. Matching an IP to a known Command and Control (C2) server froma reputable threat intelligence source like Unit
42 (Palo Alto Networks' threat research team) provides a high-fidelity technical indicator of a potential breach. Coupling this with
the criticality of the affected asset (e.g., a server hosting sensitive customer data, classified as a 'Crown Jewel') directly informs the
business risk, enabling accurate prioritization. Other options either lack sufficient technical specificity for exfiltration or don't
adequately account for business impact.

NEW QUESTION # 299
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