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R #11
(Which scenario best exemplifies SDN's programmability in cloud networks?)

A. Defining traffic flows using a centralized controller.

B. Automating legacy hardware configurations.

C. Managing network devices with proprietary APIs.

D. Deploying additional physical servers to improve capacity.

IEf#E: A

AR :

Software-Defined Networking (SDN) programmability is best exemplified by defining traffic flows through a centralized controller.
Al+ Network documentation explains that SDN separates the control plane from the data plane, allowing centralized controllers to
programmatically define how traffic is handled across the network.

In cloud environments, this programmability enables administrators to dynamically control routing, segmentation, quality of service,
and security policies using software rather than manual device-by-device configuration. Centralized controllers provide a global view
of the network, allowing consistent and automated policy enforcement.
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Adding physical servers addresses capacity but not network programmability. Proprietary APIs reduce interoperability, which
contradicts SDN's vendor-agnostic goals. Automating legacy hardware may improve efficiency but does not demonstrate SDN's
core principle of centralized, software-driven control. A+ Network frameworks consistently identify centralized traffic flow
definition as the clearest example of SDN programmability.

HF#12
(What does a Local Area Network (LAN) typically connect?)

A. Devices within a limited area such as an office.

B. Devices within a short range such as a personal area.
C. Devices across muiltiple countries for global access.
D. Devices within a large city for resource sharing.

Ef#: A

A :

A Local Area Network (LAN) typically connects devices within a limited geographic area such as an office, building, or campus.
AT+ Network foundational networking materials define a LAN as a high-speed network designed for local communication, enabling
users to share resources such as files, printers, applications, and internet access.

LANSs operate using technologies like Fthernet and Wi-Fi and are characterized by low latency, high bandwidth, and centralized
administration. They differ from Metropolitan Area Networks (MANSs), Wide Area Networks (WANSs), and Personal Area
Networks (PANSs), each of which serves a different geographic scope.

LANSs form the core of enterprise internal networks and are often integrated with larger networks through routers and firewalls. Al+
Network training consistently highlights LANS as the first layer of organizational network architecture.

B #13
(What distinguishes Kubernetes in the orchestration of containerized applications?)

A. Tt automates deployment and scaling while managing container lifecycles.
B. It uses YAML files for device-level configuration tasks.

C. It restricts workloads to a single server for improved performance.

D. It requires manual intervention to balance workloads across nodes.

EfE: A

fi .-

Kubernetes is distinguished by its ability to fully automate the deployment, scaling, and lifecycle management of containerized
applications. According to Al+ Network advanced networking documentation, Kubernetes operates as acontainer orchestration
platformthat abstracts infrastructure complexity and ensures applications remain available, scalable, and resilient.

Kubernetes continuously monitors the state of containers and nodes, automatically restarting failed containers, rescheduling
workloads when nodes go down, and scaling applications up or down based on demand. This self-healing and auto-scaling
capability eliminates the need for manual workload balancing, which is a major advantage in dynamic, cloud-native environments.
While Kubermnetes does use YAML files, these are not for device-level configurations but for declarative application definitions. It
also supports distributed workloads across multiple nodes and clusters, rather than restricting applications to a single server. Al+
Network materials emphasize Kubernetes as a foundational technology for microservices, multi-cloud deployments, and Al-driven
mfrastructure due to its automation- first design.

B #14
(What makes behavioral analysis effective against unknown cyber threats?)

A. Tt uses manual investigation to identify suspicious activities.

B. It relies on predefined signatures to identify specific malware.
C. It focuses on analyzing static features like file metadata.

D. It detects threats by monitoring deviations from normal activity.

IEf#: D



Behavioral analysis is effective against unknown cyber threats because it detects anomalies by monitoring deviations from established
normal behavior. A+ Network security documentation explains that instead of relying on known attack signatures, behavioral
analysis builds baselines of normal user, device, and network activity.

‘When behavior deviates significantly-such as unusual login patterns, abnormal data transfers, or unexpected process execution-the
system flags the activity as potentially malicious. This allows detection of zero-day attacks and advanced persistent threats that
signature-based tools cannot identify.

Static metadata analysis and manual nvestigation are slower and less adaptive. Al+ Network frameworks emphasize behavioral
analysis as a critical Al-driven capability for modern threat detection, enabling proactive defense against evolving cyber risks.

HMA #15
(What does a cookbook define in Chef's configuration process?)

A. Environment variables for physical and virtual machines.
B. Resources and the sequence of their application on nodes.
C. Commumnication protocols between servers and nodes.

D. Metadata storage for verifying configuration changes.

IEf#: B

R -

In Chef's configuration management process, a cookbook defines the resources and the sequence in which they are applied to
nodes. Al+ Network automation documentation explains that cookbooks are the fimdamental building blocks of Chef, containing
recipes, attributes, templates, and files required to configure systems consistently.

Recipes within a cookbook specifywhat resources are needed-such as packages, services, files, and users- andthe order in which
they should be executed. This ensures predictable and repeatable configuration across large-scale infrastructures. Chef follows a
declarative approach, meaning the desired system state is defined, and Chef enforces that state automatically.

Cookbooks do not define communication protocols or environment variables directly, nor are they limited to metadata storage. Al+
Network orchestration principles emphasize Chef cookbooks as essential for scalable autormation, compliance enforcement, and
infrastructure-as-code practices.
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