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R #721
What is the BEST way to ensure users comply with organizational security requirements for password complexity?

A. Require each user to acknowledge the password requirements

B. Include password construction requirements in the security standards
C. Enable system-enforced password configuration

D. Implement strict penalties for user noncompliance
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Automated controls are generally more effective in preventing improper actions. Policies and standards provide some deterrence,
but are not as effective as automated controls.
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Which of the following would BEST enable the timely execution of an incident response plan?

A. The introduction of a decision support tool
B. Definition of trigger events

C. Centralized service desk

D. Clearly defined data classification process
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The MOST important finction of a risk management program s to:

A. minimize residual risk.
B. maximize the sum of all annualized loss expectancies (ALEs).
C. eliminate mherent risk.

D. quantify overall risk.
BER: A
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Section: INFORMATION RISK MANAGEMENT

Explanation:

A risk management program should minimize the amount of risk that cannot be otherwise eliminated or transferred; this is the residual
risk to the organization. Quantifying overall risk is important but not as critical as the end result. Eliminating inherent risk is virtually
impossible. Maximizing the sum of all ALEs is actually the opposite of what is desirable.

R RE #724
Which of'the following would be MOST effective in reducing the impact of a distributed denial of service (DDoS) attack?

A. Tmpose state limits on servers.

B. Harden network security.

C. Spread a site across muiltiple ISPs.
D. Block the attack at the source.

ZER: C
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Explanation

The answer to the question is B. Spread a site across muiltiple ISPs. This is because spreading a site across nultiple Internet service
providers (ISPs) can help to reduce the impact of a distributed denial of service (DDoS) attack by increasing the bandwidth and
redundancy of the site, and making it harder for the attacker to target and overwhelm a single point of failure. Spreading a site across
multiple ISPs can also help to distribute the traffic load and balance the performance of the site, and to mitigate the effects of regional
or network-specific outages or disruptions. Spreading a site across multiple ISPs can be done by using various techniques, such as



anycast routing, content delivery networks (CDNGs), or cloud-based services12.

Spreading a site across muiltiple ISPs can help to reduce the impact of a DDoS attack by increasing the bandwidth and redundancy
of the site, and making it harder for the attacker to target and overwhelm a single point of failure. (From CISM Manual or related
resources) References = CISM Review Manual 15th Edition, Chapter 4, Section4.2.1, page 2091; DDoS Attacks-A Cyberthreat
and Possible Solutions2
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The MOST important factor in planning for the long-term retention of electronically stored business records is to take into account
potential changes in:

A. regulatory and legal requirements.
B. storage capacity and shelf life.

C. application systens and media.
D. business strategy and direction.

ER: C
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Long-termretention of business records may be severely impacted by changes in application systems and media. For example, data
stored in nonstandard formats that can only be read and interpreted by previously decommissioned applications may be difficult, if
not impossible, to recover. Business strategy and direction do not generally apply, nor do legal and regulatory requirements. Storage
capacity and shelf life are important but secondary issues.
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