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as cybersecurity experts.

Cisco Conducting Threat Hunting and Defending using Cisco Technologies
for CyberOps Sample Questions (Q11-Q16):

NEW QUESTION # 11
Which of the following types of analysis is commonly used to track financial transactions and money flow in threat actor attribution?

¢ A Forensic analysis
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¢ B. Linguistic analysis
¢ C. Financial analysis
¢ D. Emergency response analysis

Answer: C

NEW QUESTION # 12
Which of the following is a commonly used threat modeling approach?

A. Scrum methodology
B. Waterfall model

C. Agile development
D. STRIDE model

Answer: D

NEW QUESTION # 13
What disadvantage does automation in security operations face?

A. Tt can replace human intuition and decision-making
B. It reduces the need for cybersecurity policies

C. It can identify all types of malware without updates
D. It may struggle with new and unknown threats

Answer: D

NEW QUESTION # 14
A threat hunter is performing a structured hunt usingCisco Secure Endpoint (AMP)telemetry to identify credential harvesting activity.
Which data source is MOST critical during thedata collection and processing phaseof the hunt?

A. User-reported suspicious activity

B. Threat intelligence reports from external vendors

C. File reputation scores from Talos

D. Endpoint process execution and memory access events

Answer: D

Explanation:

The correct answer isendpoint process execution and memory access events. During thedata collection and processing phase, the
goal is to gatherhigh-fidelity telemetrythat supports hypothesis validation.

Credential harvesting often occurswithout dropping malwareand instead relies on:

* Memory scraping

* LSASS access

* Credential dumping tools

* In-memory execution

Cisco Secure Endpomnt provides deep visibility into:

* Process creation and parent-child relationships

* Memory access attempts

* Privilege abuse

* Fileless execution

Option A provides enrichment but not raw behavioral evidence. Option C supports context but does not replace endpoint telemetry.
Option D is reactive and unreliable for structured hunts.

Within theCBRTHD threat hunting lifecycle, this phase emphasizesevidence over indicators. Without endpoint execution and
memory telemetry, hunters cannot reliably confirm credential access techniques.

This aligns withMITRE ATT&CK Credential Accesstactics and Cisco's emphasis onendpoint behavioral analytics.

Thus,Option Bis the correct answer.



NEW QUESTION # 15
What is the first step in the Threat Hunting process?

A. Analyzing the data

B. Defining assumptions

C. Identifying potential threats
D. Collecting data

Answer: B

NEW QUESTION # 16
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