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HM #38

A company is using Prisma SASE (Prisma Access) with Enterprise DLP and SaaS Security features. They want to monitor for
accidental or malicious sharing of confidential documents (identified by content signatures or keywords) within sanctioned SaaS
applications like Microsoft SharePoint Online and Slack. Access to these applications is over HTTPS. What capabilities and
configurations are necessary to achieve this monitoring and enforcement within encrypted sanctioned SaaS application traffic?
(Select all that apply)

¢ A. WildFire analysis profile configured to scan document files uploaded or shared within the SaaS applications.

¢ B. Security Policy rules matching user traffic to the sanctioned SaaS applications (identified by App-ID), with the Data
Filtering profile applied.

¢ (. Data Filtering profiles configured with patterns (e.g., keywords, regex, content identifiers) that define the confidential
documents.

¢ D. App-ID successtully identifying specific application functions like 'sharepoint-upload', 'slack-post', or 'slack-file-upload'
within the encrypted traffic.

e E. SSL Forward Proxy decryption policy configured to decrypt traffic to the domains used by sanctioned SaaS applications
(SharePoint, Slack).

Ef#: B. C. D\ E

BRI :

Monttoring sensitive data sharing within encrypted SaaS apps requires decryption, defining data patterns, identifying application
actions, and applying policy. - Option A (Correct): Decryption is essential to see the content and specific actions within encrypted
SaasS traffic. - Option B (Correct): Data Filtering profiles are used to define what constitutes 'confidential documents' based on
content. - Option C (Correct): Security Policy rules specify where the inspection happens. Rules matching the sanctioned SaaS
applications and applying the Data Filtering profile ensure content inspection is performed on traffic to/from those apps. - Option D
(Correct): App-ID's ability to identify specific application finctions (like uploading or posting files/messages) is necessary for
creating granular DLP policies (e.g,, alert if confidential data is uploaded to SharePoint but maybe just log if it's viewed ). - Option E:
WildFire scans for malware within files, not sensitive data content. While scanning uploaded files for malware is important, it's not the
mechanism for detecting sensitive data patterns.

R #39
Which of'the following statements accurately describes the relationship between Cloud-Delivered Security Services (CDSS) and
Security Profiles on Palo Alto Networks NGFWs and Prisma SASE?

e A. CDSS subscriptions automatically apply security actions globally without requiring Security Policy or profile configuration.

e B. Security Profiles are only used for basic Layer 4 filtering (port/protocol), while CDSS provide advanced inspection.

e C. Security Profiles are configuration objects on the firewall/Prisma Access where administrators define the desired security
actions, and these profiles leverage the intelligence and capabilities provided by the CDSS subscriptions.

e D. CDSS are entirely separate cloud services that operate independently of the security profiles configured on the
firewall/Prisma Access.

e E. CDSS are physical or virtual appliances deployed alongside the firewall to perform security inspection.

Ef: C

AR :

CDSS subscriptions enhance the efficacy of the security profiles configured on the firewall or Prisma SASE. - Option A: CDSS are
cloud services, but they are integrated with and leveraged by the firewall's security profiles. - Option B (Correct): Security Profiles
(Threat, URL, WildFire Analysis, etc.) are where the administrator defines the policy (e.g., 'block high-severity threats', 'alert on
ganbling sites'). These profiles, when subscribed to the relevant CDSS, gain access to the latest threat intelligence, cloud-based
analysis engines (WildFire), and dynamic databases (URL Filtering, DNS Security) provided by the CDSS. The firewall enforces
the policy defined in the profile using the intelligence from the cloud. - Option C: CDSS provide intelligence and capabilities, but
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policy actions (allow, block, alert) are defined by the administrator in Security Profiles and applied via Security Policy rules. - Option
D: Security Profiles contain configurations for advanced Layer 7 inspection engines (App-ID, Content-1D), not just basic Layer 4
filtering. - Option E: CDSS are cloud-delivered services , not physical or virtual appliances deployed by the customer (the exception
being some on-premises components like WF-500 appliances for specific use cases, but the service itself is cloud-based).

HH #40

A remote user connects to Prisma Access via GlobalProtect. The admmistrator wants to see the detailed Host Information Profile
(HIP) data collected from the user's endpoint (e.g,, list of running processes, patch details, AV status) for troubleshooting or
compliance verification. Where can the administrator view the detailed HIP report for a specific user session in the Palo Alto
Networks ecosystem?

A. In the System logs on the Prisma Access service edge.

B. On the user's local GlobalProtect client application interface.

C. In the HIP Match logs.

D. In the Traffic logs filtered by the user's session.

E. Within the detailed session information view for the GlobalProtect tunnel in the monitoring tab.

EfE: C

R -

Palo Alto Networks firewalls and Prisma Access generate specific log types for HIP-related events. - Option A: Traffic logs contain
session details but not the full granular HIP data report. - Option B (Correct): HIP Match logs (or HIP logs) are specifically
generated when a HIP profile is matched or when HIP data is reported by the agent. These logs contain summaries of the HIP
evaluation result (which HIP profiles were matched) and often include a link or ability to view the detailed HIP report (raw data
collected from the endpoint) associated with that specific log entry. - Option C: The monitoring tab might show the tunnel status and
basic session info but typically not the granular HIP report data within the session view itself. - Option D: System logs track
operational events. - Option E: The local client interface shows basic status and potentially summary compliance info but not the full
detailed report available to the administrator.

R #41
Which of the following is a characteristic of a "true positive" security alert?
Response:

A. A malicious attack occurs but is not detected

B. Analert is incorrectly flagged as malicious but is actually benign
C. An alert is ignored because it is too frequent

D. An alert is triggered for a real threat that needs response

IEfE: D

R #42

An admmistrator configures a new VLAN interface on a Palo Alto Networks Strata NGFW and assigns it to an existing Security
Zone named 'VLAN-Zone'. The administrator then attempts to create a Security Policy rule allowing traffic from 'Internal-Users'
zone to However, traffic between these zones fails, and logs show the traffic hitting the implicit 'deny' rule, even though interfaces are
correctly configured and IP routing is working, Which configuration aspect related to zones and interfaces was MOST likely
overlooked?

A. Security Policy rules are processed top-down, and a broader 'deny' rule above the new rule is blocking the traffic.
B. The interfaces in the "VLAN-Zone' were configured as Layer 2 interfaces instead of Layer 3 interfaces.

C. The new VLAN interface was not explicitly assigned to the "VLAN-Zone' during configuration.

D. The Zone Type for "VI-AN-Zone' was set to 'External instead of 'Internal’.

E. The 'Internal-Users' zone is configured as a "Tap' zone, which does not permit traffic forwarding.

IEfE: C
R -

For a security policy rule defined between two zones (e.g., 'Internal-Users' and ' VLAN-Zone') to be evaluated and potentially
matched by traffic flowing through the firewall, the interfaces where that traffic enters and exits the firewall must be assigned to the



respective source and destination zones specified in the policy rule. If the new VLAN mterface intended for the "VLLAN-Zone' was
created but not explicitly associated with the "VI-AN-Zone' object in the configuration, traffic coming in on that interface will not be
seen as originating (or destined for, depending on direction) the "VI-AN-Zone' , and thus will not match the zone-based policy rule.
The traffic then proceeds down the rule list and hits the implicit deny. Option A describes an interface mode, but the core issue is the
zone assignment itself. Option C is a general policy troubleshooting step but doesn't address the mitial problem of the traffic not being
associated with the correct zone for policy lookup. Option D describes a specific zone type that wouldn't forward traffic, but the
question implies the zone configuration is correct, while the interface assignment might be missing, Option E is irrelevant; the zone
name and type are logical labels for policy, not direct blockers like the lack of interface assignment.
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