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What is the smallest scope for an environment variable?

A. the workflow settings

B. the workflow env mapping
C.ajob

D. astep

IEf#: D

R -

In GitHub Actions, environment variables can be defined at three different scopes: workflow, job, and step. Each scope determines
the visibility and lifetime of the environment variable across the workflow execution.

Variables defined at the workflow scope are available to all jobs and steps within the workflow.

Variables defined at the job scope are available to all steps within a specific job.

Variables defined at the step scope are only available to the step in which they are defined. They are declared within a step and are
not visible outside of that step.

Reference:

https/medium com/@leroyleowdev/github-actions-ways-to-share-data-between-jobs-

4267fac2ce
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As a developer, you have configured an IP allow list on a GitHub organization. Which effects does the IP allow list have on GitHub
Actions? (Each answer presents a complete solution.

Choose two.)

A. You can use standard GitHub- hosted runners since their IP addresses are automatically allowed.
B. You nust allow GitHub Actions's IP address ranges in order to use marketplace actions.

C. You can use GitHub-hosted larger runners since they can be configured with static IP addresses.
D. You can use self-hosted runners with known IP addresses.

iFf@E: C. D
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Using GitHub Actions with an IP allow list. If you use an IP allow list and would also like to use GitHub Actions, you must use self-
hosted runners or GitHub-hosted larger runners with static IP address ranges To allow your self-hosted or larger hosted runners to
communicate with GitHub, add the IP address or IP address range of your runners to the IP allow list that you have configured for
your enterprise.

Reference:

httpsz/docs.github.com/en/enterprise-cloud@latest/organizations/keeping- your-organization- secure/managing-security-settings-for-
your-organization/managing-allowed-ip-addresses-for- your-organization

HA #54
You have exactly one Windows x64 self-hosted runner, and it is configured with custom tools. Which syntax could you use in the
workflow to target that runner?

A. self-hosted: [windows-x64]

B. runs-on: windows-latest

C. runs-on: [self-hosted, windows, x64]
D. self-hosted: [windows, x64]

EfE: C
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The runs-on keyword allows you to specify the operating system and other labels for the runner. By specifying self-hosted,
windows, and x64, you are targeting a self-hosted Windows runner that matches these criteria, which aligns with the custom
configuration of your self-hosted runner.

B #55
As a developer, you need to integrate a GitHub Actions workflow with a third-party code quality provider that uses the Checks
API. How should you trigger a follow-up workflow?

A. Add the check run webhook event as a trigger for the workflow when the code quality integration is completed

B. Add the deployment webhook event as a trigger for the workflow when the code quality integration is completed

C. Add the workflow run webhook event as a trigger for the workflow for the code quality integration name

D. Add the pull request webhook event as a trigger for the workflow when the code quality integration is synchronized

EfE: A

fiR .-
The check run event is triggered when a check (such as a code quality check) completes, including when the status ofa check
changes. By adding this event as a trigger, you can initiate a follow-up workflow when the code quality integration finishes its checks.

E Y #56

As a developer, you need to use GitHub Actions to deploy a microservice that requires runtime access to a secure token. This token
is used by a variety of other microservices managed by different teans in different repos. To minimize management overhead and
ensure the token is secure, which mechanisis should you use to store and access the token? (Each correct answer presents a
complete solution. Choose two.)

A. Store the token in a configuration file in a private repository. Use GitHub Actions to deploy the configuration file to the

runtime environment.

e B. Use a corporate non-GitHub secret store (e.g,, HashiCorp Vault) to store the token. During deployment, use GitHub
Actions to store the secret in an environment variable that can be accessed at runtime.

e (. Store the token as an organizational-level encrypted secret in GitHub. During deployment, use GitHub Actions to store the
secret in an environment variable that can be accessed at runtime.

e D. Store the token as a GitHub encrypted secret in the same repo as the code. Create a reusable custom GitHub Action to
access the token by the microservice at runtime.

¢ E. Store the token as a GitHub encrypted secret in the same repo as the code. During deployment, use GitHub Actions to

store the secret in an environment variable that can be accessed at runtime.

.—I.Eﬁ: B\ C



fiR .-

[B] Using a corporate secret store like HashiCorp Vault provides a secure, centralized location for sensitive information. GitHub
Actions can then retrieve and store the token securely during deployment by setting it as an environment variable, ensuring the token
remains secure and accessible at runtime.

[C] Storing the token as an organizational-level encrypted secret in GitHub ensures 1t is accessible across multiple repositories,
minimizing management overhead. GitHub Actions can then use this secret during deployment by setting it as an environment
variable, allowing the microservice to access it securely at runtime.

B #57
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