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feEY 71

Describe the concepts of security, compliance, and identity: This exam section covers topics such as
describing security and compliance concepts, defining identity concepts, and exploring the concepts of
ADS.

fEY 72

Describe the capabilities of Microsoft Entra: This section of the exam covers the function and identity types
of Microsoft Entra ID; authentication mechanisims of Microsoft Entra ID, and access management
capabilities of Microsoft Entra ID.

fEY Z 3

Describe the capabilities of Microsoft compliance solutions: In this section of the exam, candidates are
tested for their knowledge of Microsoft Service Trust Portal and privacy principles, compliance
management, data protection, nsider risk, eDiscovery, and audit capabilities in Microsoft Purview.

ey 74

Describe the capabilities of Microsoft security solutions: In this section, candidates are tested for their skills
n explaining the core infrastructure security services in Azure, security management capabilities of Azure,
what are the capabilities of Microsoft Sentinel, and what threat protection with Microsoft Defender XDR.
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HR #45
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
Microsoft Defender for Endpoint can protect Android dévices. o o
Microsoft Defender for Endpoint can protect Aziire virtual machines that run O O
Windows 10.
. " w a® . - s
Microsoft Defender for Endpointean protect Microsofts chhant‘Q_ afipey 11 O O
sites and content from viruses. ﬁﬂq{ CTrO3011
EfE:
fEE R
Statements Yes No
Microsoft Defender for Endpoint can protect Android devices. el O
Microsoft Defender for Endpoint can protect Azure'virtual machines that run (O O
Windows 10. B
. :ﬂ’(_“ P . . l_ =
Microsoft Defender for Endiigif# kan ﬁfrm@ M?crpsbft SharePoint Online O Q!
sites and content from viruses. © © = =R &

w, - ra
Statements H\#J ICro 5{;‘ i ”f. o
9]

Microsoft Defender for Endpoint can protect Android devices. O

Microsoft Defender for Endpoint can protect Azure virtual machings that run O o
Windows 10.

Microsoft Defender for Endpoint€an protect Microsoft SharePoint Online O (o]
sites and content from viruses.

HR #46

Select the answer that correctly completes the sentence.
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Answer Area

When users attempt to access an application or a service L.é.Uﬁ"":‘.’.“.'C ation _____!] controls their level of access.
administration
audiing
authentication

authorization

Answer Area
When users attempt to access an application or 2 s€pace, l authentication ¥ ] controls their level of access.
administration
auditing
fauthorization _ _ |
Explanation:
authorization

In the context of Microsoft identity and access management, when users attempt to access an application or a service, authorization
is what controls their level of access. This concept is clearly defined in Microsoft's Security, Compliance, and Identity (SCI) learning
paths, particularly in SC-900 and SC-300 certifications.

From Microsoft SCI training materials:

"Authentication is the process of verifying the identity of a user, while authorization is the process of determining what resources a
user can access and what actions they are permitted to perform." In more detail:

Authentication confirms who you are (e.g., verifying credentials through Azure AD, MFA).

Authorization decides what you can do (e.g., access to files, roles, permissions in an app or service).

SCI documentation explains:

"Once authentication is successfll, authorization policies are applied to determine whether the authenticated user is allowed to access
the requested resource and at what level." This principle is implemented using role-based access control (RBAC) in Microsoft Azure
and Microsoft 365 environments. For example, even if a user successfully logs into the Microsoft 365 portal (authentication), their
ability to manage Exchange Online settings or view compliance data depends on their assigned roles (authorization).

HEH #47

Match the Microsoft Defender for Office 365 feature to the correct description.

To answer, drag the appropriate feature from the column on the left to its description on the right. Each feature may be used once,
more than once, or not at all.

NOTE: Each correct match is worth one point.

Features Answer Area

|Threat Explorer l " Feature, .. Provides intelligence on prevailing cybersecurity issues

Threat Trackers ‘ | ¥ :

| s Feature n Provides real-time reports to identify and analyze recent threats
’Anti-phishing pmtertion ]

Feature  Detects impersonation attempts
Ef&:
Features Answer Area ¢
l Threat Explorer ” ﬂ-ﬁ 'phiSthg'PFOt!‘-‘E?'OH " {Provides intelligence on prevailing cybersecurity issues
WIThreat Trackers ] - it
j| Threat Explorer \Provides real-time reports to identify and analyze recent threats

]ﬁ\ﬁ-phishing protection 7

|Threat Trackers Detects impersonation attempts



Anti-phishing protection  |Provides intellig sequrity issues
[ Threat Explorer ]Provides realN&%orts to identify and analyze recent threats
 Threat Trackers | personation attempts

B #48
Select the answer that correctly completes the sentence.

« provides a central !acatmrrfor managing information protection,
Azure Defender mform,attgr@v;eﬁ’nance and data loss prevention (DLP) policies.

‘The Microsoft 365 compliance center _
' The Microsoft 365 security center _ N
Microsoft Endpoint Manager ; _1- : —

Microsoft

Ef#:
L.

provides a central location for managing information protection,
information governance, and data loss prevention (DLP) policies.

Azure Defender
The Microsoft 365 compl:ance center

:The Microsaft 365 security center

dpoififiylapager)

Explanation:
Text Description automatically generated

rGlfeDeenden |nform nance, and data loss prevention (DLP) policies.

| The Microsoft 365 compliance center |
' The Microsoft 365 security center .
Microsoft Endpoint Manager Ag

=|:I M iCI’OSOfT v prowdes a cir‘% catlon for managing information protection,
T

B #49
Select the answer that correctly completes the sentence.

P . 'Microsoft g\d'

When users sign in. | auth

verifies thew credentials to prove their identity.

T LSeTE S i hedilfies thew credentali 10 prove their identity.

ALt ROz aTICn

Explanation:
In Microsoft identity terminology, authentication is the step that proves who the user is when they attempt to sign in. Microsoft Learn
defines it plamnly: "Authentication is the process of proving the identity of a user, device, or service." By contrast, "Authorization is the



process of determming what a user, device, or service can do." During sign-in to Microsoft Entra ID (formerly Azire AD), "the
identity provider validates credentials and, upon successful authentication, issues tokens that applications use to grant access."
Microsoft further explains the available methods: "Microsoft Entra ID supports multiple authentication methods, including passwords,
multi-factor authentication, FIDO2 security keys, certificate-based authentication, and federated authentication." Auditing and
administration are not the mechanisirs that verify identity at sign-in. Auditing "records security- relevant events for investigation and
compliance," while administration "refers to configuring and managing identities, access policies, and settings." Therefore, in the
sentence "When users sign in, verifies their credentials to prove their identity," the correct completion is authentication,
because it is the control that validates the user's credentials and establishes identity before any authorization decisions are made.

Answer Area
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