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R #72
You have enabled security updates for a repository. When does GitHub mark a Dependabot alert as resolved for that repository?




A. When you merge a pull request that contains a security update

B. When Dependabot creates a pull request to update dependencies
C. When the pull request checks are successful

D. When you dismiss the Dependabot alert

EfE: A

R

A Dependabot alert is marked as resolved only after the related pull request is merged into the repository. This indicates that the
vulnerable dependency has been officially replaced with a secure version in the active codebase.

Simply generating a PR or passing checks does not change the alert status; merging is the key step.

HE#73
What is a security policy?

¢ A. Afile ina GitHub repository that provides instructions to users about how to report a security vulnerability
¢ B. Analert about dependencies that are known to contain security vulnerabilities

e C. A security alert issued to a community in response to a vulnerability

¢ D. Anautomatic detection of security vulnerabilities and coding errors in new or modified code

EfE: A

A -

A security policy is defined by a SECURITY.md file in the root of your repository or .github/ directory. This file informs contributors
and security researchers about how to responsibly report vulnerabilities. It improves your project's transparency and ensures timely
commumnication and mitigation of any reported issues.

Adding this file also enables a "Report a vulnerability” button in the repository's Security tab.

H #74
When secret scanning detects a set of credentials on a public repository, what does GitHub do?

e A Itdisplays a public alert in the Security tab of the repository.
¢ B. It sends a notification to repository members.

e C. It notifies the service provider who issued the secret.

e D. It scans the contents of the commits for additional secrets.

EfE: C

fiR .-

When a public repository contains credentials that match known secret formats, GitHub will automatically notify the service provider
that issued the secret. This process is known as "secret scanning partner notification". The provider may then revoke the secret or
contact the user directly.

GitHub does not publicly display the alert and does not send internal repository notifications for public detections.

HE#75
Which of the following Watch settings could you use to get Dependabot alert notifications? (Each answer presents part of the
solution. Choose two.)

A. The All Activity setting

B. The Ignore setting

C. The Custom setting

D. The Participating and (@mentions setting

EME: AL C

A -
Comprehensive and Detailed Explanation:
To receive Dependabot alert notifications for a repository, you can utilize the following Watch settings:



Custom setting: Allows you to tailor your notifications, enabling you to subscribe specifically to security alerts, including those from
Dependabot.

All Activity setting: Subscribes you to all notifications for the repository, encompassing issues, pull requests, and security alerts like
those from Dependabot.

The Participating and @mentions setting limits notifications to conversations you're directly involved in or mentioned, which may not
include security alerts. The Ignore setting unsubscribes you from all notifications, including critical security alerts.

GitHub Docs

+1

GitHub Docs

+1

HM #76
How do I configure a webhook to monitor key scan alert events? What are the steps of this operation?

¢ A. Configure a webhook to monitor for secret scanning alert events.

¢ B. Document alternatives to storing secrets in the source code.

e C. Dismiss alerts that are older than 90 days.

¢ D. Enable system for cross-domain identity management (SCIM) provisioning for the enterprise.

IE%: A\ B

A -

To proactively address secret scanning;

Webhooks can be configured to listen for secret scanning events. This allows automation, logging, or alerting in real-time when
secrets are detected.

Documenting secure development practices (like using environment variables or secret managers) helps reduce the likelihood of
developers committing secrets in the first place.

Dismissal based on age is not a best practice without triage. SCIM deals with user provisioning, not scanning alerts.
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