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M #340

During an IT department reorganization, the manager of a risk mitigation action plan was replaced. The new manager has begun

implementing a new control after identifying a more effective option. Which of the following is the risk practitioner's BEST course of
action?

e A. Seek approval from the previous action plan manager
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¢ B. Modify the action plan in the risk register
e C. Communicate the decision to the risk owner for approval
e D. Identify an owner for the new control
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Which of the following is the MAIN benefit to an organization using key risk indicators (KRIs)?

A. KRIs provide a basis to set the risk appetite for an organization

B. KRIs signal that a change in the control environment has occurred.

C. KRIs assist in the preparation of the organization's risk profile.

D. KRIs provide an early warning that a risk threshold is about to be reached.
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The main benefit of using key risk indicators (KRIs) for an organization is that they provide an early warning that a risk threshold is
about to be reached. KRIs are metrics that measure the likelihood and impact of risks, and help monitor and prioritize the most
critical risks. KRIs also help to trigger timely and appropriate risk responses, before the risk becomes unmanageable or
unacceptable. The other options are not the main benefit of using KRIs, although they may be secondary benefits or outcomes.
References = Risk and Information Systems Control Study Manual, Chapter 4, Section 4.4.1, page 4-36.

H #342
Which of the following is the most accurate definition of a project risk?

e A. Explanation:
Risk is an uncertain event or condition that, if it occurs, has an effect on at least one project objective. Project risk is
concerned with the expected value of one or more results of one or more future
events in a project. It is an uncertain condition that, if it occurs, has an effect on at least one
project objective. Objectives can be scope, schedule, cost, and quality. Project risk is always in the
future.

¢ B. It is an uncertain event or condition within the project execution.

C. is incorrect. Risk is not unknown, it is uncertain; in addition, the event can affect at least

one project objective - not just the project scope.

D. It is an unknown event that can affect the project scope.

E. It is an uncertain event that can affect at least one project objective.

F. It is an uncertain event that can affect the project costs.

G. is incorrect. This statement is almost true, but the event does not have to happen within

project execution.
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is incorrect. Risks can affect time, costs, or scope, rather affecting only cost.

H #343
Which of the following is the MOST important data source for monitoring key risk indicators (KRIs)?

A. Automated logs collected from different systems

B. Audit reports from internal information systens audits
C. Drrectives from legal and regulatory authorities

D. Trend analysis of external risk factors
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* Key risk indicators (KRIs) are metrics that help organizations monitor and evaluate the level of risk they are exposed to. They
provide early warmning signals of potential issues that could affect the achievement of organizational goals12.

* The most important data source for monitoring KRIs is automated logs collected from different systems, which are records that
capture and store the details and history of the transactions or activities that are performed by the organization's processes, systens,
or controls34.

* Automated logs collected from different systems are the most important data source because they provide timely and accurate
data and information on the performance and status of the organization's operations, and enable the detection and reporting of any
deviations, anomalies, or issues that may indicate a risk event34.

* Automated logs collected from different systemns are also the most important data source because they support the accountability
and auditability of the organization's operations, and facilitate the investigation and resolution of any risk event34.

* The other options are not the most important data sources, but rather possible inputs or factors that may influence or affect the
KRIs. For example:

* Directives from legal and regulatory authorities are documents that provide the expectations and obligations of the external
authorities or bodies that govern or oversee the organization's activities and operations, such as laws, regulations, standards, or
contracts5 . However, these documents are not the most important data source because they do not directly measure or monitor the
level of risk exposure, but rather provide the criteria or framework for risk compliances5 .

* Audit reports from internal information systems audits are documents that provide the findings and recommendations of the
independent and objective assessment of the adequacy and effectiveness of the organization's information systems, processes, and
controls . However, these documents are not the most important data source because they do not directly measure or monitor the
level of risk exposure, but rather provide the assurance or improvement for risk management .

* Trend analysis of external risk factors is a technique that involves analyzing and forecasting the changes and impacts of the external
factors that influence the organization's operations, such as technology, competition, regulation, or customer behavior . However, this
technique is not the most important data source because it does not directly measure or monitor the level of risk exposure, but rather
provide the insight or prediction for risk identification . References =

* 1: Key Risk Indicators: A Practical Guide | SafetyCulture 1

* 2: Key risk indicator - Wikipedia2

* 3: Database Activity Monitoring - Wikipedia3

* 4: Database Activity Monitoring (DAM) | Imperva4

* 5: Regulatory Compliance - Wikipedia5

* : Regulatory Compliance Management Software | MetricStream

:IT Audit and Assurance Standards, ISACA, 2014

:IT Audit and Assurance Guidelines, ISACA, 2014

: Trend Analysis - Investopedia

: Trend Analysis: A Definition and Examples
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B #344
Which of the following is performed after a risk assessment is completed?

A. Defining risk taxonomy

B. Identifying vulnerabilities

C. Conducting an impact analysis
D. Defining risk response options
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