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Topic 1

Threat Intelligence Management and ASM: This section of the exam measures the skills of Threat
Intelligence Analysts and focuses on handling and analyzing threat indicators and attack surface
management (ASM). It includes importing and managing indicators, validating reputations and verdicts,
creating prevention and detection rules, and monitoring asset inventories. Candidates are expected to use
the Attack Surface Threat Response Center to identify and remediate threats effectively.

Topic 2

Alerting and Detection Processes: This section of the exam measures the skills of Security Analysts and
focuses on recognizing and managing different types of analytic alerts in the Palo Alto Networks XSIAM
platform. It includes alert prioritization, scoring, and incident domain handling. Candidates must
demonstrate understanding of configuring custom prioritizations, identifying alert sources like correlations
and XDR indicators, and taking corresponding actions to ensure accurate threat detection.

Topic 3

Data Analysis with XQL: This section of the exam measures the skills of Security Data Analysts and covers
using the XSIAM Query Language (XQL) to analyze and correlate security data. It involves understanding
Cortex Data Models, analyzing events through datasets, and interpreting XQL syntax, schema, and query
options such as libraries and scheduled queries.

Topic 4

Automation and Playbooks: This section of the exam measures the skills of SOAR Engineers and focuses
on leveraging automation within XSIAM. It includes using playbooks for automated incident response,
identifying playbook components like tasks, sub-playbooks, and error handling, and understanding the
purpose of the playground environment for testing and debugging automated workflows.

Palo Alto Networks XSIAM Analyst Sample Questions (Q120-Q125):
NEW QUESTION # 120 
Match the incident type with an appropriate playbook response action:
Incident Type
A) Ransomware
B) Credential Theft
C) Phishing Email
D) Data Exfiltration
Playbook Action
1. Isolate endpoint and disable network access
2. Reset user password and audit login logs
3. Extract header and delete suspicious emails
4. Block exfiltration domain and terminate session
Response:

A. A-1, B-2, C-4, D-3
B. A-4, B-2, C-3, D-1
C. A-1, B-2, C-3, D-4
D. A-1, B-3, C-2, D-4

Answer: C

NEW QUESTION # 121 
You observe an indicator marked "Malicious" in your dashboard. What can you do next?
(Choose two)
Response:

A. Add it to the blocklist
B. Downgrade the alert to benign without justification
C. Create a prevention rule
D. Suppress alerts for 24 hours

Answer: A,C



NEW QUESTION # 122 
An analyst wants to investigate endpoint behavior related to file operations across multiple devices. Why would they use an XDM in
this case?
(Choose two)
Response:

A. To convert threat intelligence feeds into IOC alerts
B. To display static dashboards
C. To access structured endpoint data using a uniform schema
D. To simplify querying across diverse data types

Answer: C,D

NEW QUESTION # 123 
Match each investigation objective with the most appropriate XDM datas
Objective
A) Investigate DNS abuse
B) Review endpoint alert activity
C) Analyze malware process spawning
D) Investigate suspicious file writes
Dataset
1. xdm.dns_query
2. xdm.endpoint_alert
3. xdm.process
4. xdm.file_event
Response:

A. A-1, B-4, C-3, D-2
B. A-4, B-2, C-3, D-1
C. A-1, B-2, C-3, D-4
D. A-1, B-3, C-2, D-4

Answer: C

NEW QUESTION # 124 
Which of the following best defines a Cortex Data Model (XDM)?
Response:

A. A policy validation tool
B. A script engine for executing remediation
C. A predefined schema for organizing and querying telemetry data
D. A user-specific threat intelligence feed

Answer: C

NEW QUESTION # 125
......
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