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(Q44-Q49):

B #44
What does a modern Zero Trust security architecture offer compared to a traditional wall-and-moat (perimeter- based firewall)
approach?

A. Secures the perimeter of a network and does not allow access to any entities deemed "zero trust”
B. Continuously authenticates entities regardless of origin

C. Issues trust certificates to internal entities and zero trust certificates to external entities

D. Applies machine learning to gauge the trustworthiness of any external entities

IEf#: B
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A modern Zero Trust security architecture findamentally differs from the traditional wall-and-moat model by eliminating implicit trust
based on network location. As defined mNIST SP 800-207and reinforced in the CCIS curriculum, Zero Trust requirescontinuous
authentication and authorization of all entities, regardless of whether they originate from inside or outside the network.

Traditional perimeter-based security assumes that users and devices inside the network are trusted, focusing defenses at the
boundary. This approach fails in modern environments where cloud access, remote work, and compromised credentials allow
attackers to operate mnternally without triggering perimeter controls.

Zero Trust replaces this assumption with continuous validation using identity, behavior, device posture, and risk signals. Falcon
Identity Protection operationalizes this concept by continuously inspecting authentication traffic and reassessing trust throughout a
session, not just at login time.

Because Zero Trust applies universally and continuously,Option Dis the correct and verified answer.

HH #45
In the Predefined ReportsSubjectdropdown, which category is associated with endpoints?

A. Accounts
B. Insights
C. Events
D. Incidents

IEf: C

R -

Within Falcon Identity Protection, Predefined Reportsallow admmnistrators to generate standardized reports based on specific data
subjects. TheSubject dropdowndetermines the type of data the report will be built from, such as identity risks, authentication activity,
or endpoint-related telemetry.

The category associated withendpointsin the Subject dropdown isEvents. Endpoint-related data-such as authentication attempts,
logons, protocol usage, and domain controller-observed activity-is captured and represented aseventswithin Falcon. These events
form the foundational telemetry used for identity detections, investigations, and reporting.

By contrast:

* Insightsrepresent aggregated analytical findings derived from events.

* Incidentsgroup multiple detections into a single investigative narrative.

* Accountsfocus on identity entities such as users and service accounts.

Endpoint visibility in reporting is therefore tied directly toEvents, as events reflect the raw and enriched activity observed on
endpoints and domain controllers. This structure aligns with Falcon's identity-first security model, where endpoint-observed
authentication behavior feeds identity risk scoring and Zero Trust decisions.

The CCIS curriculum explicitly associatesendpoint-related reportingwith theEventssubject, makingOption Bthe correct and verified
answer.

HE #46
Where would a Falcon admmistrator enable authentication traffic inspection (ATI) for Domain Controllers?

¢ A, Identity configuration policies
¢ B. Identity protection settings



¢ (. Identity detection configuration
¢ D. Identity management settings

EfE: A
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Authentication Traffic Inspection (ATI) is a foundational capability of Falcon Identity Protection that enables the platform to analyze
authentication traffic from domain controllers. According to the CCIS documentation, ATI is enabled throughldentity configuration
policies.

Identity configuration policies define how the Falcon sensor captures and inspects authentication-related traffic, including Kerberos,
NTLM, LDAP, and other identity protocols. Enabling ATT at this level ensures that domain controllers provide the necessary
telemetry for identity risk analysis, detections, and behavioral profiling,

The other options are incorrect because:

* Jdentity management settings focus on identity governance and administration.

* Identity detection configuration controls detection logic, not traffic inspection.

* Identity protection settings manage high-level configuration but do not directly enable ATI.

Because ATI must be explicitly enabled vialdentity configuration policies,Option Ais the correct and verified answer.

B #47
Which of the following users would most likely have aHIGHrisk score?

A. User that has not logged in recently and is marked as Stale
B. Privileged user with a Compromised Password

C. User that recently logged in firom a shared endpoint

D. User that is a member of the Domain Admins group

Ef#: B
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Falcon Identity Protection calculates user risk scores based on a combination ofprivilege level,credential exposure, andbehavioral
indicators. According to the CCIS curriculum, aprivileged user with a compromised passwordrepresents one of the highest-risk
identity scenarios.

Privileged accounts-such as administrators or service accounts with elevated access-already pose increased risk due to their access
scope. When Falcon detects that such an account's credentials have been compromised, the risk escalates significantly because
attackers can immediately gain high-impact access without further escalation.

The other options do not inherently represent the same level of risk:

* Logging in from a shared endpoint may increase risk but is context-dependent.

* Stale users are risky but typically lower risk than active compromised credentials.

* Domain Admin group membership alone does not imply compromise.

Becausecredential compromise combined with privilegedramatically increases attack potential,Option Bis the correct and verified
answer.

E R #48
Under which CrowdStrike documentation category could you find Identity Protection API information?

A. CrowdStrike APIs
B. Tools and Reference
C. Falcon Management
D. CrowdStrike Store

IEf#E: A

AR :

Identity Protection API documentation is part of CrowdStrike's centralized API documentation structure.
According to the CCIS curriculum Identity Protection API nformation is located under the
"CrowdStrike APIs" documentation category.

This category includes:

* API authentication and scopes

* Identity Protection GraphQL schemas



* Query examples for detections, incidents, users, and risk

* Usage guidance and limitations

CrowdStrike consolidates all API-related documentation in one location to ensure consistent access and maintenance across Falcon
modules. Identity Protection APIs are not documented under Falcon Management, Store, or general reference sections.

Because all product APIs-including Identity Protection-are documented underCrowdStrike APIs,Option Dis the correct and verified
answer.
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