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Answer: C

Explanation:

Professional skepticism involves challenging evidence, verifying claims, and avoiding assumptions.

The auditors critically assessed the validity of evidence, ensuring claims made by Techvology were backed by concrete proof.
A . Incorrect:

Risk-based auditing prioritizes high-risk areas, but the paragraph focuses on verifying claims and evidence.

B . Incorrect:

Fair presentation ensures accurate reporting of findings, but the paragraph focuses on questioning evidence, not reporting,
Relevant Standard Reference:

Explanation:

Comprehensive and Detailed In-Depth

NEW QUESTION # 51

558 BHk

—{. Malik 71 Michael f& —{f FH % 4. A Hi DL S SE 55350 31D 56 W SR 1 8 7 HA 48 1 SR A R I 3 T BB Ao
BB IR BN — R KB E 35T A 7] ClastusiE AT i8R F % . MMTEET BATRIE T HEMBEEME, S5 EM
. iE—IK, Clastus #E{5, 5875 ISO/IEC 27001 #2758, fhMissase—15.

Tl E B B E N Tessa A Fil BEMAL, 0 HTE ITAHBME. SHEMGEE TS BRI E 5. HRw
A ALAH B0 RGBT BES S o A A BSE R A R A S AR A P 2 A s B L LR AR 2 R BB A R AT K, A
YE RS I A A% N5 1R JEU B 7K~ 53— 5T, Michael A2 38 1688415 B b A AZ ME AL FE o 8 AT 42 1 T AS A B B e A M 1

Ao

AT IR M EFHE TR, RYPIE 7 —RESTEB e, Mo JEw i —IaEN, DIREL. EREh
IR IR € - Michael 388 3 (1) 78R AH4% H B A b i —E/NRERE, A5 2412 2 thAHAK ) — 44 TT £k N\ B i ik
(f1, B, Tessa & 5L /B EHANR, WAAEMME 7 EEANERE, SiFbMeEEZEE -MEaE, X7
fEVIE A PEAE, Tessa AEFAZ MR — RAH &R sk fEEXRER L, Whin Clastus & B HRE T BT E
B KT, Tessa We Bk, &Efrt Clastus 3838 %A% LIRS h SR L2 RE i, EORER S ORFF (8 TR0 201
NG E ST

RIGE AR, /MRS 7B, 0IRE LR T 38R0 B0 ZH 3 5% A0 A0 b (8 S AT 3 1% . dE iRk
TER RIS T 7, (AR A2 A 4 R AR IR (o 2 AT R F A et TR, (AR
A O ER R AR, MRAEZMAEN. PEaT RO = 28 B Eataiamle AR SR, HEE
NGEATYER FREARAPT VR E

M3 FR s &, %L RIRE:



FE AT T AR AT AR, Xl 1 B SR B AT o AR e X BB, R ANER IR I8 o (B AP AR R A AR R
PRAESE. B F ARG ?

o AT, AL ISR A U A 1 1 0 R e AT BT PR RO B
o B. 7, A% IR ST A A% IR R Bk A AT M R A R T T A I A T
o C. &M, S atJy e BLRE e mT AR g 1252 JRU B o AN o2 BTt A 175 0, 0 HL AR 5 R S TR E

Answer: A

Explanation:

Organizations are not required to mitigate every nonconformity but must justify their risk acceptance.
Relevant Standard Reference:

ISO/IEC 270012022 Clause 6.1.3 (Risk Treatment Documentation Requirements) Explanation:
Comprehensive and Detailed In-Depth

B : Correct answer:

ISO/IEC 2700122022 Clause 6.1.3 (Information Security Risk Treatment) requires that any decision to accept risk be documented
and justified.

Failure to document this decision creates compliance and audit tracking gaps.

A : Incorrect:

Risk acceptance must always be documented for accountability.
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NEW QUESTION # 53
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Answer: A

Explanation:

A document review is a process of examining the documented information related to the management system before the on-site audit
activities. The purpose of a document review is to: 12 Determine the conformity of the management system, as far as documented,
with audit criteria, i.e., to check whether the documents are consistent, complete, and compliant with the requirements of ISO/IEC
27001 and any other applicable standards or regulations.

Gather information to support the on-site audit activities, i.e., to identify the scope, objectives, processes, controls, risks, and
opportunities of the management system, and to plan the audit methods, techniques, and resources accordingly.

The other statements are not accurate, because:



A document review does not reveal or decide about the conformity or nonconformity of the management system as a whole, but
only of the documented information. The conformity or nonconformity of the management systemis determined by the on-site audit
activities, which include interviews, observations, and tests12 A document review does not gather evidence or findings to support the
audit report or process, but information to support the on-site audit activities. The evidence or findings are collected during the on-
site audit activities, which are then documented and reported12 A document review does not detect any nonconformity of the
managemnent system, if documented, but determines the conformity of the documented information. The nonconformity of the
management system is detected by the on-site audit activities, which evaluate the performance and effectiveness of the management
systeml2 A document review does not identify information to support the audit plan, but gathers information to support the on-site
audit activities. The audit plan is prepared before the document review, based on the audit scope, objectives, criteria, and program
The document review is part of the audit plan implementationl 2 Reference:

1: ISO/IEC 27001:2022 Lead Auditor (Information Security Management Systens) Course by CQI and IRCA Certified Traning 1
2:ISO/IEC 27001 Lead Auditor Training Course by PECB 2
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Answer: A LEF

Explanation:

According to ISO/IEC 2700122022 clause 6.1, the organization must establish, implement and maintain an information security risk
management process that includes the following activities:

* establishing and maintaining information security risk criteria;

* ensuring that repeated information security risk assessments produce consistent, valid and comparable results;

* identifying the information security risks;

* analyzing the information security risks;

* evaluating the information security risks;

* treating the information security risks;

* accepting the information security risks and the residual information security risks;

* communicating and consulting with stakeholders throughout the process;

* monitoring and reviewing the information security risks and the risk treatment plan.

According to control A.5.29, the organization must establish, document, implement and maintain processes, procedures and controls
to ensure the required level of continuity for information security during a disruptive situation. The organization must also:

* determine its requirements for information security and the continuity of mformation security management in adverse situations, €.g.
during a crisis or disaster;

* establish, document, implement and maintain processes, procedures and controls to ensure the required level of continuity for
information security during an adverse situation,

* verify the availability of information processing facilities.

Therefore, the following options will not be in your audit trail, as they are not relevant to the information security risk management
process or the information security continuity process:

* E. Collect more evidence on how the organisation makes sure all staff periodically conduct a positive Covid test (Relevant to
control A.7.2). This is not relevant to the information security aspects of business continuity management, as it is related to the health



and safety of the staff, not the protection of information assets. Control A.7.2 is about screening of personnel prior to employment,
not during employment.

* G. Collect more evidence on how the organisation performs a business risk assessment to evaluate how fast the existing residents
can be discharged from the nursing home. (Relevant to clause 6). This is not relevant to the information security aspects of business
continuity management, as it is related to the operational and financial aspects of the business, not the identification and treatment of
information security risks. Clause 6 is about the information security risk management process, not the business risk management
process.

* H. Collect more evidence on what resources the organisation provides to support the staff working from home. (Relevant to clause
7.1). This is not relevant to the information security aspects of business continuity management, as it is related to the general
provision of resources for the ISMS, not the specific processes, procedures and controls to ensure the continuity of information
security during a disruptive situation. Clause 7.1 is about determining and providing the resources needed for the establishment,
implementation, maintenance and continual improvement of the ISMS, not the resources needed for the staff working from home.
References:

ISO/IEC 2700122022, clauses 6.1, 7.1, and Annex A control A.5.29

[PECB Candidate Handbook ISO/IEC 27001 Lead Auditor], pages 14-15, 17, 22-23 ISO 27001:2022 Annex A Control 5.29 -
What's New?

ISO 22301 Business Continuity Management System
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