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Palo Alto Networks Systems Engineer Professional - Cortex Sample
Questions (Q69-Q74):
NEW QUESTION # 69 
"Bob" is a Demisto user. Which command is used to add 'Bob" to an investigation from the War Room CLI?

A. @Bob
B. !invite Bob
C. /invite Bob
D. #Bob

Answer: A

NEW QUESTION # 70 
Which two formats are supported by Whitelist? (Choose two)

A. CIDR
B. Regex
C. CSV
D. STIX

Answer: A,B

NEW QUESTION # 71 
Which Cortex XDR capability prevents running malicious files from USB-connected removable equipment?

A. Device customization
B. Agent configuration
C. Restrictions profile
D. Agent management

Answer: C

Explanation:
The Restrictions profile in Cortex XDR is used to prevent running malicious files from USB-connected removable equipment. This
capability helps enhance endpoint security by blocking the execution of unauthorized or malicious files from external devices such as
USB drives, reducing the risk of malware spreading through these vectors.

NEW QUESTION # 72 
Which feature of Cortex Xpanse allows it to identify previously unknown assets?

A. Scheduled network scanning
B. Continuous internet scanning
C. Active directory enumeration
D. Dynamic asset registration

Answer: B

Explanation:
Cortex Xpanse uses continuous internet scanning to identify previously unknown assets. This feature allows the platform to
continuously monitor the internet for new or unregistered assets that could be associated with an organization's network, providing
real-time visibility into potential exposure or vulnerabilities.

NEW QUESTION # 73 
A Cortex XSOAR customer has a phishing use case in which a playbook has been implemented with one of the steps blocking a
malicious URL found in an email reported by one of the users.



What would be the appropriate next step in the playbook?

A. Disable the user's email account.
B. Change the user's password.
C. Email the user to confirm the reported email was phishing.
D. Email the CISO to advise that malicious email was found.

Answer: C

Explanation:
Reference: https://www.paloaltonetworks.com/blog/security-operations/playbook-of-the-week-phishing-for- trouble-with-cortex-
xsoar/
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