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ISA/IEC 62443 Cybersecurity Fundamentals Specialist Sample Questions
(Q39-Q44):
NEW QUESTION # 39 
After receiving an approved patch from the JACS vendor, what is BEST practice for the asset owner to
follow?
vailable Choices (select all choices that are correct)

A. If no problems are experienced with the current IACS, it is not necessary to apply the patch.
B. If a low priority, there is no need to apply the patch.
C. If a medium priority, schedule the installation within three months after receipt.
D. If a high priority, apply the patch at the first unscheduled outage.

Answer: C
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NEW QUESTION # 40 
What are the two sublayers of Layer 2?
Available Choices (select all choices that are correct)

A. LLC and MAC
B. VLAN and VPN
C. HIDS and NIDS
D. OPC and DCOM

Answer: A

NEW QUESTION # 41 
In which layer is the physical address assigned?
Available Choices (select all choices that are correct)

A. Layer 1
B. Layer 3
C. Layer 2
D. Layer 7

Answer: C

NEW QUESTION # 42 
Which is the PRIMARY responsibility of the network layer of the Open Systems Interconnection (OSI) model?
Available Choices (select all choices that are correct)

A. Provides the rules for framing, converting electrical signals to data
B. Handles the physics of getting a message from one device to another
C. Forwards packets, including routing through intermediate routers
D. Gives transparent transfer of data between end users

Answer: C

Explanation:
The primary responsibility of the network layer of the Open Systems Interconnection (OSI) model is to forward packets, including
routing through intermediate routers. The network layer is the third layer from the bottom of the OSI model, and it is responsible for
maintaining the quality of the data and passing and transmitting it from its source to its destination. The network layer also assigns
logical addresses to devices, such as IP addresses, and uses various routing algorithms to determine the best path for the packets to
travel.
The network layer operates on packets, which are units of data that contain the source and destination addresses, as well as the
payload. The network layer forwards packets from one node to another, using routers to switch packets between different
networks. The network layer also handles host-to-host delivery, which means that it ensures that the packets reach the correct
destination host.
The other choices are not correct because:
* B. Gives transparent transfer of data between end users. This is the responsibility of the transport layer, which is the fourth layer
from the bottom of the OSI model. The transport layer provides reliable and error-free data transfer between end users, using
protocols such as TCP and UDP. The transport layer operates on segments, which are units of data that contain the source and
destination port numbers, as well as the payload. The transport layer also handles flow control, congestion control, and multiplexing.
* C. Provides the rules for framing, converting electrical signals to data. This is the responsibility of the data link layer, which is the
second layer from the bottom of the OSI model. The data link layer provides the means for transferring data between adjacent
nodes on a network, using protocols such as Ethernet and WiFi. The data link layer operates on frames, which are units of data that
contain the source and destination MAC addresses, as well as the payload. The data link layer also handles error detection, error
correction, and media access control.
* D. Handles the physics of getting a message from one device to another. This is the responsibility of the physical layer, which is the
lowest layer of the OSI model. The physical layer provides the means for transmitting bits over a physical medium, such as copper
wire, fiber optic cable, or radio waves. The physical layer operates on bits, which are the smallest units of data that can be either 0
or 1. The physical layer also handles modulation, demodulation, encoding, decoding, and synchronization.



References:
* The OSI Model - The 7 Layers of Networking Explained in Plain English1
* Network Layer in OSI Model2
* OSI model3

NEW QUESTION # 43 
Which is a PRIMARY reason why network security is important in IACS environments?
Available Choices (select all choices that are correct)

A. PLCs under cyber attack can have costly and dangerous impacts.
B. PLCs use serial or Ethernet communications methods.
C. PLCs are inherently unreliable.
D. PLCs are programmed using ladder logic.

Answer: A

Explanation:
Network security is important in IACS environments because PLCs, or programmable logic controllers, are devices that control
physical processes and equipment in industrial settings. PLCs under cyber attack can have costly and dangerous impacts, such as
disrupting production, damaging equipment, compromising safety, and harming the environment. Therefore, network security is
essential to protect PLCs and other IACS components from unauthorized access, modification, or disruption. The other choices are
not primary reasons why network security is important in IACS environments. PLCs are not inherently unreliable, but they can be
affected by environmental factors, such as temperature, humidity, and electromagnetic interference. PLCs are programmed using
ladder logic, which is a graphical programming language that resembles electrical schematics. PLCs use serial or Ethernet
communications methods, depending on the type and age of the device, to communicate with other IACS components, such as
human-machine interfaces (HMIs), supervisory control and data acquisition (SCADA) systems, and distributed control systems
(DCSs). References:
* ISA/IEC 62443 Standards to Secure Your Industrial Control System training course1
* ISA/IEC 62443 Cybersecurity Fundamentals Specialist Study Guide2
* Using the ISA/IEC 62443 Standard to Secure Your Control Systems3
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