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(Q54-Q59):

H #54

An engineer adds a custom event status of "Testing' and accidentally makes it the new default status. Their SOC calculates some
metrics based on Notable status change sequences, starting from the old default status of New'. Which metrics can be affected by
this mistake?

e A. Mean Tine to Resolve, Dwell Time

¢ B. Mean Tine to Triage, Dwell Time

¢ C. No metrics are impacted

¢ D. Mean Tine to Respond, Mean Time to Resolve

IEf#: B

fiR .-

By accidentally setting 'Testing' as the default status instead of 'New', metrics that rely on the correct starting status in the notable
lifecycle are mpacted. Specifically, Mean Time to Triage (time from "New' to first triage action) and Dwell Time (time from creation
to meaningful action) can be miscalculated, since the workflow no longer begins with the ntended default state.

I #55
When creating a detection, how might an engineer ensure that all possible contextual fields about a given asset and identity are added
to a risk event?

A. Include the standard CIM fields (e.g user, src, src_user, etc.) in the detection output.

B. Use | lookup identities.csv to call all available identity nformation in the detection output.

C. Call an adaptive response action for Active Directory using | Idapsearch for a real-time update.
D. Use | lookup assets.csv to call all available asset information in the detection output.

IEf#E: A

R -

To ensure all possible contextual fields about an asset and identity are included in a risk event, the engineer should include the
standard CIM fields (such as user, src, src_user, etc.) in the detection output. These fields are recognized by the Assets & Identities
framework and automatically enrich risk events with relevant context.

HH #56
‘What external support consideration should an engineer account for if they plan to automate the disabling of a system or user?

e A. Enable logging on the playbook.
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¢ B. Validate that the system or user is not already disabled.
e (. Add the "support" tag to the playbook.
e D. Comnumnicate the actions to the I'T Help Desk.

IEf#: D

R -

Ifan engineer plans to autormate disabling a system or user, they must communicate the actions to the IT Help Desk. This ensures
that support teans are aware of autormated responses, preventing confusion, unnecessary troubleshooting, or accidental business
disruption.

B #57
‘Which action improves the effectiveness of notable events in Enterprise Security?

¢ A Using only raw log data in searches

¢ B. Applying suppression rules for false positives
¢ C. Disabling scheduled searches

¢ D. Limiting the search scope to one index

Ef#: B

R -

Notable events in Splunk Enterprise Security (ES) are triggered by correlation searches, which generate alerts when suspicious
activity is detected. However, if too many false positives occur, analysts waste time mnvestigating non-issues, reducing SOC
efficiency.

How to Improve Notable Events Effectiveness:

Apply suppression rules to filter out known false positives and reduce alert fatigue.

Refine correlation searches by adjusting thresholds and tuning event detection logic.

Leverage risk-based alerting (RBA) to prioritize high-risk events.

Use adaptive response actions to enrich events dynamically.

By suppressing false positives, SOC analysts focus on real threats, making notable events more actionable. Thus, the correct answer
is A. Applying suppression rules for false positives.

HM #58
When creating a detection that searches user activity across CIM-compliant data, which CIM field should be reviewed to ensure
that data is aggregated appropriately?

A. srcUser
B. userid
C. user

D. identity
Ef#: C

AR
The user field is the normalized CIM field for user activity across data sources. Reviewing and using this field ensures that data from
different sources is properly aggregated, enabling consistent detection logic across CIM-compliant datasets.
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