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NEW QUESTION # 67 
What approach configures an API gateway to hide sensitive data exchanged between API consumers and API implementations, but
can convert tokenized fields back to their original value for other API requests or responses, without having to recode the API
implementations?

A. Create a tokenization format and use it to apply a tokenization policy in an API gateway to replace sensitive fields in
message payload with similarly formatted tokenized values, and apply a corresponding detokenization policy to return the
original values to other APIs
B. Create a masking format and use it to apply a tokenization policy in an API gateway to mask sensitive values in message
payloads with characters, and apply a corresponding detokenization policy to return the original values to other APIs
C. Create both masking and tokenization formats and use both to apply a tokenization policy in an API gateway to mask
sensitive values in message payloads withcharacters, and apply a corresponding detokenization policy to return the original
values to other APIs
D. Use a field-level encryption policy in an API gateway to replace sensitive fields in message payload with encrypted values,
and apply a corresponding field-level decryption policy to return the original values to other APIs

Answer: A

Explanation:
To hide sensitive data exchanged between API consumers and API implementations while allowing the conversion of tokenized
fields back to their original values for other API requests or responses, the best approach is to use tokenization. This involves:
* Tokenization Format: Create a tokenization format that will be used to apply a tokenization policy in the API gateway. This format
ensures that sensitive fields in message payloads are replaced with tokenized values that maintain a similar format, making them less
recognizable as sensitive data.
* Tokenization Policy: Apply a tokenization policy in the API gateway that replaces sensitive data with tokenized values.
* Detokenization Policy: Apply a corresponding detokenization policy in the API gateway to convert tokenized values back to their
original values when required by other APIs.
This method does not require recoding the API implementations and ensures that sensitive data is protected while still being
accessible in its original form when necessary.
References
* MuleSoft Documentation on Tokenization Policies
* API Gateway Security Best Practices

NEW QUESTION # 68 
A company is designing a mule application to consume batch data from a partner's ftps server The data files have been compressed
and then digitally signed using PGP.
What inputs are required for the application to securely consumed these files?

A. ATLS context first store containing a public certificate for partner ftps server and the PGP public key of the partner TLS
contact Key Store containing the FTP credentials
B. The PGP public key of the partner
The PGP private key for the company
The FTP username and password
C. ATLS context Key Store requiring the private key and certificate for the company PGP public key of partner PGP private
key for the company
D. TLS context trust or containing a public certificate for the ftps server The FTP username and password The PGP public
key of the partner

Answer: B

NEW QUESTION # 69 
An XA transaction Is being configured that involves a JMS connector listening for Incoming JMS messages. What is the meaning of
the timeout attribute of the XA transaction, and what happens after the timeout expires?

A. The time that Is allowed to pass without the transaction being ended explicitly After the timeout, the transaction Is
forcefully rolled-back
B. The time that Is allowed to pass for state JMS consumer threads to be destroyed After the timeout, a new JMS consumer
thread is created
C. The time that Is allowed to pass between receiving JMS messages on the same JMS connection After the timeout, a new



JMS connection Is established
D. The time that is allowed to pass between committing the transaction and the completion of the Mule flow After the timeout,
flow processing triggers an error

Answer: A

Explanation:
* Setting a transaction timeout for the Bitronix transaction manager
* Set the transaction timeout either
- In wrapper.conf
- In CloudHub in the Properties tab of the Mule application deployment
* The default is 60 secs. It is defined as
mule.bitronix.transactiontimeout = 120
* This property defines the timeout for each transaction created for this manager.
If the transaction has not terminated before the timeout expires it will be automatically rolled back.
--------------------------------------------------------------------------------------------------------------------- Additional
Info around Transaction Management:
Bitronix is available as the XA transaction manager for Mule applications
* To use Bitronix, declare it as a global configuration element in the Mule application
<bti:transaction-manager />
* Each Mule runtime can have only one instance of a Bitronix transaction manager, which is shared by all Mule applications
* For customer-hosted deployments, define the XA transaction manager in a Mule domain
- Then share this global element among all Mule applications in the Mule runtime



NEW QUESTION # 70 
A company is modernizing its legal systems lo accelerate access lo applications and data while supporting the adoption of new
technologies. The key to achieving this business goal is unlocking the companies' key systems and dala including microservices
miming under Docker and kubernetes containers using apis.
Considering the current aggressive backlog and project delivery requirements the company wants to take a strategic approach in the
first phase of its transformation projects by quickly deploying API's in mule runtime that are able lo scale, connect to on premises
systems and migrate as needed.
Which runtime deployment option supports company's goals?

A. Runtime fabric on Vmware metal
B. Cloudhub runtimes
C. Customer hosted self provisioned runtimes
D. Runtime fabric on self managed Kubernetes

Answer: D

Explanation:
To support the company's goals of unlocking key systems and data, quickly deploying scalable APIs, and connecting to on-premises
systems, while also preparing for future migrations, the best runtime deployment option is using Runtime Fabric on self-managed
Kubernetes. Here's why:
* Scalability: Kubernetes is designed to scale applications easily and efficiently. By deploying Mule runtimes on a self-managed
Kubernetes cluster, the company can dynamically scale its APIs based on demand, ensuring performance and reliability.
* Flexibility: Running on self-managed Kubernetes allows the company to have control over the infrastructure. They can customize
the environment to meet their specific needs, integrate with existing on-premises systems, and support their microservices
architecture running in Docker containers.
* Future-Proofing: Kubernetes supports hybrid and multi-cloud deployments, making it easier to migrate workloads between
different environments as needed. This aligns with the company's goal of being able to migrate their systems as part of their strategic
approach.
* Efficiency: By leveraging Kubernetes, the company can automate deployment, scaling, and management of containerized
applications, reducing the burden on IT and DevOps teams.
MuleSoft Documentation on Runtime Fabric: https://docs.mulesoft.com/runtime-fabric/1.9/ Kubernetes Documentation:
https://kubernetes.io/docs/home/

NEW QUESTION # 71 
A trading company handles millions of requests a day. Due to nature of its business, it requires excellent performance and reliability
within its application.
For this purpose, company uses a number of event-based API's hosted on various mule clusters that communicate across a shared
message queue sitting within its network.
Which method should be used to meet the company's requirement for its system?

A. XA transactions and XA connected components
B. JMS manual acknowledgements with a reliability pattern
C. JMS transactions
D. VM queues with reliability pattern

Answer: C

Explanation:
For handling millions of requests per day with high performance and reliability, JMS (Java Message Service) transactions are the
most suitable method. JMS transactions ensure that messages are processed reliably and can be rolled back in case of failures,
providing transactional integrity. This is crucial for a trading company where reliable message processing is critical.
Using JMS transactions within Mule clusters allows for the decoupling of message producers and consumers, improving scalability
and fault tolerance. JMS provides built-in mechanisms for handling transactional messaging, ensuring that messages are processed
once and only once, even in the event of system failures.
MuleSoft Documentation on JMS

NEW QUESTION # 72
......
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