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Amazon AWS Certified Advanced Networking Specialty Exam Sample
Questions (Q117-Q122):

NEW QUESTION # 117

You need to create a baseline of normal traffic flow in order to implement some security changes to your organization. What two
iterns would be best to use?

(Choose two.)

Response:

A. An1DS

B. CloudTrail
C. CloudWatch
D. Wireshark

Answer: C,D

NEW QUESTION # 118

AnyConpany has acquired Example Corp. AnyConpany's infrastructure is all on premises, and Example Corp's infrastructure is
completely in the AWS Cloud. The companies are using AWS Direct Connect with AWS Transit Gateway to establish connectivity
between each other.

Example Corp has deployed a new application across two Availability Zones in a VPC with no internet gateway. The CIDR range
for the VPC is 10.0.0.0/16. Exanple Corp needs to access an application that is deployed on premises by AnyCompany. Because
of compliance requirements, Example Corp must access the application through a limited contiguous block of approved IP
addresses (10.1.0.0/24).

A network engineer needs to implement a highly available solution to achieve this goal. The network engineer starts by updating the
VPC to add a new CIDR range of 10.1.0.0/24.

‘What should the network engineer do next to meet the requirements?

e A Inthe VPC, create a subnet that uses the allowed IP address range. Create a public NAT gateway in the new subnet.
Update the route tables that are associated with other subnets to route application traffic to the public NAT gateway. Add a
route to the route table that is associated with the subnet of the public NAT gateway to send traffic destined for the
application to the transit gateway.

e B. Ineach Availability Zone in the VPC, create a subnet that uses part of the allowed IP address range. Create a private
NAT gateway in each of the new subnets. Update the route tables that are associated with other subnets to route application
traffic to the private NAT gateway in the corresponding Availability Zone. Add a route to the route table that is associated
with the subnets of the private NAT gateways to send traffic destined for the application to the transit gateway:.

e C. Inthe VPC, create a subnet that uses the allowed IP address range. Create a private NAT gateway in the new subnet.
Update the route tables that are associated with other subnets to route application traffic to the private NAT gateway. Add a
route to the route table that is associated with the subnet of the private NAT gateway to send traffic destined for the
application to the transit gateway.

e D. Ineach Availability Zone in the VPC, create a subnet that uses part of the allowed IP address range. Create a public NAT
gateway in each of the new subnets. Update the route tables that are associated with other subnets to route application traffic
to the public NAT gateway in the corresponding Availability Zone. Add a route to the route table that is associated with the
subnets of the public NAT gateways to send traffic destined for the application to the transit gateway.

Answer: B

NEW QUESTION # 119

An analytics company uses Amazon QuickSight (Enterprise Edition) to easily create and publish interactive BI dashboards that can
be accessed fromany device. For a specific requirement, the company needs to create a private connection from Amazon
QuickSight to an Amazon RDS DB instance that's in a private subnet to fetch data for analysis.

Which of the following represents an optimal solution for configuring a private connection between QuickSight and Amazon RDS
DB instance?
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Response:

¢ A, Amazon QuickSight Enterprise edition is fully integrated with the Amazon VPC service. Create an ENI in QuickSight that
points to the VPC that hosts the RDS DB instance. However, the subnet has to be a private subnet and not a public subnet

¢ B. Create a new private subnet in the same VPC as the Amazon RDS DB instance. Create a new security group with
necessary inbound rules for QuickSight in the same VPC. Sign in to QuickSight as a QuickSight admin and create a new
QuickSight VPC connection. Create a new dataset from the RDS DB instance

¢ (. Create a new private subnet in the same VPC as the Amazon RDS DB instance. Create a new network Access Control
List (ACL) with necessary inbound rules for QuickSight in the same VPC. Connect from QuckSight using VPC connector

e D. Create a Private Virtual Interface between VPC that hosts Amazon RDS DB instance and QuickSight.
Use this connection to privately access necessary data from RDS DB

Answer: B

NEW QUESTION # 120

A company needs to transfer data between its VPC and its on-premises data center. The data must travel through a connection that
has dedicated bandwidth. The data also must be encrypted in transit. The company has been working with an AWS Partner
Network (APN) Partner to establish the connection.

‘Which combination of steps will meet these requirements? (Choose three.)

A. Create a private VIF.

B. Create an AWS Client VPN connection.

C. Create an AWS Site-to-Site VPN connection.

D. Request a hosted connection fromthe APN Partner.
E. Create a public VIF.

F. Request a hosted public VIF from the APN Partner.

Answer: C,D,E

Explanation:

The private [P VPN feature allows encryption over AWS Direct Connect transit VIF's (instead of public VIFs), coupled with the
ability to configure private IPs. This provides end-to-end private connectivity in addition to encryption, improving the overall security
posture.

Youneed public VIF in order to create a Site-to-Site VPN connection.
httpsz/docs.aws.amazon.com/vpr/latest/s2svpn/private-ip-dx.html

NEW QUESTION # 121

A company uses the us-east-1 Region and the ap-south-1 Region for its business units (BUs). The BUs are named BU-1 and BU-2.
For each BU. there are two VPCs in us-east-1 and one VPC in ap-south-1.

Because of workload isolation requirements, resources can communicate within the same BU but cannot commumicate with
resources in the other BU. The company plans to add more BUs and plans to expand into more Regions.

Which solution will meet these requirements with the MOST operational efficiency?

e A. Configure an AWS Cloud WAN network that operates in the required Regions. Attach all BU VPCs to the AWS Cloud
WAN core network. Update the core network policy by setting the isolate-attachments parameter for each segment.

¢ B. Configure an AWS Cloud WAN network that operates in the required Regions Attach all BU VPCs to the AWS Cloud
WAN core network. Update the AWS Cloud WAN segment actions to configure new routes to deny traffic between the
different BU segments.

e C. Configure an AWS Cloud WAN network that operates in the required Regions. Create AWS Cloud WAN segments for
each BU. Configure VPC attachments for each BU's VPCs to the corresponding BU segment.

e D. Configure a transit gateway in each Region. Configure peering between the transit gateways. Attach the BU VPCs to the
transit gateway in the corresponding Region. Configure the transit gateway and VPC route tables to isolate traffic between
BU VPCs.

Answer: C

NEW QUESTION # 122
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