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The ECIH v2 exam covers a broad range of topics, including incident handling and response, recovery strategies, network and host
analysis, and incident reporting, Participants who pass the certification not only gain valuable hands-on experience working with

incident management tools and technologies but also acquire expertise in the development of incident response plans and
configurations.
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EC-COUNCIL EC Council Certified Incident Handler (ECIH v3) Sample
Questions (Q153-Q158):

NEW QUESTION # 153
The main feature offered by PGP Desktop Email is:

o A. End-to-end secure emnil service
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¢ B. Emnil service during incidents
e (. End-to-end email communications
e D. None of the above

Answer: A

NEW QUESTION # 154
Which of'the following is a correct statement about incident management, handling and response:

A. Incident handling is on the functions provided by incident response
B. Triage is one of the services provided by incident response
C. Incident response is one of the services provided by triage
D. Incident response is on the functions provided by incident handling

Answer: D

NEW QUESTION # 155
Electronic evidence may reside in the following:

A. Data Files

B. Other media sources
C. All the above

D. Backup tapes

Answer: C

NEW QUESTION # 156

Drake is an incident handler in Dark CLoud Inc. He is intended to perform log analysis in order to detect traces of malicious
activities within the network infrastructure.

Which of the following tools Drake must employ in order to view logs in real time and identify malware propagation within the
network?

A. Hydra
B. LOIC

C. Splunk
D. HULK

Answer: C

Explanation:

Splunk is a powerful tool for log analysis, capable of collecting, analyzing, and visualizing data from various sources in real time. For
an incident handler like Drake, intending to detect traces of malicious activities within the network infrastructure, Sphunk can
efficiently parse large volumes of log data, enabling the identification of patterns and anomalies that may indicate malware
propagation or other security incidents. Its real-time analysis capabilities make it an ideal tool for monitoring network activities and
responding to incidents promptly.

NEW QUESTION # 157
According to US-CERT; if an agency is unable to successfully mitigate a DOS attack it must be reported within:

A. Ore (1) hour of discovery/detection if the successful attack is still ongoing
B. Four (4) hours of discovery/detection if the successful attack is still ongoing
C. Two (2) hours of discovery/detection if the successful attack is still ongoing
D. Three (3) hours of discovery/detection if the successful attack is still ongoing

Answer: C



NEW QUESTION # 158
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quickly purchase our 212-89 study braindumps! And you will know that the high quality of our 212-89 learning guide as long as you
free download the demos before you pay for it.
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