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e Manage GitHub Packages:This section of the exam measures skills of GitHub Enterprise Administrators
and focuses on managing GitHub Packages, their use in workflows, and how they differ from releases. It

bEY 71 mvolves accessing, writing, and sharing packages across teans while ensuring integration into CI
¢ CD pipelines.
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¢ Support GitHub Enterprise for users and key stakeholders: This section of the exam measures skills of
GitHub Enterprise Administrators and covers supporting users, identifying issues that can be resolved
mnternally versus those needing GitHub Support, and generating support bundles and diagnostics. It also

bEY 72 involves recognizing underutilized features, managing workflows like branching and pull requests,
understanding CI

¢ (D strategies, recommending tooling, and extending capabilities through APIs or Marketplace apps.

¢ Manage GitHub Actions: This section of the exam measures skills of DevOps Engineers and emphasizes
managing workflows, reusable actions, and distribution strategies within the enterprise. It explains

hEY 73 configuring organization-level policies, managing self-hosted and GitHub-hosted runners, controlling access

through IP allow lists, handling encrypted secrets, and integrating third-party vaults for workflow security.

¢ Describe how GitHub is deployed, distributed, and licensed: This section of the exam measures skills of

GitHub Enterprise Administrators and highlights the deployment models of GitHub Enterprise Server,
hEY 74 Enterprise Cloud, and GitHub AE. It covers licensing structures, billing for seat licenses and metered
services, support options, and monitoring license usage across users and machine accounts.

Microsoft GitHub Administration 52 8 GH-100 5% 5% [ & (Q38-Q43):

HH #38
Which GitHub feature is responsible for tracking dependencies and known vulnerabilities in those dependencies fiom an advisory
database?

A. Security Policy

B. Dependency Graph
C. Repository Insights
D. CodeQL

IEf%: B
A -

The Dependency Graph continuously analyzes your repository's manifest and lock files to build an inventory of direct and transitive
dependencies and flags any that match entries in the GitHub Advisory Database, surfacing known vulnerabilities.

H #39
Your organization is implementing team synchronization. Which of the following should you prioritize during the setup process?

¢ A Disabling the audit log stream

¢ B. Setting an infrequent sync schedule to reduce performance impact

¢ C. Clearly define how identity provider groups will align with GitHub teans and roles
¢ D. Allowing manual updates to team memberships

Ef#: C

R -
Before you enable team synchronization, you should clearly define how groups in your identity provider will map to GitHub teans
and roles - ensuring that when the sync runs, users land in the correct teams with the right permissions.

H #40
Which of the following GitHub token types supports fine-grained repository permissions AND is recommended for CI/CD
automation?

A. GitHub App Installation Access Tokens
B. Personal Access Tokens (PATS)

C. OAuth tokens

D. Device Tokens



EfE: A

R :

GitHub App Installation Access Tokens are privileged to the exact permissions you grant the App - down to individual reposttories -
and rotate automatically, making them the recommended choice for CI/CD automation workflows that demand least-privilege, fine-
grained access.

HE#41
‘What benefit does GitHub Advanced Security provide?

A. helps enterprise administrators improve and maintain network security for their GitHub Enterprise Server instances
B. helps organization administrators manage security tokens

C. helps organization administrators analyze and configure permissions to the least privilege required

D. helps developers improve and maintain the security and quality of code

EME: D
R

GitHub Advanced Security equips developers with built-in code scanning (CodeQL), secret scanning, dependency review, and
other AppSec tools - helping them find, fix, and prevent security vulnerabilities while maintaining code quality.

HE #42
What is the effect of enforcing a policy that restricts GitHub Actions to only those created by the enterprise?

A. All public actions are allowed

B. Marketplace actions are allowed only with SSO enabled
C. Actions can only be triggered by organization members
D. Only actions created within the enterprise are allowed

iIFf@g: D

L -

‘When you enforce the "Allow enterprise actions and reusable workflows" policy, GitHub will block all workflows from using actions
or reusable workflows that aren't defined i a repository within your enterprise - so only actions created inside your enterprise are
allowed.
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