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o Security Operations: This area targets Security Operations Center (SOC) Analysts and System

Administrators. It covers data security with encryption methods, secure handling of data including
classification and retention, and the importance of logging and monitoring security events. System hardening
through configuration management, baselines, updates, and patching is included. Best practice security
policies such as data handling, password, acceptable use, BYOD, change management, and privacy
policies are emphasized. Finally, the domain highlights security awareness training addressing social
engineering awareness and password protection to foster a security-conscious organizational culture.

fEY 72

Security Principles: This section of the exam measures skills of Security Analysts and Information
Assurance Specialists and covers findamental security concepts such as confidentiality, integrity,
availability, authentication methods including multi-factor authentication, non-repudiation, and privacy. It
also includes understanding the risk management process with emphasis on identifying, assessing, and
treating risks based on priorities and tolerance. Candidates are expected to know various security controls,
including technical, admmistrative, and physical, as well as the ISC2 professional code of ethics.
Governance processes such as policies, procedures, standards, regulations, and laws are also covered to
ensure adherence to organizational and legal requirements.

FeEY 73

Business Continuity (BC), Disaster Recovery (DR) & Incident Response Concepts: This domain targets
Business Continuity Planners and Incident Response Coordinators. It focuses on the purpose, importance,
and core components of business continuity, disaster recovery, and incident response. Candidates learn
how to prepare for and manage disruptions while maintaining or quickly restoring critical business
operations and IT services.
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o Network Security: This domain assesses the knowledge of Network Security Engineers and Cybersecurity
Specialists. It covers foundational computer networking concepts including OSI and TCP

¢ [P models, IP addressing, and network ports. Candidates study network threats such as DDoS attacks,
malware variants, and man-in-the-middle attacks, along with detection tools like IDS, HIDS, and NIDS.

ey 74 Prevention strategies including firewalls and antivirus software are included. The domain also addresses

network security infrastructure encompassing on-premises data centers, design techniques like

segmentation and defense in depth, and cloud security models such as SaaS, IaaS, and hybrid

deployments.

e Access Control Concepts: This section measures skills of Access Control Specialists and Physical Security
Managers in understanding physical and logical access controls. Topics include physical security measures
like badge systems, CCTV, monitoring, and managing authorized versus unauthorized personnel. Logical

hEY 75 access control concepts such as the principle of least privilege, segregation of duties, discretionary access

control, mandatory access control, and role-based access control are essential for controlling information

System access.
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ISC Certified in Cybersecurity (CC) 38 & CC A B & (Q285-Q290):

E R #285

Larry and Fern both work in the data center. In order to enter the data center to begin their workday, they must both present their
own keys (which are different) to the key reader, before the door to the data center opens.

Which security concept is being applied in this situation?

A. Least privilege

B. Segregation of duties
C. Dual control

D. Defense in depth

IEfE: C

H R #286

Triffid, Inc., has many remote workers who use their own IT devices to process Triffid's information. The Triffid security team wants
to deploy some sort of sensor on user devices in order to recognize and identify potential security issues. Which of the following is
probably most appropriate for this specific purpose?

A. HIDS (host-based intrusion-detection systens)

B. LIDS (logistical intrusion-detection systens)

C. Firewalls

D. NIDS (network-based intrusion-detection systens)

EfE: A

H A #287
A prolonged and targeted cyberattack in which an intruder gains access to a network and remains undetected for an extended

period of time.


https://www.shikenpass.com/CC-shiken.html
https://www.passtest.jp/CC-mondaishuu.html

A. DOS

B. Advanced Persistent Threat
C. Spoofing

D. Phishing

IEf%: B

E R #288

Barry wants to upload a series of files to a web-based storage service, so that people Barry has granted authorization can retrieve
these files. Which of the following would be Barry's preferred communication protocol if he wanted this activity to be efficient and
secure?

A. SMTP (Simple Mail Transfer Protocol)

B. SFTP (Secure File Transfer Protocol)

C. SNMP (Simple Network Management Protocol)
D. FTP (File Transfer Protocol)

H
R

: B

A #289
A type of malware that downloads onto a computer disguised as a legitimate program

A. Ransomware
B. Worm

C. virus

D. Trojan

iFfE: D

B #290
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