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¢ Firewall policies and authentication: This section of the exam measures the skills of firewall administrators
and covers the implementation and management of security policies. It involves configuring basic and
advanced firewall rules, applying Source NAT (SNAT) and Destination NAT (DNAT) options, and
enforcing various firewall authentication methods. The section also includes deploying and configuring
Fortinet Single Sign-On (FSSO) to streamline user access across the network.

Topic 1

¢ Routing: This section of the exam measures the skills of firewall administrators and covers the configuration

of routing features on FortiGate devices. It includes defining and applying static routes for directing traffic
Topic 2 within and outside the network, as well as setting up Software-Defined WAN (SD-WAN) to distribute
and balance traffic loads across multiple WAN connections efficiently.

¢ Deployment and system configuration: This section of the exam measures the skills of network security
engineers and covers essential tasks for setting up a FortiGate device in a production environment.
Candidates are expected to perform the initial configuration, establish basic connectivity, and integrate the
Topic 3 device within the Fortinet Security Fabric. They must also be able to configure a FortiGate Cluster
Protocol (FGCP) high availability setup and troubleshoot resource and connectivity issues to ensure system
readiness and network uptime.

¢ Content inspection: This section of the exam measures the skills of network security engineers and covers
the setup and management of content inspection features on FortiGate. Candidates must demonstrate an
understanding of encrypted traffic inspection using digital certificates, identify and apply FortiGate
nspection modes, and configure web filtering policies. The ability to implement application control for
monitoring and regulating network application usage, configure antivirus profiles to detect and block
malware, and set up Intrusion Prevention Systers (IPS) to shield the network from threats and
vulnerabilities is also assessed.

Topic 4

¢ VPN: This section of the exam measures the skills of network security engineers and covers the
configuration and deployment of Virtual Private Network (VPN) solutions. Candidates are required to
implement SSL. VPN to grant secure remote access to internal resources and configure IPsec VPNs in
either meshed or partially redundant topologies to ensure encrypted communication between distributed
network locations.

Topic 5
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Fortinet FCP - FortiGate 7.6 Administrator Sample Questions (Q42-Q47):

NEW QUESTION # 42

An admmnistrator wants to configure dead peer detection (DPD) on IPsec VPN for detecting dead tunnels. The requirement is that
FortiGate sends DPD probes only when there is no inbound traffic.

‘Which DPD mode on FortiGate meets this requirement?

A. On Demand
B. Enabled

C. Onldle

D. Disabled

Answer: B

Explanation:
The "On Idle" DPD mode configures FortiGate to send DPD probes only when no inbound traffic is detected, meeting the
requirenent to send probes only when the tunnel is idle.
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NEW QUESTION # 43

An administrator wants to configure dead peer detection (DPD) on [Psec VPN for detecting dead tunnels. The requirement is that
FortiGate sends DPD probes only when there is no inbound traffic.

‘Which DPD mode on FortiGate meets this requirement?

A. On Demand
B. OnIdle

C. Disabled

D. Enabled

Answer: A

NEW QUESTION # 44
An admmnistrator manages a FortiGate model that supports NTurbo.
How does NTurbo enhance performance for flow-based inspection?

A. NTurbo creates a special data path to redirect traffic between the IPS engine its ingress and egress interfaces.
B. NTurbo buffers the whole file and then sends it to the antivirus engine.

C. NTurbo creates two inspection sessions on the FortiGate device.

D. NTurbo offloads traffic to the content processor.

Answer: A

Explanation:

NTurbo enhances flow-based inspection performance by creating a fast data path between the IPS engine and the ingress/egress
nterfaces. This allows traffic to be inspected efficiently without needing to pass through the slower, traditional packet path, thus
reducing CPU load and improving throughput during flow-based security inspections.

NEW QUESTION # 45
Which two statements describe characteristics of automation stitches? (Choose two.)

A. Triggers can involve external connectors.

B. Multiple actions can run in parallel.

C. An automation stitch can have muiltiple triggers.

D. Actions involve only devices included in the Security Fabric.

Answer: A,B

Explanation:
Automation stitches can execute multiple actions concurrently (in parallel).
Triggers for automation stitches can come from external connectors beyond just Fortinet devices.

NEW QUESTION # 46
An employee needs to connect to the office through a high-latency internet connection.
Which SSL VPN setting should the admmnistrator adjust to prevent SSL. VPN negotiation failure?

A. SSL VPN session-ttl

B. SSL VPN login-timeout

C. SSL VPN dtls-hello-timeout
D. SSL VPN idle-timeout

Answer: B

Explanation:
The SSL VPN login-timeout setting defines how long FortiGate waits for a client to complete the SSL VPN negotiation process. On
high-latency connections, the negotiation may take longer than usual. Increasing the login-timeout value prevents the VPN session



from failing during the initial connection phase.

NEW QUESTION # 47
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